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Binary

Digital Sizes

Digital size units are used to represent the amount of data or storage capacity in computers and digital
devices. The most basic unit is the bit, which can have a binary value of 0 or 1. Nibbles, bytes, kilobytes,
megabytes, gigabytes, and terabytes are progressively larger units used to represent larger amounts
of data. While the base-10 system is commonly used in the computer storage industry, the base-2
system is also used, especially in computer memory and programming contexts.

Unit Size (in bits)

Bit 1

Nibble 4

Byte 8

Kilobyte (KB) 8,192 bits or 1,024 bytes

Megabyte (MB) 8,388,608 bits or 1,048,576 bytes

Gigabyte (GB) 8,589,934,592 bits or 1,073,741,824 bytes
Terabyte (TB) 8,796,093,022,208 bits or 1,099,511,627,776 bytes

Bit: A bit is the smallest unit of digital information and represents a single binary digit, which can be
either O or 1.

Nibble: A nibble is a group of four bits, which can represent a single hexadecimal digit (0-9 and A-F).

Byte: A byte is a group of eight bits, which is the basic unit of digital storage in most computer systems.
A byte can represent a single ASCII character or a small number.

Kilobyte (KB): A kilobyte is equal to 1,024 bytes or 8,192 bits. It is commonly used to represent small
files, such as text documents or images with low resolution.

Megabyte (MB): A megabyte is equal to 1,048,576 bytes or 8,388,608 bits. It is commonly used to
represent larger files, such as music or high-resolution images.

Gigabyte (GB): A gigabyte is equal to 1,073,741,824 bytes or 8,589,934,592 bits. It is commonly used
to represent even larger files, such as videos or software applications.

Terabyte (TB): A terabyte is equal to 1,099,511,627,776 bytes or 8,796,093,022,208 bits. It is
commonly used to represent very large amounts of data, such as in data centers or cloud storage.
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Understanding Binary Numbers

The world of technology and computers can often seem like a foreign language, especially when it
comes to binary numbers. But fear not! Understanding binary numbers isn't as daunting as it may
seem.

What are Binary Numbers?

Binary numbers are a way of representing numbers using only two digits: 0 and 1. This system, called
the binary numeral system, is the foundation of digital technology and computers. In contrast, the
decimal system we're more familiar with uses ten digits (0-9) to represent numbers.

The binary system is based on powers of 2, whereas the decimal system is based on powers of 10. For
example, in the decimal system, the number 234 can be broken down as follows:

(2 x1072) + (3 x 1071) + (4 x 1040) = 200 + 30 + 4 = 234
Similarly, a binary number like 1011 can be broken down using powers of 2:
(1x273)+(0x272)+(1x271)+(1x270)=8+0+2+1=11
Converting Binary to Decimal
Let's dive into the process of converting a binary number to a decimal number with an example.
Suppose you have the binary number 11010. Here's a step-by-step guide on how to convert it to

decimal:

Write down the binary number and its corresponding power of 2 for each digit, starting from the right
(270) and moving to the left:

- - - 1 1 0 1 0
128 64 32 16 8 4 2 1

Multiply each binary digit by its corresponding power of 2:
(1x27M) + (1x273) + (0 x 272) + (1 x 271) + (0 x 270)

Calculate the resulting decimal value:
16+8+0+2+0=26

So, the decimal equivalent of the binary number 11010 is 26.

Converting Decimal to Binary

Now let's go the other way and convert a decimal number to binary. Suppose we want to convert the
decimal number 45 to binary:

Find the highest power of 2 less than or equal to the number (in this case, 25 = 32).

Write down the digit 1 in the binary representation and subtract the value of the power of 2 from the
decimal number: 45 - 32 =13.

Repeat steps 1 and 2 with the remaining value (13) and continue the process until the remaining value
is O0:

273 = 8 (less than or equal to 13): Write down 1, subtract 8 from 13: 13-8=5
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272 =4 (less than or equal to 5): Write down 1, subtract 4 from 5:5-4=1
271 = 2 (greater than 1): Write down 0

270 =1 (equal to 1): Write down 1,

subtract 1 from1:1-1=0

Now that the remaining value is 0, arrange the binary digits in the order they were found:
101101

So, the binary equivalent of the decimal number 45 is 101101.

Converting Decimal to Binary

Converting decimal numbers to binary and vice versa is an important skill in computer science and
digital electronics. Decimal numbers are the numbers we use in everyday life, while binary numbers
are used by computers to represent data and perform calculations.

To convert a decimal number to binary, we use the division and remainder method. Here are the steps:

1. Divide the decimal number by 2.

Write down the quotient and the remainder. The remainder will either be 0 or 1.

3. Continue dividing the quotient by 2 and writing down the quotient and remainder until the
quotientis 0.

4. The binary number is the sequence of remainders read from bottom to top.

N

For example, to convert the decimal number 23 to binary:

23 +2 =11, with a remainder of 1
11+ 2 =5, with aremainder of 1
5+ 2 =2, with a remainder of 1

2 +2 =1, with a remainder of 0
1+ 2 =0, with a remainder of 1

The binary number is 10111.
To convert a binary number to decimal, we use the positional value method. Here are the steps:

1. Write down the binary number.

2. Assign each digit a positional value, starting from 270 (1) on the right and increasing by a power
of 2 for each digit to the left.

3. Multiply each digit by its positional value.

4. Add up the products to get the decimal equivalent.

For example, to convert the binary number 10111 to decimal:
1x2M =16

0x273=0

1x272=4

1x27M =2

1x270=1

The decimal equivalentis 16 + 4 +2 + 1 =23,
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Converting Text to Binary

Converting text to binary involves the process of encoding each character of the text into its binary
representation. The binary representation of a character is a sequence of Os and 1s that represents the
character's ASCII code.

The ASCII code is a standard code used to represent characters in digital devices. Each character is
assigned a unique numerical value between 0 and 127, which can be represented in binary using 7
bits.

Decimal | Hex Char | Decimal | Hex Char Decimal | Hex Char | Decimal | Hex Char
0 0x00 | NUL | 32 0x20 | SPACE | 64 0x40 | @ 96 0x60 | °
1 0x01 | SOH | 33 0x21 | ! 65 0x41 | A 97 Ox61 | a
2 0x02 | STX | 34 0x22 | " 66 0x42 | B 98 0x62 | b
3 0x03 | ETX | 35 0x23 | # 67 0x43 | C 99 0x63 | c
4 0x04 | EOT | 36 0x24 | S 68 0x44 | D 100 0x64 | d
5 0x05 | ENQ | 37 0x25 | % 69 Ox45 | E 101 Ox65 | e
6 0x06 | ACK | 38 0x26 | & 70 Ox46 | F 102 0x66 | f
7 0x07 | BEL | 39 0x27 |' 71 0x47 | G 103 0x67 | g
8 0x08 | BS 40 0x28 | ( 72 0Ox48 | H 104 0x68 | h
9 0x09 | HT 41 0x29 | ) 73 0x49 | | 105 0x69 | i
10 OxO0A | LF 42 Ox2A | * 74 Ox4A | J 106 Ox6A | j
11 0x0B | VT 43 Ox2B | + 75 Ox4B | K 107 0x6B | k
12 Ox0C | FF 44 0x2C |, 76 Ox4C | L 108 0x6C | |
13 Ox0D | CR 45 0x2D | - 77 0x4D | M 109 Ox6D | m
14 OxOE | SO 46 Ox2E | . 78 Ox4E | N 110 Ox6E | n
15 OxOF | SI 47 Ox2F |/ 79 Ox4F | O 111 Ox6F | o
16 Ox10 | DLE | 48 0x30 | O 80 Ox50 | P 112 0x70 | p
17 Ox11 | DC1 | 49 0x31 |1 81 0x51 | Q 113 0x71 | q
18 0Ox12 | DC2 | 50 0x32 | 2 82 0x52 | R 114 Ox72 |r
19 0x13 | DC3 | 51 0x33 |3 83 Ox53 | S 115 0x73 | s
20 Ox14 | DC4 | 52 0x34 | 4 84 Ox54 | T 116 0x74 | t
21 0x15 | NAK | 53 0x35 | 5 85 Ox55 | U 117 Ox75 |u
22 Ox16 | SYN | 54 0x36 | 6 86 0x56 | V 118 0x76 | v
23 Ox17 | ETB | 55 0x37 | 7 87 0x57 | W 119 Ox77 | w
24 0x18 | CAN | 56 0x38 | 8 88 Ox58 | X 120 Ox78 | x
25 0x19 | EM | 57 0x39 |9 89 Ox59 | Y 121 Ox79 |y
26 Ox1A | SUB | 58 Ox3A | : 90 Ox5A | Z 122 Ox7A | z
27 Ox1B | ESC | 59 0x3B | ; 91 Ox5B | [ 123 0x7B | {
28 Ox1C | FS 60 0x3C | < 92 0x5C |\ 124 0x7C | |
29 Ox1D | GS 61 Ox3D | = 93 0x5D | ] 125 0x7D | }
30 Ox1E | RS 62 Ox3E | > 94 Ox5E | A 126 Ox7E | ~
31 Ox1F | US 63 Ox3F | ? 95 Ox5F | _ 127 Ox7F | DEL

To convert text to binary, follow these steps:
1. Choose the text that you want to convert to binary.

2. Convert each character in the text to its ASCIl code using an ASCII table. For example, the letter
"A" has an ASCII code of 65.
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3. Convert the decimal value of the ASCII code to binary. To do this, divide the decimal value by
2 repeatedly and note down the remainder each time until the quotient becomes 0. Then,
write down the remainders in reverse order to obtain the binary representation of the ASCII
code.

For example, the ASCII code for "A" (65) can be converted to binary as follows:

65+2=32(0)
32+:2=16(0)
16+2=8(0)
8+2=4(0)
4+2=2(0)
2+2=1(0)
1+2=0(1)

Therefore, the binary representation of "A" is 01000001.

Repeat steps 2 and 3 for each character in the text to obtain the binary representation of the entire
text.

For example, if we want to convert the text "HELLO" to binary, we would first convert each character
to its ASCII code using an ASClI table:

Then, we would convert each decimal value to binary using the method described above:

72 =01001000
69 = 01000101
76 =01001100
76 =01001100
79=01001111

Therefore, the binary representation of "HELLO" is 01001000 01000101 01001100 01001100
01001111.

12
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Practical Applications of Binary Conversion
Binary conversion has practical applications in various fields, especially in computer science and digital
electronics. Some of the practical applications of binary conversion are:

e Data storage and transmission: Computers use binary digits to represent data and store it in
memory. Binary conversion is used to convert data from its original form, such as text, images,
and audio, into a binary format that can be stored and transmitted.

e Digital circuits and logic design: Binary conversion is used to design and analyze digital circuits
and logic gates. Boolean algebra and logic gates operate on binary inputs and produce binary
outputs.

e Computer programming: Binary conversion is used in computer programming to represent
numbers and characters in binary format. For example, the ASCII code assigns each character
a unique binary code, allowing computers to represent and manipulate text.

e Encryption and security: Binary conversion is used in encryption algorithms to convert
plaintext into a binary format that can be encrypted and transmitted securely. Binary digits are
combined with cryptographic keys to create encrypted data.

e Networking: Binary conversion is used in networking protocols to represent IP addresses,

subnet masks, and other network parameters. These values are often represented in binary
format to facilitate routing and communication between different network devices.

13
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Hex Conversion

Introduction to Hexadecimal Numbers

In the world of computer science and digital electronics, there are many different number systems
used to represent numerical values. One of these number systems is hexadecimal, which is widely used
in computer programming and digital electronics.

What are Hexadecimal Numbers?

Hexadecimal, or simply hex, is a base-16 number system that uses 16 unique symbols to represent
values. These symbols are the digits 0 to 9 and the letters A to F, where A represents the decimal value
of 10, B represents 11, and so on up to F, which represents the decimal value of 15. Hexadecimal
numbers are often written with a prefix of "0x" to distinguish them from decimal or other number
systems.

Properties of Hexadecimal Numbers

Hexadecimal numbers are used in computer programming and digital electronics for several reasons.
One of the main reasons is that they can represent large binary values more compactly. For example,
one byte of data in binary can be represented by two hexadecimal digits, and a 32-bit integer can be
represented by eight hexadecimal digits.

Another advantage of hexadecimal numbers is that they are easy to convert to and from binary. Each
hexadecimal digit corresponds to four bits of binary, so converting between hexadecimal and binary
involves grouping the bits into groups of four and converting each group to a corresponding
hexadecimal digit.

Uses of Hexadecimal Numbers
Hexadecimal numbers are used in various applications in computer programming and digital
electronics. Some of the common uses of hexadecimal numbers are:

e Memory addresses: In computer memory, each byte of data is assigned a unique hexadecimal
address. Hexadecimal addresses are used to locate data in memory and access it for
processing.

e (Color codes: In digital graphics, colors are often represented in hexadecimal format using the
RGB (red, green, blue) color model. Each color channel is represented by two hexadecimal
digits, allowing for a wide range of colors to be represented.

e ASCIl codes: In computer programming, ASCIlI codes are often represented in hexadecimal
format. ASCII codes assign each character a unique numerical value, which can be represented
in hexadecimal format for easy manipulation.

Conversion Methods

Converting between hexadecimal and other number systems is relatively easy, and many calculators
and software tools have built-in conversion functions. To convert a decimal number to hexadecimal,
you can use the division-remainder method. Divide the decimal number by 16 and write down the
remainder as a hexadecimal digit. Continue dividing the quotient by 16 until the quotient is 0, and then
write down the hexadecimal digits in reverse order.

To convert a binary number to hexadecimal, group the binary digits into groups of four and convert

each group to a corresponding hexadecimal digit. To convert a hexadecimal number to binary, convert
each hexadecimal digit to its binary equivalent and combine the resulting binary digits.

14
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Converting Hex to Binary

Converting hex to binary involves the process of converting each hex digit to its corresponding 4-bit
binary representation. Hexadecimal (hex) is a base-16 number system that uses 16 symbols, 0-9 and
A-F, to represent numbers. Each hex digit represents four bits, and two hex digits represent one byte.
To convert hex to binary, follow these steps:

1. Choose the hex value that you want to convert to binary.

2. Write down the binary representation of each hex digit using the table below:

Hex Digit | Binary
0000
0001
0010
0011
0100
0101
0110
0111
1000
1001
1010
1011
1100
1101
1110
1111

MM OO >IO|0|IN|IOO|UAIWINIFRIO

3. Write down the binary representation of the hex value by concatenating the binary
representations of each hex digit. For example, the hex value "1F" would be converted to
binary as follows:

1 F
0001 1111

Therefore, the binary representation of "1F" is 00011111.
In summary, converting hex to binary involves writing down the binary representation of each hex digit

using the table above and concatenating the binary representations of each hex digit to obtain the
final binary representation of the hex value.
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Converting Between Decimal, Binary, and Hexadecimal
Converting between decimal, binary, and hexadecimal is an important skill in computer science and
digital electronics. Here are the methods for converting between these number systems:

Decimal to Binary
To convert a decimal number to binary, we use the division and remainder method. Here are the steps:

N

4.

Divide the decimal number by 2.

Write down the quotient and the remainder. The remainder will either be 0 or 1.

Continue dividing the quotient by 2 and writing down the quotient and remainder until the
quotient is 0.

The binary number is the sequence of remainders read from bottom to top.

For example, to convert the decimal number 23 to binary:

23 +2 =11, with a remainder of 1
11+ 2 =5, with aremainder of 1
5+ 2 =2, with a remainder of 1

2 +2 =1, with aremainder of 0
1+ 2 =0, with a remainder of 1

The binary number is 10111.

Binary to Decimal
To convert a binary number to decimal, we use the positional value method. Here are the steps:

Write down the binary number.

Assign each digit a positional value, starting from 270 (1) on the right and increasing by a power
of 2 for each digit to the left.

Multiply each digit by its positional value.

Add up the products to get the decimal equivalent.

For example, to convert the binary number 10111 to decimal:

1x27M =16
0x2”3=0
1x272=4
1x27M =2
1x270=1

The decimal equivalentis 16 +4 + 2 + 1 = 23,
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Decimal to Hexadecimal
To convert a decimal number to hexadecimal, we use the division-remainder method. Here are the
steps:

1. Divide the decimal number by 16.

2. Write down the remainder as a hexadecimal digit. If the remainder is greater than 9, use the
letters A-F to represent the values 10-15.

3. Continue dividing the quotient by 16 and writing down the remainders as hexadecimal digits
until the quotient is 0.

4. The hexadecimal number is the sequence of remainders read from bottom to top.

For example, to convert the decimal number 256 to hexadecimal:
256 + 16 = 16, with a remainder of 0

16 + 16 = 1, with a remainder of 0

1+ 16 =0, with a remainder of 1

The hexadecimal number is 100.

Hexadecimal to Decimal
To convert a hexadecimal number to decimal, we use the positional value method. Here are the steps:

1. Write down the hexadecimal number.

2. Assign each digit a positional value, starting from 1670 (1) on the right and increasing by a
power of 16 for each digit to the left.

3. Multiply each digit by its positional value.

4. Add up the products to get the decimal equivalent.

For example, to convert the hexadecimal number 1A to decimal:

1x16”r1 =16
Ax1670=10

The decimal equivalent is 16 + 10 = 26.
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Real-world Use Cases of Hexadecimal Conversion
Hexadecimal conversion has various real-world use cases, especially in computer science and digital
electronics. Here are some examples of how hexadecimal conversion is used in practice:

o Web Development: In web development, hexadecimal conversion is used to specify colors for
website designs. Developers use hexadecimal color codes to represent colors in web pages,
and this helps to ensure that colors appear consistently across different devices and platforms.

e Network Addressing: In network addressing, hexadecimal conversion is used to represent IP
addresses and other network parameters. Each byte of the IP address is represented by two
hexadecimal digits, making it easier to work with and identify specific network addresses.

o  Memory Addressing: In computer memory addressing, hexadecimal conversion is used to
represent memory addresses. Memory addresses are assigned unique hexadecimal values
that identify specific locations in the computer's memory.

e Character Representation: In computer programming, hexadecimal conversion is used to
represent characters in ASCIlI code. ASCII code assigns each character a unique numerical
value, which can be represented in hexadecimal format for easy manipulation.

e Digital Electronics: Hexadecimal conversion is widely used in digital electronics to represent
and manipulate data. Digital circuits and logic gates operate on binary inputs, and hexadecimal
is often used to represent the data in a more compact and easily recognizable format.

e File Formats: In file formats, hexadecimal conversion is used to represent binary data in a
human-readable format. Hexadecimal values are often used to represent binary data in file
formats such as JPEG, MP3, and PDF.

Hexadecimal conversion is an essential concept in computer science and digital electronics, with many
real-world use cases. It is used to represent colors in web development, IP addresses in networking,
memory addresses in computer systems, characters in programming, and data in digital electronics.
By understanding the applications of hexadecimal conversion, digital professionals can effectively
represent and manipulate data in various fields.
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Hard Disk Sectors

Basics of Hard Disk Sectors

A hard disk is a storage device used to store and retrieve digital information. It is made up of several
magnetic disks called platters that rotate at high speeds. These platters are divided into concentric
circles called tracks (A), and each track is divided into smaller segments called sectors (C). The sectors
are the smallest units of storage on a hard disk and are typically 512 bytes in size (B: geometric sector).

Each sector on a hard disk is identified by a unique address that specifies the track number, head
number, and sector number. The head is a component of the hard disk that reads and writes data to
the platters, and there can be multiple heads per platter.

When data is written to a hard disk, it is written in one or more sectors, depending on the size of the
data. When data is read from a hard disk, the head moves to the specific sector where the data is
located and reads the data from the platter.

The sector size on a hard disk is an important consideration when formatting the disk and allocating
storage space. The file system used on the hard disk will typically divide the available space into clusters
(D) or blocks, which are groups of sectors that are allocated to files. The size of the cluster or block is
determined by the sector size, and larger clusters or blocks can improve performance by reducing the
amount of time the head spends seeking data on the platters.

7

l

In addition to storing data, hard disk sectors also contain important information about the disk's
structure and organization. This information includes the partition table, which identifies the different
partitions on the disk, and the file allocation table (FAT), which maps the clusters or blocks to the files
they belong to.

Hard disk sectors can become damaged or corrupted over time, which can result in data loss or system
errors. To address this issue, modern hard disks include a process called bad sector mapping, which
identifies and marks sectors that are no longer usable. When a sector is marked as bad, the data it
contains is moved to a spare sector, and the bad sector is excluded from further use.
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Basics of Hard Disk Sectors and Clusters

A hard disk is a type of magnetic storage device that is commonly used to store digital information on
a computer. A hard disk consists of one or more magnetic disks called platters that rotate at high
speeds. Each platter is divided into a series of concentric circles called tracks, and each track is divided
into smaller segments called sectors.

Inside of the Hard Disk.

For example, to calculate the number of sectors in a 1TB hard drive, we first need to convert the
capacity to bytes and then divide it by the sector size. We'll use that as our default sector size in this
calculation.

1 Terabyte (TB) is equal to 1,000,000,000,000 bytes (using the base-10 definition).
Now, we'll divide the total bytes by the sector size (512 bytes) to find the number of sectors:

Number of sectors = Total bytes / Sector size
Number of sectors = 1,000,000,000,000 bytes / 512 bytes/sector = 1,953,125,000 sectors

A 1TB drive would have approximately 1,953,125,000 sectors, assuming a sector size of 512 bytes.

When data is written to a hard disk, it is typically written to one or more sectors, depending on the
size of the data. When data is read from the hard disk, the head of the disk drive moves to the specific
sector where the data is located and reads the data from the platter.

The sector size on a hard disk is an important consideration when formatting the disk and allocating
storage space. The file system used on the hard disk typically divides the available space into clusters
or blocks, which are groups of sectors that are allocated to files. The size of the cluster or block is
determined by the sector size, and larger clusters or blocks can improve performance by reducing the
amount of time the head spends seeking data on the platters.

Clusters provide several benefits for file storage. First, they allow the file system to manage the

allocation of storage space more efficiently. Instead of allocating individual sectors to each file, the file
system can allocate clusters, which reduces the amount of overhead required to manage file storage.
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Secondly, clusters help to reduce fragmentation, which occurs when a file is stored in non-contiguous
sectors on the hard disk. Fragmentation can slow down disk access and reduce overall system
performance. By using clusters, the file system can allocate contiguous space for files, reducing the
likelihood of fragmentation.

However, there are also some disadvantages to using clusters. One disadvantage is that they can lead
to wasted space, as a file that is smaller than a cluster size will still occupy an entire cluster. This is
called cluster slack, and it can lead to reduced disk space efficiency.

Another disadvantage is that clusters can also lead to data loss or corruption. If a sector within a cluster
becomes damaged or corrupted, the entire cluster may need to be marked as bad and excluded from
further use, leading to the loss of all data within the cluster.

In modern hard disks, a process called bad sector mapping is used to identify and mark sectors that
are no longer usable. When a sector is marked as bad, the data it contains is moved to a spare sector,
and the bad sector is excluded from further use.

Types of Hard Disk Sectors: MBR vs GPT

There are two main types of hard disk sector layouts: Master Boot Record (MBR) and GUID Partition
Table (GPT). Both MBR and GPT are used to partition a hard disk into logical divisions, but they differ
in their structure and limitations.

MBR is an older partitioning scheme that was widely used in BIOS-based systems. MBR can support up
to four primary partitions or three primary partitions and one extended partition. The extended
partition can be divided into multiple logical drives. MBR uses 32-bit sector addresses and can support
disks up to 2 terabytes in size.

GPT, on the other hand, is a newer partitioning scheme that was introduced with UEFI-based systems.
GPT can support up to 128 partitions and can use partition sizes up to 9.4 zettabytes. GPT uses a 64-
bit sector address and has a backup partition table, which makes it more resilient to disk errors.

GPT also supports partition types that are not available in MBR, such as an EFI system partition, which
is used to store boot files for UEFI-based systems. GPT is required for systems that use UEFI firmware,
and it is becoming more common as newer systems are released.

One of the main limitations of MBR is its 2 terabyte disk size limit. This means that MBR cannot be
used to partition larger disks, and if a disk larger than 2 terabytes is used, multiple partitions or disks
must be used. GPT, on the other hand, can support disks larger than 2 terabytes, which makes it more
suitable for modern storage needs.
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Understanding Clusters, Disk Partitions, and File Systems

Disk Partitions: Organizing Your Hard Drive

A disk partition is a logical division of a hard drive's storage space. Partitions are used to organize data,
separate operating systems, and manage file storage more efficiently. There are two primary partition
types:

Primary Partitions

These partitions can hold bootable operating systems and are limited to four per hard drive.
One of these primary partitions can be marked as "active," which informs the system where
to look for the operating system to boot.

Extended Partitions

If more than four partitions are needed, an extended partition can be created. Extended
partitions act as containers for logical partitions, allowing users to create multiple partitions
beyond the primary partition limit.

File Systems: Managing Files and Directories

A file system is a method of organizing, storing, and managing files and directories on a storage device,
such as a hard disk, solid-state drive (SSD), or USB flash drive. Different file systems have varying levels
of efficiency, speed, and reliability.

FAT32

File Allocation Table 32 (FAT32) is an older file system used primarily for compatibility with older
systems and devices. It is less efficient and has limitations, such as a maximum file size of 4 GB and a
maximum partition size of 8 TB.

NTFS

New Technology File System (NTFS) is a more advanced file system used primarily on Windows-based
computers. It supports larger file and partition sizes, better security features, and improved
performance over FAT32.

HFS+
Hierarchical File System Plus (HFS+) is the default file system for macOS computers. It offers improved
performance and file management compared to its predecessor, HFS. However, HFS+ is not natively
compatible with Windows or Linux systems.

ext4
Extended File System 4 (ext4) is a popular file system for Linux-based systems. It boasts high
performance, large storage capacity, and journaling features that enhance data reliability.

Understanding the Relationship Between Clusters, Disk Partitions, and File Systems

Clusters, disk partitions, and file systems work together to manage data storage on a device. Clusters
serve as the smallest units of storage, optimizing space and retrieval efficiency. Disk partitions logically
divide the storage space to organize data and separate operating systems. Lastly, file systems manage
how files and directories are stored, accessed, and manipulated within a partition.
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Understanding the Differences Between HDDs and SSDs

As we increasingly rely on digital devices for work and play, understanding the technology behind them
becomes more essential. One crucial aspect of this technology is data storage, where Hard Disk Drives
(HDDs) and Solid State Drives (SSDs) play a significant role.

Core Technology
HDDs and SSDs store data differently, with HDDs using magnetic storage and SSDs utilizing flash
memory.

Hard Disk Drives (HDD)

An HDD is like a tiny record player, with spinning disks (called platters) and a needle-like device (called
a read/write head) that reads and writes data. The platters are coated with a magnetic material, and
the read/write head can change the magnetic patterns on the platters to store data.

Solid State Drives (SSD)

An SSD, in contrast, has no moving parts. Instead, it uses small memory chips to store data. These chips
can hold electrical charges, and the presence or absence of these charges represents the binary data
(0s and 1s) used to store information.

Performance
HDDs and SSDs differ in terms of speed, efficiency, and energy consumption.

Speed

SSDs are generally faster than HDDs because they don't have any moving parts. HDDs rely on the
spinning of the platters to read and write data, which takes time. SSDs can access data almost instantly,
making them better for tasks that require quick data retrieval, like starting up a computer or opening
applications.

Efficiency

SSDs are also more efficient than HDDs because they don't suffer from data fragmentation. In an HDD,
data can become scattered across the platters, making it slower to access. SSDs don't have this
problem, which means they maintain consistent performance over time.
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Energy Consumption
SSDs consume less power than HDDs because they don't require energy to spin the platters. This
means that devices using SSDs, such as laptops, will have longer battery life and lower energy costs.

Reliability and Durability
Both HDDs and SSDs have unique factors affecting their reliability and durability.

Hard Disk Drives (HDD)

The moving parts in an HDD make it more prone to damage from physical shocks, like dropping the
device or exposing it to vibrations. Additionally, the read/write head can sometimes crash into the
platters, leading to data loss or drive failure.

Solid State Drives (SSD)

SSDs are less vulnerable to physical damage because they have no moving parts. However, the memory
chips in an SSD can wear out over time as data is repeatedly written and erased. Manufacturers have
developed techniques to minimize this wear and prolong the life of SSDs, making them increasingly
reliable.

Cost and Capacity
When choosing between an HDD and an SSD, it's essential to consider cost and storage capacity.

Hard Disk Drives (HDD)
HDDs generally offer a lower cost per gigabyte, making them an affordable choice for large storage
capacities. They are widely available in various sizes, suitable for different storage needs.

Solid State Drives (SSD)

HDDs. However, their increased speed and reliability can make them worth the investment, especially
for devices where performance is a priority. SSDs are available in various capacities, though larger sizes
may come at a premium cost.
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HDDs and SSDs in Digital Forensics

HDDs and SSDs store data using different technologies. HDDs use magnetic storage, with data saved
on spinning disks (platters) and read or written by a needle-like device called a read/write head. SSDs,
on the other hand, use flash memory chips, which store data as electrical charges.

These fundamental differences affect how data is stored, accessed, and deleted on each type of device,
which in turn impacts digital forensics investigations.

Data Recovery and Analysis
Both HDDs and SSDs present unique challenges and opportunities for digital forensics professionals
when it comes to data recovery and analysis.

Hard Disk Drives (HDD)

HDDs offer several advantages in the realm of digital forensics. When data is deleted from an HDD, it
is not immediately overwritten. Instead, the space it occupied is marked as available for new data.
Until new data is written to that space, the deleted data may still be recoverable using specialized
forensic tools.

Additionally, HDDs can retain residual data, known as 'slack space,' which can be a valuable source of
evidence. Slack space is created when a file does not completely fill the allocated storage space on the
platter, and the remaining space may contain remnants of previously deleted data.

Solid State Drives (SSD)

SSDs, on the other hand, handle data deletion differently due to their use of flash memory. When data
is deleted from an SSD, a process called 'garbage collection' is initiated to prepare the memory cells
for new data. During this process, the deleted data is overwritten with a series of 1s and 0s, making it
difficult or impossible to recover.

Furthermore, SSDs utilize a feature called 'wear leveling' to evenly distribute data writes across the
memory cells, prolonging the life of the drive. While this feature is beneficial for the drive's lifespan, it
can complicate the forensic process as it makes data recovery and analysis more challenging.

The Impact on Forensic Procedures
The differences between HDDs and SSDs necessitate unique approaches to the forensic process.

Data Acquisition

Forensic examiners must choose the appropriate method for acquiring data from a device. For HDDs,
traditional imaging techniques, which create a bit-for-bit copy of the drive, are typically effective. SSDs,
however, may require more advanced acquisition methods, such as using specialized hardware or
software to access the drive's firmware and bypass its built-in security features.

Preservation of Evidence

Preserving digital evidence is critical in any forensic investigation. With HDDs, removing power from
the drive generally ensures that data remains unchanged. SSDs, however, may initiate background
processes, such as garbage collection or wear leveling, even when powered off. To minimize the risk of
data alteration, investigators may need to take additional precautions, such as placing the SSD in a
write blocker or using specialized forensic hardware.
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Windows Maintenance with Command-Line Tools

Maintaining a Windows operating system is crucial for ensuring optimal performance, security, and
stability. While there are many graphical utilities available for system maintenance, command-line
tools offer greater flexibility and control for power users and administrators.

Checking and Repairing File Systems with CHKDSK

The CHKDSK (Check Disk) utility scans the file system for errors and attempts to fix them. It is useful
for detecting and resolving issues with the hard drive, such as bad sectors, file system corruption, or
lost clusters. To run CHKDSK, open a command prompt and enter:

chkdsk C: /f

Replace "C:" with the drive letter you wish to check. The "/f" parameter instructs CHKDSK to fix any
detected errors.

BE¥ Administrator: Command Prompt — [m| X

Windows has scanned the file system and found no problems.
Mo further action is required.

in 7 file

in 13 ind

in bad sector

in use by the em.
8944 KB occupied by the log file.

available on disk.
bytes in each allocation unit.
total allocation units on disk.

P67098 allocation units available on disk.

C:\>chkdsk e: /fg

Managing File Systems with FSUTIL

FSUTIL is a command-line tool for managing file systems and their related components. You can use
FSUTIL to query free space, create hard links, manage reparse points, and more. To check the free
space on a drive, run:

fsutil volume diskfree C:

Replace "C:" with the drive letter you wish to check.

BN Select Administrator: Command Prompt — [m} b

C:\>fsutil volume diskfree C:
Total # of free bytes

Total # of by
Total # of avail free bytes
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Defragmenting Disks with DEFRAG
The DEFRAG utility helps optimize disk performance by rearranging fragmented data on the disk. To
defragment a disk, open a command prompt and enter:

defrag C:

Replace "C:" with the drive letter you wish to defragment.

BN Administrator: Command Prompt — [m} b4

Copyright (c) Microsoft Corp.

Invoking defragmentation on (C

Pre-Optimization Report:

Volume Information:

Volume size = 115.37 GB

15
Free space 7.98 GB
Total fragmented space 5%

Largest free space size = 3.64 GB
Note: File fragments larger than 64MB are not included in the fragmentation statistics.
The operation completed successfully.
Post Defragmentation Report:
Volume Information:
Volume size = 115.37 GB
Free space 27.98 GB

Total fragmented space
Largest free space size

Before Defragmentation: After Defragmentation:

Managing Disk Partitions with DISKPART
DISKPART is a command-line tool for managing disk partitions. With DISKPART, you can create, delete,
format, or resize partitions. To start DISKPART, open a command prompt and enter:

diskpart

To list all available disks and partitions, use the "list" command:

list disk
list partition
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Managing System Files with SFC
System File Checker (SFC) is a tool used to scan and repair Windows system files. To run SFC, open a
command prompt as administrator and enter:

sfc /scannow

E® Administrator: Command Prompt - sfc /scannow — ] %

»sfc /scannow

Beginning system scan. This process will take some time.

Beginning verification phase of system scan.
Verification 14% complete.g

Displaying Directory Structures with TREE
The TREE command displays the directory structure of a specified path in a graphical format. To display
the directory structure, open a command prompt and enter:

tree C:\PathToFolder

EN Administrator: Command Prompt — [m} %

Contacts
Desktop
Documen

Encrypting and Decrypting Files with CIPHER
CIPHER is a command-line tool for encrypting and decrypting files and folders using the Encrypting File
System (EFS). To encrypt a file or folder, open a command prompt and enter:

cipher /e "C:\Path_To_Folder"

Replace "C:\Path_To_Folder" with the file or folder path you wish to encrypt. To decrypt, use the "/d"
parameter instead of "/e".
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File Signatures

What Are File Signatures and Why They Matter

File signatures, also known as magic numbers or file headers, are unique identifiers that are located at
the beginning of a file. They indicate the type of file and its format, allowing software programs to read
and interpret the contents of the file correctly. File signatures are important because they provide a
reliable way to identify file types and ensure that software programs handle them correctly.

File Signature File Type

255044 46 PDF (Portable Document Format)
50 4B ZIP (Compressed Archive)

4D 5A EXE (Executable File)

FF D8 FF EO JPEG/JFIF Image

FF D8 FF E1 Digital Camera Image (TIFF)
89504E 47 PNG (Portable Network Graphics)
47 49 46 38 GIF (Graphics Interchange Format)
49 44 33 MP3 (MPEG Audio Layer 3)

5249 46 46 WAV (Waveform Audio File Format)
46 4C 56 FLV (Flash Video)

There are several websites that have a comprehensive list of file signatures, also known as file headers
or magic numbers. Here are some websites where you can find the full file signatures for a wide range
of file types:

e Gary Kessler's File Signatures - This website provides a comprehensive list of file signatures for
hundreds of file types, including images, audio files, documents, and more. It also includes
information about the file type, its creator, and other relevant details.
http://www.garykessler.net/library/file sigs.html

e FileIlnfo - Filelnfo is a database of file extensions and the types of files they represent. It
includes a list of file signatures for many popular file types, as well as information about how
to open and edit the files.
https://fileinfo.com/filetypes/common

e File-Extensions.org - This website provides a database of file extensions and their
corresponding file types. It includes a list of file signatures for many popular file types, as well
as information about the software programs that can open and edit them.
https://file-extensions.org

A file signature is a sequence of bytes that is unique to a specific type of file. It is located at a fixed
position within the file, typically at the beginning. When a software program reads a file, it checks the
file signature to determine its type and format. The program can then use this information to handle
the file correctly, such as displaying an image, playing an audio file, or executing a program.

File signatures are important because they provide a more reliable way to identify file types than
relying solely on file extensions or metadata. File extensions can be easily changed or manipulated,
making them an unreliable method for identifying file types. File signatures, on the other hand, are
more difficult to alter and provide a more accurate way to identify file types.

For example, a file with a .pdf file extension could actually be a malicious program in disguise. However,
if a software program checks the file signature and identifies it as a PDF file, it will know how to handle
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the file and can prevent any malicious activity. Similarly, a file with a .docx file extension could actually
be a video file. Checking the file signature can help identify the file as a video file and play it correctly.

File signatures are also important for data recovery and file repair. In cases where a file has been
corrupted or damaged, the file signature can help identify the type of file and the format it should be
in. This information can be used to recover the file or repair any errors in the file.

File signatures can be in many different forms, including hexadecimal codes, ASCII text, or binary code.
Different file types have different file signatures, and many file types have multiple file signatures. For
example, the JPEG image file format has several different file signatures, including FF D8 FF EO, FF D8
FF E1, and FF D8 FF ES8.

File signatures can also be used in forensic analysis, where investigators need to identify and analyze
the contents of a file. By examining the file signature, investigators can determine the type of file and
its format, which can provide important information about the file's origin and purpose. For example,
identifying a file signature as belonging to a specific type of encryption algorithm can help investigators
determine the nature of the encrypted data.

Common File Signature Formats

File signatures, also known as magic numbers or file headers, are unique identifiers located at the
beginning of a file that indicate the type of file and its format. Different file types have different file
signatures, and many file types have multiple file signatures. Here are some common file signature
formats:

JPEG Image File Format - FF D8 FF EO, FF D8 FF E1, FF D8 FF E8

The JPEG image file format is a commonly used image format that uses several file signatures. These
file signatures all start with the hexadecimal values FF D8 FF and are followed by different values
depending on the type of JPEG file.

Portable Document Format (PDF) - 25 50 44 46

The PDF file format is used for documents that can be viewed and printed on any device. The PDF file
signature is always the same and consists of the hexadecimal values 25 50 44 46, which translate to
the ASCII characters %PDF.

PNG Image File Format - 89 50 4E 47 0D 0OA 1A OA

The PNG image file format is a lossless image format that supports transparency. The file signature for
PNG files consists of the hexadecimal values 89 50 4E 47 OD OA 1A OA, which translate to the ASCII
characters %oPNG\r\n\x1A\n.

Microsoft Office Documents - DO CF 11 EO A1 B1 1A E1

Microsoft Office documents, such as Word, Excel, and PowerPoint files, use the same file signature.
The file signature consists of the hexadecimal values DO CF 11 EO A1 B1 1A E1, which are followed by
the file type-specific header.

ZIP Archive File Format - 50 4B 03 04

The ZIP archive file format is a widely used file format for compressing and archiving files. The file
signature for ZIP files consists of the hexadecimal values 50 4B 03 04.
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MPEG-4 Audio File Format - 00 00 00 20 66 74 79 70

The MPEG-4 audio file format is used for storing audio data. The file signature for MPEG-4 audio files
consists of the hexadecimal values 00 00 00 20 66 74 79 70, which translate to the ASCII characters
\0\0\O ftyp.

Identifying Unknown Files Using Signatures

Identifying unknown files can be a challenging task, especially when the file has an unknown file
extension or no file extension at all. In such cases, file signatures can be used to identify the type of
file and its format.

File signatures are unique identifiers located at the beginning of a file that indicate the type of file and
its format. Different file types have different file signatures, and many file types have multiple file
signatures. By examining the file signature, it is possible to determine the type of file and its format.

To identify an unknown file using its file signature, you can use a file signature database or a file
signature analysis tool. A file signature database contains a list of known file signatures and their
corresponding file types. A file signature analysis tool can analyze a file's signature and provide
information about the type and format of the file.

Here are some steps to identify an unknown file using its file signature:

e Open the unknown file in a text editor or hex editor. A hex editor is recommended because it
displays the file in hexadecimal format, making it easier to identify the file signature.

e Locate the first few bytes of the file, usually located at the beginning of the file. These bytes
are the file signature.

e Look up the file signature in a file signature database or use a file signature analysis tool to
identify the type and format of the file. The file signature database or tool will provide
information about the file type, including its name, extension, and format.

e Once you have identified the file type and format, you can use an appropriate software
program to open the file. For example, if the file is identified as a PDF file, you can use Adobe
Acrobat Reader to open the file.

It is important to note that file signatures can be altered or faked, so they should not be relied on

exclusively to identify a file. It is also important to exercise caution when opening unknown files, as
they may contain malicious code or viruses.
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Tools for File Signature Analysis

There are many tools available for file signature analysis, which can help identify the type and format
of an unknown file. These tools use a database of known file signatures to analyze the signature of an
unknown file and provide information about the file type and format. Here are some tools for file
signature analysis:

e TrID - TrID is a free tool for file type identification that uses a database of over 26,000 file
signatures. TrID analyzes the first few bytes of a file and compares them to its database to
identify the file type and format. TrID can be used on Windows, Linux, and Mac OS X.

o FileAlyzer - FileAlyzer is a free tool for file analysis that includes a file signature analysis feature.
FileAlyzer allows you to view the file signature of an unknown file and compare it to its
database of known file signatures. FileAlyzer can be used on Windows.

o File Signatures - File Signatures is a website that allows you to search for known file signatures
and identify the file type and format. You can enter the file signature in hexadecimal format
and search the database to determine the file type and format.

e Forensic Toolkit (FTK) - FTK is a commercial digital forensics tool that includes a file signature
analysis feature. FTK can identify file types based on their signatures, allowing investigators to
quickly determine the type and format of an unknown file.

File signature analysis tools can be a useful resource for identifying the type and format of an unknown
file. These tools use a database of known file signatures to analyze the signature of an unknown file
and provide information about the file type and format. By using file signature analysis tools, users can
quickly and easily identify unknown files and determine how to handle them safely.
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Hex Editor

Introduction to Hex Editors

A hex editor is a specialized type of software tool used to view and edit binary files. Binary files are
files that contain data in a format that is not human-readable, consisting of Os and 1s. Hex editors
display binary data in a human-readable format, allowing users to view and edit the content of a file
at a low-level.

¥ HxD - [C\Users\Malware\Downloads\Programs\putty.exe] - [m| X
E_EI] File Edit Search View Analysis Tools Window Help -8 X
2SR BN R || Windows (ANSI) | hex =
5] putty.exe Special editors b4
Offset (h) OC 0D OE 0OF Decoded text ~ | Data inspector
00000000 N 75
00000010 00 00 00 OO0 00 OO0 00 0O 40 OO0 Q0 00 00 00 00 00 ....e... Boovnns 44 b b
00000020 00 00 00 00 00 OO0 00 00 00 00 Q0 00 00 00 00 00  v.ceecerneacenns Binary (8 bit) 01001101 A
Q0000030 00 OO0 00 OO QOO0 OO QO 0O QO 00 Q0 00 78 00 00 00 ............ ...
: = Intd goto: 77

00000040 e, I, .LTI'Th Ulnts oto: 77
00000050 is program canno gote 7 S
00000060 t be run in DOS Int16 goto: 23117
00000070 mode.$..PE..dt.. Uint16 gote: 23117
00000080 Int24 goto: 7387437
00000080 Ulnt24 goto; 7887437
000000AD

Int32 to: 7887437
Q0000080 n gete —maTaT
40000000 Ulnt32 goto: 7387437
000000D0 Int6d goto: 4302854733
000000ED Ulnt64 goto: 4302854733
000000F0 LEB128 gote: -531
000001040

ULEB128 goto: 77 v
00000110
00000120 Byte order
00000130 (@) Little endian (O Big endian
00000140
00000150 © [] Hexadecimal basis (for integral numbers)

Offset(h): 0 Chverwrite

Hex editors are commonly used by software developers, computer forensic analysts, and other
technical professionals who work with binary files. They allow users to view and modify the contents
of afile at a byte level, giving them complete control over the binary data in the file.

A hex editor displays the content of a file in hexadecimal format, with each byte of data represented
by two hexadecimal digits. For example, the value 255 in decimal notation would be represented as FF
in hexadecimal notation. In addition to hexadecimal notation, many hex editors also display the binary
and ASCII representation of the data.

Hex editors allow users to view and modify the contents of a file at a low-level. This can be useful in a
variety of situations, such as:

e Debugging software code

e Examining file structures

e Analyzing malware or other malicious files
e Recovering lost or damaged data

e Modifying game saves or other binary files

Hex editors are typically more advanced and powerful than standard text editors or word processors,
and are designed specifically for working with binary files. Some popular hex editors include HxD, Hex
Workshop, and Ultrakdit.
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Popular Hex Editors and Their Features
There are several popular hex editors available, each with their own set of features and capabilities.
Here are some of the most popular hex editors and their key features:

HxD - HxD is a free hex editor that is compatible with Windows operating systems. It supports file sizes
up to 8 exabytes and includes features such as the ability to compare and merge files, checksum and
hash generation, and file shredding. It also supports multiple character encodings, including ASCII,
Unicode, and EBCDIC.

Hex Workshop - Hex Workshop is a commercial hex editor that is compatible with Windows operating
systems. It includes features such as the ability to search and replace data, compare and merge files,
and data interpretation templates for common file types such as images and audio files. It also includes
support for binary file formats such as Intel HEX and Motorola S-Records.

) HexWorkshop - [C:\Users\ Malware\D Programs\NordVPNSetup.exe] - o x
File Edit Disk Options Tools Plug-ins Window Help _lax
Z3HadH GY= A@Ese o 000 PpE | %Y=
2 | Wyt ol (@ E | LegayasTl v
0/1 |2 3 4|5 6 7 8|9 A B € D| E F |10 0123456789ABCDEFO
g 20 75 6E 64 €5 72 20 57 65 6E 33 32 0D OA 24 un under Win32..§ A
= 00 00 00 00 00 00 00 00 00 00 00 0O 00 0O
2 00 00 00 00 00 00 00 00 00 00 00 0O 00 0O
5 0 00 00 00 00 00 00 00 00 00 0O 00 0O 00 0O
- 0 00 00 00 00 00 00 00 00 00 00 00 0O 00 0O
00 00 00 00 00 00 00 00 00 00 00 0O 00 0O
00 00 00 00 00 00 00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 00 00 00 00 0O 00 0O
00 00 00 00 00 00 00 00 00 00 00 00 00 00  +ovwuenenonenn.n
45 00 00 4C 01 OA 00 F 47 58 62 00 00 00 00 .PE..L...0GXb
0 00 EO 00 8F 81 OB 01 02 19 00 52 OB 00 00 ..uuueuenannn R...
0 A 00 00 00 00 EC SE OB 00 00 10 00 00 00 70 ........ [P, p  v||~E
[3 NerdVPHNSe... i
= - x =
T stuetres| | |@ |%] compare Results All BES
» i
Member 8] Value (dec) & Value(he & Size [§) Type Source [§)  Count )  Count [§)  Target B Count
5
=
® < >
El - 3, =)
B 3 Bt compare | &, Checksum | ) Find | 487 Bookmarks | (&) output
Ready Cursor: 000D0OGB__ Caret: 000000AS 1744384 bytes  OVR MOD READ

UltraEdit - UltraEdit is a commercial text editor that includes a hex editing mode. It is compatible with
Windows, Linux, and Mac operating systems and includes features such as the ability to search and
replace data, compare and merge files, and support for large file sizes. It also includes support for
Unicode and other character encodings.

- = M [c 9 putty.exe] - UltraEdit 64-bit — [m] X

i Replace
(N

Find
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010 Editor - 010 Editor is a commercial hex editor that is compatible with Windows, Mac, and Linux
operating systems. It includes features such as the ability to edit files in multiple formats, including
binary, text, and Unicode. It also includes support for scripting and automation, allowing users to
create custom tools and scripts.

& 010 Editor - C:\Users\Malware'\Downloads\Programs'putty.exe - [m| X

File Edit 5earch v« Form Scripts  Templates Debug Tools Wi v Help

E b BEfged YBERELDE B> S8

Startup putty.exe X

DE 00 00 p. c g B Explorer

0 00 00 00 00 OO0 40 O

Inspector
Type Value
01001101

0040 01 00

Opened ‘rograms\pu

Hex Fiend - Hex Fiend is a free hex editor for Mac operating systems. It includes features such as the
ability to edit files in place, unlimited undo and redo, and support for large file sizes. It also includes
support for binary file formats such as Intel HEX and Motorola S-Records.

Editing and Analyzing Files Using a Hex Editor

A hex editor is a powerful tool for editing and analyzing binary files. Unlike text editors, which are
designed to work with text-based files, hex editors are designed to work with binary files that contain
machine-readable data. Hex editors allow users to view and modify the contents of a file at a low-level,
giving them complete control over the binary data in the file.

Here are some common tasks that can be performed using a hex editor:

e Editing Binary Data - Hex editors allow users to modify the contents of a file at a byte level.
This can be useful for modifying game saves, patching binaries, or changing specific data within
a file.

e Analyzing File Structures - Hex editors can be used to analyze the structure of a file. By
examining the binary data in a file, users can identify patterns and structures that may not be
immediately visible in a text-based file.

e Recovering Lost or Damaged Data - Hex editors can be used to recover lost or damaged data
from binary files. By examining the binary data in a file, users can often identify and recover
data that may have been corrupted or deleted.

e Debugging Code - Hex editors can be used to debug software code. By examining the binary

data in a compiled executable, users can identify and modify specific instructions or data
values that may be causing issues.
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e Analyzing Malware or Other Malicious Files - Hex editors can be used to analyze malware or
other malicious files. By examining the binary data in a file, users can identify and understand
the behavior of the malware and potentially develop countermeasures.

When using a hex editor, it is important to exercise caution and make backups of any files before
making modifications. Incorrect modifications to binary data can cause the file to become corrupt or
stop working altogether.

Hex Editor Best Practices and Precautions

Hex editors are powerful tools that allow users to edit binary data at a low-level. While hex editors can
be useful for a variety of tasks, they also pose some risks if not used properly. Here are some best
practices and precautions to follow when using a hex editor:

= Always Make a Backup - Before making any modifications to a file using a hex editor, it is
important to make a backup of the original file. This will allow you to revert to the original file
if something goes wrong.

= Use Read-Only Mode - Some hex editors include a read-only mode that prevents accidental
modifications to the file. It is recommended to use read-only mode when analyzing a file to
avoid making unintended changes.

= Use Undo and Redo - Most hex editors include undo and redo features that allow you to revert
to a previous state. This can be helpful if you make a mistake or want to revert back to a
previous version of the file.

= Understand the File Format - Before modifying a file using a hex editor, it is important to
understand the file format. Modifying data that is critical to the file structure can cause the
file to become corrupt or stop working altogether.

= Don't Modify Executable Files - Modifying executable files can cause the program to stop
working or cause unintended behavior. It is recommended to only modify data files and not
executable files.

=  Avoid Using Hex Editors for Text Files - Hex editors are not designed to work with text files and
may cause unintended changes to the file if used improperly. It is recommended to use a text
editor for working with text files.

= Be Careful with Binary Data - Binary data can be complex and difficult to understand. It is
important to double-check any modifications made to binary data to ensure they are correct.

Hex editors can be powerful tools for editing and analyzing binary data. However, it is important to
follow best practices and precautions to avoid making unintended changes to files. By making backups,
using read-only mode, understanding the file format, using undo and redo, avoiding modifying
executable files, being careful with binary data, and avoiding using hex editors for text files, users can
safely and effectively use hex editors for a variety of tasks.
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Carving Manually with HxD

HxD is a free hex editor that allows you to view and edit raw binary data, which represents the
underlying structure of a file. File signatures, also known as "magic numbers," are unique sequences
of bytes that help identify the file format. The offset header and trailer are the starting and ending
points of the signature within the file.

Here is a step-by-step guide on using HxD to examine a file's signature, offset header, and trailer:

1. Download and install HxD:
Visit the official HxD website and download the hex editor. Install it on your computer following
the provided instructions.
https://mh-nexus.de/en/hxd

2. Open afile in HxD:
Launch HxD, and then click on "File" in the menu bar. Select "Open" and browse to the file you
want to examine. Click "Open" to load the file into HxD.

o HD - [m| X

7158 Edit Search View Analysis Tools Window Help

| New Ctrl+N 16 | Windows (AMSI)
@ Open... Ctrl+0 el x
Close Ctrl+F4
|”] G CileS Data inspector
Saveas.. 44 b
-I.'.' Save all : \mvalid =
Close all Int8 goto: Invalid
Save selection... Ulntd goto: Invalid
Imporl— Int16 goto: Invalid
Export Ulnt16 goto Invalid
Int24 goto: Invalid
Print... Ctrl+P Ulnt24 goto: Invalid
Recent files 3 Int32 goto: Invalid
Recent disk images » Ulnt32 go to: | Invalid he
Exit Byte order
(®) Little endian OBig endian

[ Hexadecimal basis (for integral numbers)

3. Locate the file signature (magic number):
When the file is loaded, you'll see a hexadecimal representation on the right side and a text
representation on the left side of the editor. File signatures are typically found at the beginning
of the file (offset 0), but they can also be found at other offsets.

190 HxD - [C:\Users\Malware'\Desktop'Logo_l.png] - [m| X
@ File Edit Search View Analysis Tools Window Help -8 X
BEEAASIE B RERIR=NE [v]| windows (ansi) V]| hex
@ Lego_l.png Special editors x
Offset (h) 00 Ol 02 03 04 05 06 07 03 09 OA OB OC 0D OE OF Decoded text * | Data inspector
00000000 B89 S0 4E 47 OD OR 1A OR 00 00 OO OD 49 43 44 52 EPNG........ IHDR 44 b »l
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00000020 53 00 00 00 0L 73 52 47 42 00 AE CE 1C ES 00 00 S....sRGB.®L.é.. y ) 10001001 Py
00000030 00 04 67 41 4D 41 00 00 Bl SF OB FC €L 05 00 00 ..gAMA..%..Ha... Int8 oto: 119
00000040 00 09 70 48 59 73 00 00 17 11 00 00 17 11 0L CA ..PHYS......... £ Ulnta Eoto. 137
00000050 26 F3 3F 00 00 FF A5 49 44 41 54 72 SE EC 9D 07 &62..¥¥IDATx i.. gele
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For example, a JPEG file starts with the signature FF D8 FF, a PNG file starts with 89 50 4E 47
0D OA 1A 0A, and a PDF file starts with %PDF.

4. Understand the offset header and trailer:

= Offset header: This is the starting point of the file signature. It is typically located at the
beginning of the file (offset 0) but can be found at other positions as well.
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= Trailer: This is the ending point of the file signature. In some file formats, the trailer is used to
mark the end of the file data.

el HxD - [C:\Users\Malware\Desktop\Logo_l.png] — O o
E_g'l File Edit Search View Analysis Tools Window Help -8 %
2GR I RE =R || Windows (ANsI) <|| hex >
E_E:’] Lego_lLpng Special editors X
Cffset(h) OO0 01 OZ 03 04 05 06 07 02 0% OA OB OC OD CE OF Decoded text ™| Data inspector
0001FODO 00 00 00 00 00 00 00 00 00 00 00 00 00 90 00 00  wuueeseesesssnns 44 p bl
0O0O1FOEO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  +.ueeeueenennnn.
0001FOFO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  wurenverneennnn. L 00000000 ~
Q001F100 OO0 OO0 00 OO0 00 OO0 Q0 OO0 00 OO0 00 00 00 00 00 00 ..ieeeernnmnnnnns Int8 gote: 0
QO001F110 OO0 OO0 00 OO0 00 OO0 Q00 OO0 00 OO0 00 00 00 00 00 00 sieeeerenmnannns Ulnts oto: 0
0001F120 00 00 00 00 00 00 00 00 00 00 00 00 00 90 00 00 +eevererenssens, e v
QO001F130 OO0 OO0 00 OO0 00 OO0 Q0 OO0 00 OO0 00 00 00 00 00 00 sieeeernnmnannns Bvte order
Q0001F140 OO0 OO0 00 00 00 OO0 Q00 OO0 00 OO0 00 00 00 00 00 00 sieeeevnnmnnnnns yt . i i
O001F150 00 00 00 00 00 A0 79 63 Dl E2 FF 03 83 FD EZ T3 +vuw vaflay. fi&s @ Little endian O Big endian
0001F160 BS DA 43 20 00 00 00 Of 49 45 4E 44 AF 42 &0 22 |pdC ....IEND®B" . . .
l ’ - [[] Hexadecimal basis (for integral nurr
Offset(h): C2 Crverwrite

5. Editing the file signature (optional):
If you want to modify the file signature, click on the byte(s) you want to edit in the hexadecimal
representation, and type the new value. Be cautious when editing file signatures, as it may
corrupt the file and make it unreadable.

6. Save the changes (optional):

If you've made any changes to the file, click "File" in the menu bar, and select "Save" or "Save
As" to save the modified file.

Remember that editing a file's binary data can lead to corruption and loss of information, so it's
essential to make backups of the original file before making any changes.
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Inspect Local Drives and HDD files with HxD

To access hard drives or raw disks, you need to run HxD with administrative privileges. To do this, right-
click on the HxD application icon and select "Run as administrator".

1. Once HxD isrunning with administrative privileges, click on "Tools" in the menu bar and then select

"Open disk...".
1 HxD - O X
File Edit Search View Analysis Window Help
A&~k | @~ - Open main memory...  Shift+Ctrl+M
-4 Open disk... Shift+Ctrl+D Special editors N

|2 Open diskimage... Shift+Ctrl+]

Data inspector

4 4 » i

File tools

Options...

h Invalid
goto: Invalid
Ulntd goto: Invalid

Byte order
(® Little endian () Big endian

[ Hexadecimal basis (for integral nur

2. In the "Open disk" window, you'll see a list of available drives under the "Physical disks" and
"Logical disks" sections. Physical disks represent entire hard drives, whereas logical disks represent
partitions on those drives.

Open disk *
Inserted disks:
Mame ~ Type Size Hardware
w Logical disks
= Untitled (C:) Hard disk 115.00 GiB Hard disk 1
‘\é Windows 10 (D) Optical disc 3.60 GiB Optical disc 1
“ MNew Volume (E:) Hard disk 4,09 GiB Hard disk 1
w Physical disks
e Hard disk 1 Hard disk 120,00 GiB VMware Virtual NVMe Disk
e& Optical disc 1 Optical disc 3.60 GIE NECVMWarVMware SATA ..

[#] Open as Readonly

oKk || cancel |

To open a specific hard drive, select it under the "Physical disks" section. Be cautious when working
with physical disks, as any modifications may lead to data loss or corruption.

If you're looking to open a specific partition, select it under the "Logical disks" section. This is
generally safer than working with physical disks but can still result in data loss if modifications are

not done carefully.

3. Once you've selected the desired disk and adjusted any necessary settings, click "OK" to open the
disk in HxD.
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Hash Functions

Introduction to Hash Functions and Cryptography

Hash functions are mathematical algorithms that take input data of any size and output a fixed-size
string of characters that represent a unique digital fingerprint of the input data. Cryptography is the
practice of secure communication in the presence of adversaries, and hash functions are a key
component of modern cryptographic systems.

Hash functions are designed to be one-way functions, meaning that it is computationally infeasible to
derive the original input data from the hash value. This property makes hash functions useful in
cryptography for tasks such as digital signatures, message authentication codes (MACs), and password
storage.

Cryptography involves the use of encryption and decryption techniques to secure communication and
protect data from unauthorized access or tampering. Hash functions play a key role in cryptography
by providing a secure method for verifying the authenticity and integrity of data.

Hash functions are used in a variety of applications, including:

e Password Storage - Hash functions are commonly used to store passwords securely. When a
user creates a password, the password is hashed and stored in a database. When the user logs
in, their password is hashed and compared to the stored hash to verify their identity.

e Digital Signatures - Hash functions are used to create digital signatures, which are used to
verify the authenticity and integrity of digital documents. The hash of a document is encrypted
with the sender's private key, creating a digital signature that can be verified using the sender's
public key.

e Message Authentication Codes (MACs) - Hash functions are used to create message
authentication codes, which are used to verify the authenticity and integrity of data
transmitted over a network. A MAC is created by encrypting a message with a shared secret
key and a hash function.

e Blockchain - Hash functions are used in blockchain technology to create a secure, decentralized
ledger of transactions. Each block in the blockchain contains a hash of the previous block,
creating a chain of linked blocks that is difficult to modify.

Common Hash Algorithms: MD5, SHA-1, SHA-256, and More
There are many different hash algorithms available, each with their own strengths and weaknesses.
Here are some of the most common hash algorithms:

= MDS5 - MD5 is a widely-used hash algorithm that produces a 128-bit hash value. It is known for
its speed and efficiency, but is no longer considered secure for cryptographic purposes due to

its susceptibility to collision attacks.

Example: the string ‘Forensics’ in MD5 is: 05fb917b1661c17a77aa3df24da2b1d9
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= SHA-1 - SHA-1 is a widely-used hash algorithm that produces a 160-bit hash value. It is
considered more secure than MD5, but is also vulnerable to collision attacks. Due to its
weaknesses, SHA-1 is no longer recommended for cryptographic purposes.

Example: the string ‘Forensics’ in SHA-1 is: 47d61db428de00e4d42105626419bc5c60a9eb6f
=  SHA-256 - SHA-256 is a widely-used hash algorithm that produces a 256-bit hash value. It is
considered more secure than MD5 and SHA-1, and is widely used in modern cryptographic

systems. SHA-256 is also used in blockchain technology.

Example: the string ‘Forensics’ in SHA-256 is:
64e34ce2ec320026f638a38f9b75e0a6e14a991b93e53004d66fcfeladb48616

= bcrypt - berypt is a password hashing algorithm that is designed to be slow and
computationally intensive, making it more difficult for attackers to crack password hashes. It

is commonly used in web applications to store user passwords securely.

Example: the string ‘Forensics’ in Berypt is:
$2a$12SIPRCWDRgcDhEWKAIRKMSNOFLgsyandELT5ZJF3kCKw9UayLQ2XE.G
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Practical Applications of Hash Functions in Cybersecurity
Hash functions are a crucial tool in cybersecurity, providing a secure means to verify the authenticity
and integrity of data. Here are some practical applications of hash functions in cybersecurity:

e Password Storage - Hash functions are commonly used to store passwords securely. When a user
creates a password, the password is hashed and stored in a database. When the user logs in, their
password is hashed and compared to the stored hash to verify their identity. This ensures that
even if the password database is compromised, the passwords are not easily readable by attackers.

sqlite (1).db » ™7 users J
. |Records:‘l |S%a’:|‘ 1 records. .
id B ¢ real_name B ¢ token B ¢ group B e
|Sea’:" column |Sea’:" column |Sea’:" column |Sea’:" column
1 1  admin WkikGGerzUZU4e9Xfz23FDAS admin

e File Integrity Checking - Hash functions can be used to check the integrity of files to ensure that
they have not been modified. By calculating the hash of a file and comparing it to a known good
hash value, organizations can verify that the file has not been tampered with or corrupted.

kali@kali: ~

File Actions Edit View Help

~

cat top_secret.txt
No one should see this!

~

md5sum top_secret.txt
34efc331f2685f84896215822090¢c192 top_secret.txt

After changing one character (one -> One):

kali@kali: ~

File Actions Edit View Help

cat top_secret.txt
No One should see this!

~

md5sum top_secret.txt
f950f1c1c633271b5d8b1f74d19f6838 top_secret.txt

e Digital Signatures - Hash functions are used to create digital signatures, which are used to verify
the authenticity and integrity of digital documents. Digital signatures can be used to ensure that
documents have not been tampered with during transmission and are only accessible by
authorized parties.

e Message Authentication Codes (MACs) - Hash functions are used to create message authentication
codes, which are used to verify the authenticity and integrity of data transmitted over a network.
MACs can be used to ensure that data has not been tampered with during transmission and is only
accessible by authorized parties.
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e Malware Detection - Hash functions can be used to detect malware by calculating the hash value
of a file and comparing it to a known good hash value. If the hash value of a file matches that of a
known malware file, the file can be flagged for further analysis.

> ] VIRUSTOTAL

Analyse suspicious files, domains, IPs and URLs to detect malware and other
breaches, automatically share them with the security community

FILE URL SEARCH 49

G@

Search for a hash, domain, IP address, URL or gain additional context
and threat landscape visibility with VT ENTERPRISE.

eDedd1c723a24fdc675f30cebfecdbfa

By submitting data above, you are agreeing to our Terms of Service and Privacy Policy, and to the sharing of
your Sample submission with the security community. Please do not submit any personal information;
VirusTotal is not responsible for the contents of your submission. Learn more.

e Blockchain - Hash functions are used in blockchain technology to create a secure, decentralized
ledger of transactions. Each block in the blockchain contains a hash of the previous block, creating
a chain of linked blocks that is difficult to modify. This ensures the authenticity and integrity of the
transaction history recorded on the blockchain.

Hash functions play a crucial role in cybersecurity, providing a secure means to verify the authenticity
and integrity of data. They are used in a variety of practical applications, including password storage,
file integrity checking, digital signatures, message authentication codes, malware detection, and
blockchain technology. By using secure hash functions, organizations can ensure the security and
integrity of their data, protecting it from unauthorized access or modification.
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Carving Data from Files

Understanding Data Carving Concepts

Data carving is a technique used to recover files or data from storage devices that have been damaged,
corrupted, or deleted. It involves searching the storage device for patterns of data that match the file
signatures of specific file types, such as JPEG images, MP3 audio files, or PDF documents.

Here are some key concepts related to data carving:

File Signatures - File signatures, also known as magic numbers, are unique patterns of data that identify
the file type and format.

Unallocated Space - Unallocated space refers to the space on a storage device that is not currently
being used to store data. This space can contain remnants of previously deleted files, as well as
fragments of partially overwritten files.

Carving Tools - Data carving tools are software applications that automate the process of searching for
file signatures in unallocated space. These tools can be used to recover files that have been deleted or
lost due to damage or corruption.

Fragmentation - Fragmentation occurs when a file is not stored in contiguous blocks of data on the
storage device. This can make it more difficult to recover the entire file using data carving techniques.

False Positives - False positives occur when the data carving tool identifies a pattern of data as a file
signature, but it is not actually part of a valid file. This can lead to the recovery of incomplete or
corrupted files, or files that are not relevant to the investigation.

Techniques for Carving Data from Files
Data carving is a technique used to recover files or data from storage devices that have been damaged,
corrupted, or deleted. Here are some common techniques used for data carving:

Header and Footer Carving - This technique involves searching for file signatures, or unique patterns
of data that identify the file type and format, at the beginning (header) and end (footer) of the file. By
locating the header and footer, the carving tool can identify the boundaries of the file and recover the
entire file.

Carving by Size - This technique involves searching for specific file sizes in the unallocated space. By
identifying the size of the file, the carving tool can determine the boundaries of the file and recover
the entire file.

Carving by File System Metadata - This technique involves searching for file system metadata, such as
file name, file size, and file date, in the unallocated space. By identifying the metadata associated with
the file, the carving tool can recover the entire file.

Fragment Carving - This technique involves searching for fragments of a file in the unallocated space.
By identifying the fragments of the file, the carving tool can reconstruct the file from the individual
fragments.

Intelligent Carving - This technique involves combining multiple carving techniques to increase the

likelihood of successfully recovering the file. This technique may involve using file signatures, file
system metadata, and other techniques to locate and recover the file.
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Automatic Carving

Introduction to Automatic Data Carving

Automatic data carving, also known as automated file carving, is a technique used in digital forensics
to recover lost or deleted files from storage devices. It involves the use of specialized software tools
that automatically search for and recover files based on file signatures or other file characteristics.

Automatic data carving relies on algorithms that analyze data patterns to identify and recover specific
file types, such as JPEG images, MP3 audio files, or PDF documents. These algorithms can be
programmed to search for specific file types, or they can be trained to recognize patterns of data
associated with specific file types.

Here are some key aspects of automatic data carving:

Algorithmic Analysis - Automatic data carving uses algorithms to analyze data patterns and identify
specific file types. These algorithms can be programmed or trained to recognize patterns of data
associated with specific file types.

Fast and Efficient - Automatic data carving is typically faster and more efficient than manual data
carving, as it does not require a human analyst to manually search for file signatures or other
characteristics.

Accuracy and Reliability - The accuracy and reliability of automatic data carving depend on the quality
of the algorithms used and the training data used to train the algorithms. High-quality algorithms and
training data can improve the accuracy and reliability of the automatic data carving process.

Limitations - Automatic data carving may have limitations, particularly when dealing with fragmented
files or file types that have complex data patterns. In these cases, manual data carving may be
necessary to recover the entire file.

Automatic Carving Algorithms and Techniques
Automatic data carving algorithms and techniques are used in digital forensics to recover lost or
deleted files from storage devices. Here are some commonly used algorithms and techniques:

e File Signature Analysis - File signature analysis is a common technique used in automatic data
carving to identify files based on their unique file signatures. The algorithm scans the storage
device for file signatures and extracts the files based on the identified signatures.

e Header and Footer Carving - Header and footer carving is another automatic data carving
technique that uses specific file header and footer patterns to identify and extract files. The
algorithm scans the storage device for these patterns and extracts the files based on the
identified patterns.

e Carving by Size - Carving by size is an automatic data carving technique that is used to recover
files based on their size. The algorithm scans the storage device for files that match the size
criteria specified by the user and extracts the files that match the size criteria.

e Carving by File System Metadata - Carving by file system metadata is an automatic data carving
technique that is used to recover files based on the metadata associated with the file system.
The algorithm scans the file system metadata, such as file names, dates, and attributes, to
identify and extract files.
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e Fragment Carving - Fragment carving is an automatic data carving technique that is used to
recover files that are fragmented across multiple storage device sectors. The algorithm scans
the storage device for fragments of the file and reconstructs the file based on the identified
fragments.

o Artificial Intelligence (Al) - Al-based data carving algorithms use machine learning techniques
to identify and recover specific file types. These algorithms are trained on large datasets of
known file types and can recognize patterns and characteristics associated with specific file

types.

Tools and Software for Automatic Carving
There are several tools and software applications available for automatic data carving in digital
forensics. Here are some commonly used tools and their features:

Foremost - Foremost is a command-line tool that uses header and footer carving to recover specific
file types. It can recover files from a variety of file systems, including FAT, NTFS, and ext2/3/4. Foremost
is open source and available for Linux and Windows.

Scalpel - Scalpel is a command-line tool that uses header and footer carving to recover specific file
types. It can recover files from a variety of file systems, including FAT, NTFS, and ext2/3/4. Scalpel is
open source and available for Linux and Windows.

PhotoRec - PhotoRec is a free, open source, cross-platform tool that can recover a wide range of file
types using file signature analysis. It supports recovery from a variety of file systems, including FAT,
NTFS, and ext2/3/4.

Autopsy - Autopsy is a digital forensics platform that includes an automatic data carving module. It
uses a combination of techniques, including file signature analysis, header and footer carving, and
carving by file system metadata, to recover lost or deleted files. Autopsy is open source and available
for Windows, Linux, and macOS.

FTK Imager - FTK Imager is a popular digital forensics tool that includes an automatic data carving
feature. It uses a combination of techniques, including file signature analysis and carving by file system
metadata, to recover lost or deleted files. FTK Imager is available for Windows.

EnCase - EnCase is a popular digital forensics tool that includes an automatic data carving module. It

uses a combination of techniques, including file signature analysis and carving by file system metadata,
to recover lost or deleted files. EnCase is available for Windows.

46



ThinkCyber | NX Windows Forensics

Automatic Carving with Binwalk

When dealing with embedded systems, firmware files, or any binary data, extracting valuable
information from these files can be a challenging task. One of the most popular tools for this purpose
is Binwalk, an open-source, easy-to-use software utility for analyzing and extracting embedded data
from binary files.

Installing Binwalk
Before diving into using Binwalk, you'll need to install it on your system. Binwalk is compatible with
Linux, and you can install it using the following command:

sudo apt-get install binwalk
For other systems, you can visit the official GitHub repository and follow the installation instructions

provided.
https://github.com/ReFirmLabs/binwalk

Basic Usage of Binwalk
To perform a quick analysis of a binary file, use the following command:

binwalk <file>

=] kali@kali: ~
File Actions Edit View Help

~

binwalk payload.exe

DECIMAL HEXADECIMAL DESCRIPTION

0 0x0 Microsoft executable, portable (PE)

50968 0xC718 Base64 standard index table

59769 0xE979 Copyright string: "Copyright 1996 Adam Twiss,
Zeus Technology Ltd, http://ww.zeustech.net/<br>"

60008 0xEAB8 Copyright string: "Copyright 1996 Adam Twiss,
Zeus Technology Ltd, http://ww.zeustech.net/"

Automatic Carving with Binwalk

Automatic carving is the process of automatically extracting and saving embedded data from a binary
file based on the detected file signatures. Binwalk makes this process straightforward with the -e flag.
Use the following command for automatic carving:

binwalk -e <file>

kali@kali: ~/Desktop

File Actions Edit View Help

41566025 0x27A3F49 IMGO (VxWorks) header, size: 808530478
41566119 0x27A3FA7 IMGO (VxWorks) header, size: 808530990
41567305 0x27A4449 End of Zip archive, footer length: 22

~/Desktop
binwalk -e pics]]
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Binwalk will create a directory named _file.extracted in the current working directory, where it will
save the extracted files.

kali@kali: ~/Desktop

File Actions Edit View Help
~/Desktop

1s
pics

Advanced Options
Custom output directory: To save the extracted files in a custom directory, use the -C or --directory flag
followed by the directory path.

binwalk -e -C <output_directory> <file>

kali@kali: ~/Desktop

File Actions Edit View Help

~/Desktop
binwalk -e pics -C Pics_Here

DECIMAL HEXADECIMAL DESCRIPTION

0 0x0 Zip archive data, at least v2.0 to extract,
mpressed size: 1892690, uncompressed size: 1893343, name: 20181022_133208.]
g

1892739 0=x1CE183 Zip archive data, at least v2.0 to extract,
mpressed size: 1580943, uncompressed size: 1581069, name: 20181022 _134107.]
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Automatic Carving with Foremost
One of the most popular tools for this purpose is Foremost, an open-source, command-line utility for
extracting files based on their headers, footers, and internal data structures.

Installing Foremost
Before you can start using Foremost, you'll need to install it on your system. Foremost is compatible
with Linux, and you can install it using the following command:

sudo apt-get install foremost
For other systems or manual installation, visit the official Foremost website and follow the provided

installation instructions.
https://foremost.sourceforge.io

Basic Usage of Foremost
To perform automatic carving with Foremost, you need to specify the input file or device and the
output directory. Use the following command format:

foremost -i <input_file_or_device> -o <output_directory>

kali@kali: ~/Desktop

File Actions Edit View Help

~/Desktop
foremost -i finder.dd -o finder_dir
Processing: finder.dd

[ foundat=file8. jpguUX
foundat=file9. jpgUX

*|

Foremost will then scan the input and extract files based on its built-in file signatures.

finder_dir - Thunar
File Edit View Go Bookmarks Help
- 4 & « Akli ™ Deskiop finder_dir

Places
&= Computer .
B kali

audit.txt

~ Desktop j ; zip
@ Recent
' Trash

= Documents

8 Music
B Pictures
= Videos 3folders | 1file:1.1KiB (1,155 bytes) | Free space: 51.5 GiB
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Automatic Carving with Foremost

By default, Foremost will attempt to extract all supported file types. However, you can specify a
particular file type using the -t flag. For example, to extract only JPEG images, use the following
command:

foremost -t jpg -i <input_file_or_device> -o <output_directory>

kali@kali: ~/Desktop

File Actions Edit View Help
~/Desktop
foremost -t jpg -i finder.dd -o finder_dir

Processing: finder.dd
[*]

~/Desktop
1s finder_dir/
audit.txt

This command will create an audit.txt file in the output directory.
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Automatic Carving with Scalpel

Scalpel is a powerful file carving tool designed to recover files from various types of digital media, such
as hard drives, memory cards, and disk images. It works by searching for specific file headers and
footers within the input data, allowing it to recover files even from damaged, deleted, or fragmented
sources. Its customization options and support for numerous file formats make Scalpel a valuable tool
in digital forensics and data recovery.

Installing Scalpel
Scalpel is available for various platforms, including Windows, macOS, and Linux. To install the tool,
follow the steps below:

For Windows:
Download the Windows version of Scalpel from the official GitHub repository:
https://github.com/sleuthkit/scalpel

For Linux:
sudo apt-get install foremost

Basic Usage and Commands

To use Scalpel, you need to create or use the configuration file that defines the file types you want to
recover. The configuration file consists of one line per file type, with each line containing the file
extension, header, and footer.

For example, a simple configuration file to recover JPEG and PNG files would look like this:

kali@kali: ~

File Actions Edit View Help

GNU nano 7.2 /etc/scalpel/scalpel.conf

ld Help M0 Write Out [ Where Is 4 Cut Ml Execute
By Exit i Read File |l Replace il Paste @ Justify

To run Scalpel, use the following command format:
scalpel input_file -o output_directory -c configuration_file

This will process the input_file, recover the specified file types, and store the results in the specified
output_directory.
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Automatic Carving with Bulk Extractor

Bulk_extractor is a highly efficient and versatile computer forensics tool developed by Simson
Garfinkel. It can process various types of digital media, including hard drives, memory dumps, and
network packet captures, to identify and extract valuable data, such as email addresses, credit card
numbers, and URLs. The tool works by scanning the input media for specific patterns, making it highly
effective for recovering data from fragmented or partially overwritten files.

Installing Bulk Extractor

Bulk_extractor is available for various platforms, including Windows, macOS, and Linux. To install the
tool, follow the steps below:

For Linux:

sudo apt-get install foremost

For Windows:
https://github.com/simsong/bulk extractor/releases

To use bulk_extractor, simply run the command followed by the input file and output directory. For
example:

bulk_extractor -o output_directory input_file

kali@kali: ~/Desktop

File Actions Edit View Help

~/Desktop

_extractor finder.dd bulk_dir
bulk_extractor version: 2.0.0
Input file: "finder.dd"
Output directory: "bulk_dir"
Disk Size: 10289152
Scanners: aes baseb64 elf evix exif facebook find gzip httplogs json kml_carv
ed msxml net ntfsindx ntfslogfile ntfsmft ntfsusn pdf rar sqlite utmp vcard_
carved windirs winlnk winpe winprefetch zip accts email gps
Threads: 4
going multi-threaded ... ( 4 )
All data read; waiting for threads to finish ...
bulk_extractor Sat Apr 29 14:48:21 2023

available_memory: 776347648

This will process the input_file and store the results in the specified output_directory.
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Automatic human-readable data with Strings

The strings tool is a classic Unix command-line utility designed to extract human-readable text from
binary files. It searches for sequences of printable characters in a file and displays them as ASCII text.
This capability makes strings an indispensable tool for digital forensics, malware analysis, and data
recovery, as it allows analysts to extract valuable information from files without the need for
specialized software.

Installing Strings

The strings tool comes pre-installed on most Unix-based systems, including Linux and macOS. For
Windows users, the strings tool can be found in the Windows version of the GNU Binutils package or
as part of the Sysinternals Suite by Microsoft.

For Windows:
Download the Sysinternals Suite from the official Microsoft website: https://docs.microsoft.com/en-
us/sysinternals/downloads/sysinternals-suite

Basic Usage and Commands
Using strings is simple. Just run the command followed by the input file you wish to process. For
example:

strings input_file

kali@kali: ~/Desktop

File Actions Edit View Help

/5M@)"
Kkuq
EAU)
PUJe
272G$
(k;H
4QHm

QCw$p
EAU)

PUJe

*(6V
thorntons

~/Desktop
finder.dd]]

This command will display the human-readable strings found in the input_file.
Advanced Commands and Options
Specifying a minimum string length: -n followed by a number sets the minimum string length to display.

For example:

strings -n 10 input_file
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o kali@kali: ~/Desktop

File Actions Edit View Help

Brian Carrier

Brian Carrier
Microsoft Word 10.1
_PID_HLINKS

Microsoft Word Document
Word.Document.8

~/Desktop
10 finder.dd]]

This command will display strings with a minimum length of 10 characters.
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Challenges and Limitations of Automatic Carving

While automatic data carving is a useful technique for recovering lost or deleted data in digital
forensics, it also has some challenges and limitations. Here are some of the common challenges and
limitations of automatic data carving:

e Fragmentation - Fragmentation is one of the biggest challenges in automatic data carving. If a
file is fragmented across multiple sectors, it may be challenging to recover the entire file.
Carving tools may only be able to recover a portion of the file, making it difficult to access
important information.

e False Positives - Automatic data carving can sometimes produce false positives, meaning that
it identifies data fragments as files that are not actually files. False positives can lead to the
recovery of irrelevant or incomplete data.

e False Negatives - In some cases, automatic data carving may fail to identify files that are
present on the storage device. This can result in the loss of critical information.

e Limitations of File Signatures - The effectiveness of automatic data carving is limited by the
availability and accuracy of file signatures. If the file signature for a specific file type is not
available, or if the signature is incorrect, the carving process may fail.

e Limitations of Algorithms - The effectiveness of automatic data carving algorithms is also
limited by the quality of the algorithm and the training data used to train the algorithm. If the
algorithm is not well-designed or is trained on inadequate data, the carving process may be
less effective.

e Storage Device Damage - If the storage device is physically damaged, it may be challenging or
impossible to recover data using automatic data carving techniques. Physical damage to the
storage device can cause data loss or corruption, making the recovery process more difficult.

Real-world Applications and Use Cases for Automatic Carving
Automatic data carving is a valuable tool for digital forensics, and it has many real-world applications
and use cases. Here are some examples:

Law Enforcement Investigations - Law enforcement agencies use automatic data carving to recover
evidence from digital devices such as smartphones, computers, and storage media. This can include
data related to criminal activity, such as child pornography or financial fraud.

Corporate Investigations - Corporations can use automatic data carving to investigate incidents such
as data breaches, theft of intellectual property, and employee misconduct. Automatic data carving can
help to recover deleted files, emails, and other digital evidence.

Data Recovery - Automatic data carving can also be used for data recovery purposes. For example, if a
user accidentally deletes a file or formatting errors occur on a storage device, automatic data carving
can be used to recover the lost data.

Data Analysis - Automatic data carving can be used to analyze large volumes of data to identify patterns

and trends. This can be useful in industries such as finance, healthcare, and marketing, where data
analysis is used to make informed decisions.
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Incident Response - In the event of a cybersecurity incident, automatic data carving can be used to
identify the source of the attack and the extent of the damage. This can help organizations to take
appropriate action to mitigate the impact of the attack and prevent future incidents.

Academic Research - Researchers can use automatic data carving to analyze large datasets in fields
such as computer science, digital forensics, and cybersecurity. The ability to automatically recover lost
or deleted data can help researchers to better understand the structure and function of digital devices
and the data they contain.

Automatic data carving has many real-world applications and use cases, including law enforcement
investigations, corporate investigations, data recovery, data analysis, incident response, and academic
research. The ability to automatically recover lost or deleted data is a valuable tool for forensic
analysts, researchers, and professionals in a variety of industries.
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Forensic Metadata

Metadata in Forensic Investigations

Metadata plays a critical role in digital forensics. Metadata is data that describes other data, and it can
provide valuable information about the digital device and the data it contains. In digital forensics,
metadata is used to:

Identify and Verify Evidence - Metadata can help to identify and verify evidence in digital investigations.
For example, metadata can be used to determine when a file was created, modified, or accessed,
providing valuable information about its origin and potential relevance to an investigation.

Provide Context - Metadata can provide valuable context for digital evidence. For example, metadata
associated with an image file can provide information about the camera that was used to capture the
image, the date and time it was taken, and other details that can help to place the image in a specific
location or event.

Establish Chain of Custody - Metadata can be used to establish a chain of custody for digital evidence,
which is essential for ensuring its admissibility in legal proceedings. Metadata can provide information
about who accessed the device, when it was accessed, and what actions were taken, helping to
establish a clear timeline of events.

Recover Deleted Data - Metadata can also be used to recover deleted data. In some cases, deleted files
may still have metadata associated with them, providing valuable information about their origin and
potential relevance to an investigation.

Identify Potential Suspects - Metadata can be used to identify potential suspects in digital
investigations. For example, metadata associated with an email message can provide information
about the sender's location, time zone, and IP address, helping investigators to narrow down the list
of potential suspects.

Identifying and Collecting Metadata from Various File Types

Identifying and collecting metadata from various file types is an essential part of digital forensics
investigations. Here are some commonly used file types and the metadata that can be collected from
them:

= |mage Files - Image files such as JPEG, PNG, and BMP contain a wealth of metadata, including
camera make and model, date and time the photo was taken, location coordinates, and
camera settings. Additional metadata may include information about the editing software
used, the image size, and the compression used.

=  Document Files - Document files such as Microsoft Word, Excel, and PowerPoint contain
metadata that can provide valuable information about the author, creation and modification
dates, and file history. Additional metadata may include document properties, such as the
number of pages, word count, and font styles used.

=  Email Files - Email files such as Microsoft Outlook PST and Mozilla Thunderbird MBOX contain
metadata that can provide valuable information about the sender and recipient, as well as the
date and time the email was sent and received. Additional metadata may include the subject
line, email attachments, and message content.

57



ThinkCyber | NX Windows Forensics

= Audio and Video Files - Audio and video files such as MP3, WAV, and MP4 contain metadata
that can provide valuable information about the creation date, duration, and codec used.
Additional metadata may include information about the artist, album, and track title.

= Internet Browser History - Internet browser history files contain metadata that can provide
valuable information about the user's browsing habits, including the URLs visited, the date and
time of the visit, and the user's search terms.

To collect metadata from various file types, digital forensic analysts use specialized tools and software
applications that can extract the metadata from the files. These tools typically provide a user-friendly
interface that allows analysts to select the file types they want to analyze and specify the metadata
they want to extract. Some commonly used tools for collecting metadata include FTK Imager, Autopsy,
and EnCase.

Metadata in Email and Messaging Investigations

Metadata plays a crucial role in email and messaging investigations, as it can provide valuable
information about the origin and transmission of messages. Here are some examples of metadata that
can be collected in email and messaging investigations:

Sender and Recipient Information - Metadata can provide information about the sender and recipient
of a message, including their email addresses and any aliases they may have used. This information
can help investigators to identify potential suspects and track the flow of information.

Date and Time - Metadata can provide information about the date and time a message was sent,
received, or modified. This information can be used to establish a timeline of events and determine
whether messages were sent during or outside of business hours.

IP Addresses - Metadata can provide information about the IP addresses of the devices used to send
or receive messages. This information can be used to track the physical location of the sender or
recipient and identify potential suspects.

Message Content - While message content is not technically metadata, it can be considered as such in
some cases. Some messaging applications, such as WhatsApp, include end-to-end encryption, which
makes it difficult to access message content. However, metadata can provide information about the
sender, recipient, date, and time of the message, which can be used in investigations.

Attachments - Metadata can also provide information about attachments, such as the file name, size,

and type. This information can help investigators to identify potentially incriminating documents or
media files.
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Analyzing Metadata from Social Media and Web Browsing

Analyzing metadata from social media and web browsing is an important part of digital forensic
investigations, as it can provide valuable information about the user's online activities. Here are some
examples of metadata that can be collected in social media and web browsing investigations:

Social Media Posts - Social media platforms such as Facebook, Twitter, and Instagram contain a wealth
of metadata, including the date and time of posts, the location of the user when the post was made,
and the type of device used. Additional metadata may include the user's profile information, friend
lists, and other online activity.

Web Browsing History - Web browsing history files contain metadata that can provide valuable
information about the user's browsing habits, including the URLs visited, the date and time of the visit,
and the user's search terms. Additional metadata may include the browser type and version, the
operating system used, and the user's IP address.

Online Chat and Messaging - Online chat and messaging platforms such as WhatsApp, Skype, and Slack
contain metadata that can provide information about the user's communication history, including the
date and time of messages, the location of the user, and the type of device used.

Online Advertising and Marketing - Online advertising and marketing platforms such as Google
AdWords and Facebook Ads contain metadata that can provide information about the user's
advertising and marketing preferences, including the types of ads clicked on, the location of the user,
and the type of device used.

Metadata Analysis Techniques and Tools

Metadata analysis is an important part of digital forensics investigations, and there are many
techniques and tools available for analyzing metadata. Here are some commonly used techniques and
tools for metadata analysis:

Timeline Analysis - Timeline analysis is a technique that involves creating a chronological timeline of
events based on metadata. This can include information about when files were created, modified, or
accessed, when emails were sent or received, and when web browsing history was recorded. Timeline
analysis can help investigators to establish a clear picture of the sequence of events and identify
potential suspects.

File System Analysis - File system analysis is a technique that involves examining the metadata
associated with files and directories. This can include information about when files were created,
modified, or accessed, and what actions were taken on them. File system analysis can help
investigators to identify potentially incriminating files and track their movement across different
devices and storage media.

Metadata Extraction - Metadata extraction involves using specialized tools and software applications
to extract metadata from digital devices and storage media. These tools can provide a user-friendly
interface that allows investigators to specify the metadata they want to extract, such as the date and
time of a file creation or modification, or the location of a device when an email was sent.

Hash Analysis - Hash analysis involves comparing hash values for different files or metadata to identify

potential matches. This can help investigators to identify duplicate files, as well as files that have been
modified or deleted.
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Geo-Location Analysis - Geo-location analysis involves using metadata associated with digital devices
to track their physical location. This can include information about the IP address used to access the
device, as well as location coordinates recorded by GPS-enabled devices.

Some commonly used tools for metadata analysis include Magnet AXIOM Cyber, EnCase Forensic, and
FTK Imager. These tools provide a range of features and functionality, including timeline analysis, file
system analysis, metadata extraction, and hash analysis.

Tools for Extracting and Analyzing Forensic Metadata
There are many tools available for extracting and analyzing forensic metadata in digital forensic
investigations. Here are some commonly used tools:

EnCase Forensic - EnCase Forensic is a popular digital forensic tool that can be used for metadata
analysis. It includes features for timeline analysis, file system analysis, metadata extraction, and hash
analysis. EnCase Forensic can analyze metadata from a wide range of digital devices and storage media.

Magnet AXIOM Cyber - Magnet AXIOM Cyber is a comprehensive digital forensic tool that includes
features for metadata analysis. It can extract metadata from a wide range of digital devices, including
computers, mobile devices, and cloud storage. Magnet AXIOM Cyber includes features for timeline
analysis, file system analysis, and metadata extraction.

FTK Imager - FTK Imager is a popular digital forensic tool that can be used for metadata analysis. It
includes features for timeline analysis, file system analysis, and metadata extraction. FTK Imager can
analyze metadata from a wide range of digital devices and storage media.

Autopsy - Autopsy is an open-source digital forensic tool that includes features for metadata analysis.
It can extract metadata from a wide range of digital devices, including computers, mobile devices, and
cloud storage. Autopsy includes features for timeline analysis, file system analysis, and metadata
extraction.

The Sleuth Kit - The Sleuth Kit is an open-source digital forensic tool that includes features for metadata
analysis. It includes features for timeline analysis, file system analysis, and metadata extraction. The
Sleuth Kit can analyze metadata from a wide range of digital devices and storage media.

Timeline Analysis Using Metadata

Timeline analysis using metadata is a technique used in digital forensic investigations to create a
chronological timeline of events based on metadata extracted from digital devices and storage media.
Metadata, such as the creation, modification, and access timestamps of files, can be used to establish
a timeline of events that can help investigators understand the sequence of events and identify
potential suspects. Here are some key steps involved in timeline analysis using metadata:

Collect Metadata - The first step in timeline analysis is to collect metadata from the digital device or
storage media being investigated. This can be done using specialized tools and software applications,
such as EnCase Forensic, Magnet AXIOM Cyber, or FTK Imager.

Sort Metadata - Once metadata has been collected, it is sorted in chronological order based on

timestamps such as the creation, modification, and access times. This creates a timeline of events that
can be used to understand the sequence of events.
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Identify Important Events - Investigators then identify important events in the timeline, such as the
creation or modification of a particular file. This can be done manually by reviewing the timeline, or
by using automated tools that can flag suspicious activity.

Correlate Events - Investigators then correlate events in the timeline with other sources of information,
such as witness statements, to help build a complete picture of what happened. This can involve cross-
referencing the timeline with other evidence, such as emails or chat logs.

Draw Conclusions - Finally, investigators draw conclusions based on the information gathered from the
timeline analysis. This can involve identifying potential suspects or explaining the sequence of events
leading up to a particular incident.

Timeline analysis using metadata can be a powerful technique in digital forensic investigations, but it
requires a high level of skill and expertise. Forensic analysts must be skilled in using specialized tools
and software applications to collect and analyze metadata, and must have a deep understanding of
the metadata they are analyzing.

Geolocation and Metadata: Tracking Movement and Activities

Geolocation data is a type of metadata that provides information about the physical location of a
device at a specific point in time. Geolocation metadata can be collected from a variety of sources,
including GPS-enabled devices, Wi-Fi hotspots, and cell towers. When combined with other types of
metadata, such as time stamps and device identifiers, geolocation data can provide valuable
information about an individual's movements and activities. Here are some key aspects of geolocation
and metadata:

Geolocation Data Collection - Geolocation data can be collected from a variety of sources, including
GPS-enabled devices, Wi-Fi hotspots, and cell towers. This data can be used to track the physical
movements of an individual over time, providing insight into their activities and whereabouts.

Timestamps - Timestamps are a type of metadata that can be used in conjunction with geolocation
data to establish a timeline of events. By correlating geolocation data with timestamps, investigators
can establish a timeline of an individual's movements and activities.

Device Identifiers - Device identifiers, such as MAC addresses and IP addresses, can be used to link
geolocation data to a specific device. This can help investigators track the movements of a particular
device over time and identify potential suspects.

Mapping - Geolocation data can be visualized using mapping software, such as Google Maps or ArcGlIS.

Mapping software can help investigators identify patterns in an individual's movements and activities,
and can be used to create visual aids for use in court.
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Exploring the Power of ExifTool

ExifTool is a versatile command-line utility designed to read, write, and manipulate metadata in various
types of files, including images, videos, and documents. Created by Phil Harvey, ExifTool supports a
wide range of file formats and metadata types, making it a valuable tool for digital forensics,
photography, and data management.

Installing ExifTool
ExifTool is available for Windows, macQS, and Linux. To install the tool, follow the steps below:

For Windows:
Download the Windows executable from the official ExifTool website:
https://exiftool.org

For Linux:
Install ExifTool using the package manager for your distribution. For example, on Ubuntu or Debian,
use the following command:

sudo apt-get install libimage-exiftool-perl

Basic Usage and Commands
ExifTool is a command-line utility, and its basic usage is quite simple. To display metadata for a file, run
the following command:

exiftool input_file

kali@kali: ~/Desktop

File Actions Edit View Help

~/Desktop

exiftool IMG_20190427_193836.jpg
ExifTool Version Number 1 12.57
File Name : IMG_20190427_193836.jpg
Directory H
File Size : 2.5 MB
File Modification Date/Time : 2023:04:29 14:59:58+03:00
File Access Date/Time 1 2023:04:29 14:59:59+03:00
File Inode Change Date/Time 1 2023:04:29 14:59:58+03:00
File Permissions : -rw-r-—-r--
File Type : JPEG
File Type Extension : jpg
MIME Type : image/jpeg
Exif Byte Order : Little-endian (Intel, II)
GPS Latitude Ref : North
GPS Date Stamp : 2019:04:27
GPS Time Stamp : 17:38:12
GPS Altitude : 241 m
GPS Longitude Ref . East
Modify Date 1 2019:04:27 19
Camera Model Name ¢ GT-I9305

This will output the metadata for the input_file.
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Extracting Specific Metadata
ExifTool allows you to extract specific metadata fields by specifying the field name as an argument. For
example:

exiftool -Model -DateTimeOriginal input_file

kali@kali: ~/Desktop

File Actions Edit View Help
~/Desktop

IMG_20190427_193836.jpg
Camera Model Name : GT-I9305

This command will display the camera model and the date/time the photo was taken for the input_file.

Writing Metadata
ExifTool can also be used to modify or add metadata to a file. Use the - symbol followed by the
metadata field name, an equal sign, and the new value. For example:

exiftool -Artist="John Doe" input_file

kali@kali: ~/Desktop

File Actions Edit View Help

~/Desktop
IMG_20190427_193836.jpg
1 image files updated

~/Desktop
IMG_20190427_193836.jpg
Artist : John Doe

This command will set the "Artist" metadata field to "John Doe" for the input_file.

Exporting Metadata
ExifTool allows you to export metadata in various formats, such as CSV, JSON, and XML. Use the -
symbol followed by the format name and a capital letter 'W' to export metadata. For example:

exiftool -csv -Model -DateTimeOriginal input_file > output.csv

kali@kali: ~/Desktop

File Actions Edit View Help

ority AE,75,0220,2019:04:27 19:38:37,2019:04:27 19:38:37,803.4,2.6,0,+1,2.6,
Center-weighted average,Fired,3.7 mm,User comments, 484,484,484 ,SRGB,3264,244
8,Auto,Auto,Standard,North,East,241 m,17:38:12,2019:04:27,JPEG (old-style),?
2,72,inches,958,6978,3264,2448,"Baseline DCT, Huffman coding",8,3,YCbCr4:2:2
(2 1),2.6,3264%2448,8.0,1/804,2019:04:27 19:38:37.484,2019:04:27 19:38:37.4

84,2019:04:27 19:38:37.484,"(Binary data 6978 bytes, use -b option to extrac
t)",2019:04:27 17:38:12Z,"43 deg 38' 25.08"" N","7 deg 2' 2.12"" E",3.7 mm,"
43 deg 38" 25.08"" N, 7 deg 2' 2.12"" E",12.9

~/Desktop
IMG_20190427_193836.jpg output.csvl
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Advanced Options and Commands
ExifTool offers numerous advanced options and commands, including:

Recursive search: -r enables recursive search, allowing ExifTool to process files within subdirectories.
For example:

exiftool -r -ext jpg -Model -DateTimeOriginal input_directory

kali@kali: ~/Desktop

File Actions Edit View Help
~/Desktop
jpg /home/kali/Desktop
/home/kali/Desktop/IMG_3788.]PG
Camera Model Name : Canon EOS 600D

=———— /home/kali/Desktop/CIMGO0O14.JPG

Camera Model Name : EX-S2

=———— /home/kali/Desktop/20181022 134107.jpg
Camera Model Name : GT-S7582

=——— /home/kali/Desktop/DSCN3855.JPG

Camera Model Name : COOLPIX L120
=== /home/kali/Desktop/IMG_20190427_193836.jpg

Removing metadata: - followed by a metadata field name and an equal sign without a value will
remove the specified metadata field. For example:

exiftool -Artist= input_file

kali@kali: ~/Desktop

File Actions Edit View Help
~/Desktop

IMG_20190427_193836.jpg
1 image files updated

~/Desktop
IMG_20190427_193836. jpg

This command will overwrite the "Artist" metadata field from the input_file.
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Steganography

The History and Evolution of Steganography

Steganography, the practice of hiding information within other information, has been used for
thousands of years in various forms. The word "steganography" comes from the Greek words
"steganos" meaning "covered" and "graphia" meaning "writing".

Ancient Steganography

The earliest known example of steganography can be traced back to ancient Greece. The ancient
Greeks would tattoo messages onto the shaved heads of messengers, which would then be covered
with hair as the messenger's hair grew back. This ensured that the message was hidden and secure
during transport.

In ancient Rome, a technique called "nulla scripta" was used, where messages would be written on
wax tablets and then covered with another layer of wax. Only the intended recipient would know to
remove the outer layer of wax to reveal the message.

Medieval Steganography

During the medieval period, steganography evolved to include the use of invisible ink, such as lemon
juice or milk. Messages written in invisible ink would only be revealed when heat was applied to the
paper. This technique was used by spies and couriers to transmit secret messages.

Renaissance Steganography

During the Renaissance period, steganography became more sophisticated with the development of
new techniques for hiding information. One such technique was the use of microdots, which are small
dots or symbols that are too small to be seen with the naked eye but can be magnified to reveal a
message.

Modern Steganography

With the advent of computers and digital communication, steganography has evolved to include digital
techniques for hiding information. Today, steganography can be used to hide messages in digital
images, audio files, and even social media posts. For example, steganography can be used to hide a
message in an image by subtly altering the color of individual pixels.

Steganography is used today by intelligence agencies, law enforcement agencies, and cybercriminals.
While it can be used for legitimate purposes, such as secure communication and data encryption, it
can also be used for criminal activities, such as espionage, terrorism, and cyberattacks.

Principles of Steganography: Hiding Information in Plain Sight

Steganography is the practice of hiding information in plain sight within another message or file. This
can be achieved through a variety of techniques, such as modifying the least significant bits of an image
or using white space in a text document to conceal a message. The principles of steganography involve
concealing the existence of the hidden message while still ensuring that the message is able to be
recovered by the intended recipient. Here are some key principles of steganography:

= Security - The primary goal of steganography is to ensure the security and confidentiality of a

message. The message should be hidden in such a way that it is not detectable by unauthorized
individuals.
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= Embedding - The process of embedding the hidden message into another message or file must
be done in a way that does not affect the quality or integrity of the original message or file.

= Steganalysis - Steganalysis is the process of detecting the presence of a hidden message.
Steganography techniques must be designed to resist steganalysis by unauthorized parties.

= Capacity - The capacity of the host message or file to hide the hidden message must be
sufficient to ensure that the entire message can be hidden without affecting the quality or
integrity of the host message or file.

= Robustness - The hidden message must be robust enough to withstand changes or distortions
to the host message or file, such as compression or editing.

= Key Management - Steganography often requires the use of keys or passwords to ensure that
only authorized parties can recover the hidden message. Key management must be handled
securely to prevent unauthorized access to the hidden message.

Steganography can be used for a variety of purposes, including secure communication, data
encryption, and copyright protection. However, it can also be used for malicious purposes, such as
hiding malware or conducting cyberattacks. As such, the principles of steganography must be used
responsibly and with caution to ensure the security and privacy of all parties involved.

Differences between Steganography, Cryptography, and Watermarking

Steganography, cryptography, and watermarking are all techniques used to protect data and
information. While they may have similar goals, there are significant differences between these
techniques. Here are some key differences between steganography, cryptography, and watermarking:

e Purpose - Steganography is the practice of hiding information within another message or file.
The goal of steganography is to conceal the existence of the hidden message. Cryptography,
on the other hand, is the practice of encoding information in such a way that it can only be
accessed or read by authorized parties. Watermarking is the practice of embedding a unique
identifier into a digital asset in order to verify its authenticity and ownership.

e Technique - Steganography involves concealing the existence of the hidden message within a
host message or file. This can be achieved through various techniques such as modifying the
least significant bits of an image or using white space in a text document. Cryptography
involves the use of mathematical algorithms to encode and decode messages. Watermarking
involves embedding a unique identifier into a digital asset, such as an image or video.

e Security - Steganography and cryptography are both used to ensure the security and
confidentiality of messages. Steganography, however, relies on the hidden message being
undetectable in order to ensure security. Cryptography, on the other hand, relies on the
strength of the encryption algorithm to ensure security. Watermarking, while not designed for
security purposes, can provide a level of authenticity and ownership verification.

e Detection - Steganography is designed to make the existence of the hidden message difficult
or impossible to detect. Cryptography, on the other hand, is designed to make it impossible
for unauthorized parties to access or read the message. Watermarking is designed to be easily
detectable and visible, in order to provide a means of verification and ownership.
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Steganographic Techniques

Steganographic techniques are methods used to hide a secret message within another file or message
without altering the visible characteristics of the original message. There are several steganographic
techniques that can be used to hide a message, and the choice of technique depends on the type of
file being used and the level of security required. Here are some of the most common steganographic
techniques:

LSB (Least Significant Bit) Substitution - This technique involves replacing the least significant bits of a
file (such as an image) with the bits of the hidden message. Since the least significant bits have the
least impact on the appearance of the file, this technique can be used to hide a message without visibly
altering the file.

Masking and Filtering - This technique involves using a mask or filter to selectively modify the pixels of
an image or sound file in order to hide the message. This technique is more complex than LSB
substitution, but can be more secure since it is more difficult to detect.

Spread Spectrum - This technique involves spreading the hidden message across the frequency
spectrum of a signal, such as an audio or video signal. The hidden message is then extracted from the
signal at the receiving end.

Steganography in Network Protocols - This technique involves hiding a message within a network
protocol such as TCP/IP. The message is divided into small packets and transmitted across the network
as normal network traffic, making it difficult to detect.

Text Steganography - This technique involves hiding a message within a text file by replacing certain
words or letters with other words or letters. The hidden message can be revealed by either knowing
the specific words or letters that were changed or by using a specific algorithm to decode the message.

Spatial Domain Techniques - This technique involves changing the spatial arrangement of the pixels in
an image to hide a message. For example, a message could be hidden by rearranging the pixels in a
specific order.

Steganography in Audio, Video, and Text Files

Steganography can be used to hide information in a wide variety of file formats, including audio, video,
and text files. Each type of file has its own unique characteristics and steganographic techniques that
can be used to hide a message. Here are some of the most common steganographic techniques used
for audio, video, and text files:

Steganography in Audio Files

LSB Substitution - This technique involves replacing the least significant bits of an audio file with the
bits of the hidden message. This technique can be used to hide a message within the waveform of the
audio signal without affecting its quality.

Phase Coding - This technique involves altering the phase relationship between the left and right
channels of a stereo audio file to embed the hidden message. The phase shift is imperceptible to the

human ear but can be detected using specialized software.

Echo Hiding - This technique involves embedding a message within the echoes of an audio signal. The
message is hidden within the delay times and feedback levels of the echoes.
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Steganography in Video Files

LSB Substitution - This technique involves replacing the least significant bits of a video file with the bits
of the hidden message. This technique can be used to hide a message within the video stream without
affecting its quality.

Frame Shifting - This technique involves shifting the position of certain frames within a video file to
encode the hidden message. This technique is more complex than LSB substitution but can be more
secure since it is more difficult to detect.

Motion Vector Manipulation - This technique involves manipulating the motion vectors within a video
file to encode the hidden message. This technique is more complex than frame shifting but can be
more secure since it is more difficult to detect.

Steganography in Text Files

Text Formatting - This technique involves hiding a message within the formatting of a text file, such as
font size, color, or style. The message can be hidden within the text itself or within the formatting
codes.

Whitespace Steganography - This technique involves hiding a message within the whitespace of a text
file. The message can be hidden within spaces between words, between lines, or within tabs and
indentations.

Word and Letter Replacement - This technique involves hiding a message within a text file by replacing
certain words or letters with other words or letters. The message can be revealed by either knowing
the specific words or letters that were changed or by using a specific algorithm to decode the message.

Steganographic Tools and Software

Steganographic tools and software are used to encode and decode hidden messages in files. These
tools use various steganographic techniques to hide information in images, audio, video, and text files.
Here are some of the most popular steganographic tools and software:

= OpenStego - OpenStego is a free and open-source steganography software that allows users
to hide data in images and audio files. It supports several steganographic techniques, including
LSB substitution and the use of custom keys for encryption.

= Steghide - Steghide is another free and open-source steganography software that supports
several steganographic techniques, including LSB substitution and custom encryption keys. It
also provides password protection for hidden data and can be used on both Windows and
Linux operating systems.

= SilentEye - SilentEye is a user-friendly steganography tool that allows users to hide data in
images and audio files. It uses LSB substitution and can encrypt hidden data with a password.
SilentEye is available for both Windows and Linux operating systems.

= QuickStego - QuickStego is a lightweight steganography tool that allows users to hide data in

images. It uses a simple drag-and-drop interface and supports several steganographic
techniques, including LSB substitution and custom encryption keys.
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= QurSecret - OurSecret is a steganography tool that allows users to hide data in images, audio,
and video files. It uses LSB substitution and provides password protection for hidden data.
OurSecret is available for both Windows and Mac operating systems.

= DeepSound - DeepSound is a steganography tool that allows users to hide data in audio files.
It uses a technique called echo hiding and can encrypt hidden data with a password.
DeepSound is available for both Windows and Linux operating systems.

= GPG - GPG (GNU Privacy Guard) is a popular encryption tool that can also be used for
steganography. It allows users to hide data in text files using a technique called ASCll-armoring.
GPG is available for Windows, Linux, and Mac operating systems.

Tools and Software for Steganalysis

Steganalysis is the practice of detecting the presence of hidden information within a media file. It is
used to uncover steganographic messages that have been embedded in images, audio, video, or other
types of files. There are several tools and software available for steganalysis. Here are some of the
most popular ones:

= StegDetect - StegDetect is an open-source steganalysis tool that can be used to detect
steganography in JPEG images. It uses statistical analysis to detect hidden messages and is
available for both Windows and Linux operating systems.

= StegAlyzerAS - StegAlyzerAS is a steganalysis tool that can be used to detect steganography in
a wide range of media formats, including images, audio, and video files. It uses statistical
analysis, visual inspection, and file signature analysis to detect hidden messages.

= Gargoyle - Gargoyle is a steganalysis tool that can be used to detect steganography in JPEG
images. It uses statistical analysis and visual inspection to detect hidden messages.

=  QutGuess - OutGuess is a steganography tool that can be used to hide messages in JPEG
images. However, it can also be used for steganalysis, as it can detect the presence of hidden
messages in JPEG images.

= S-Tools - S-Tools is a steganography tool that can be used to hide messages in images and audio
files. However, it can also be used for steganalysis, as it can detect the presence of hidden
messages in images and audio files.

= JPHS-JPHS (JPEGsnoop) is a steganalysis tool that can be used to detect steganography in JPEG
images. It uses statistical analysis to detect hidden messages and is available for both Windows
and Mac operating systems.

= ExifTool - ExifTool is a free and open-source tool that can be used to extract metadata from a
wide range of media files, including images, audio, and video files. It can be used for
steganalysis, as it can detect changes in metadata that might indicate the presence of hidden
messages.
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Steganography with Alternate Data Streams (ADS)

Alternate Data Streams (ADS) is a feature of the NTFS file system that allows the storage of additional
data, known as streams, within a file. The primary use of ADS is to store metadata associated with files,
such as author and title information. However, ADS can also be used for steganographic purposes, as
it enables the storage of hidden data within a file without affecting the file's size or functionality.

Creating an Alternate Data Stream
To create an ADS, you can use the Windows command prompt. The syntax for creating an ADS is as

follows:

echo data > file:stream_name

For example, to create an ADS named "hidden" containing the text "Secret message" within a file called
"file.png" you would use the following command:

BN C\Windows\system32\cmd.exe — O b

ume in drive IEL
Volume ¢ is C8DE-B74F

> file.png:hidden

This command will store the "Secret message" text in an ADS named "hidden" within the "file.png"
file.

Reading Data from an Alternate Data Stream
To read data from an ADS, you can use the "type" command in the Windows command prompt. The
syntax for reading an ADS is as follows:

more < file:stream_name

For example, to read the "hidden" ADS within the "file.png" file, you would use the following
command:

BN C\Windows\system32\cmd.exe — O b

eg>more < file.png:hidden
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Copying Data into an Alternate Data Stream
To copy data from one file into an ADS, you can use the "type" command. The syntax for copying data

into an ADS is as follows:

type source_file > file:stream_name

For example, to copy the content of a file called "ok" into an ADS named "ok" within a file called
"file.png" you would use the following command:

BN C\Windows\system32\cmd.exe — O b

C:\Users\Malware\Desktop\Steg>echo "This is ok file"™ > ok.txt

C:\Users\Malware\Desktop\Steg>dir
Volume in drive C has no label.
Volume Serial Number is C8DE-B74F

Directory of C:\Users\Malware\Desktop\Steg

03:24 PM  <DIR>
:24 PM <DIR> .-
:24 PM 127,344 file.png
4 PM 8 ok.txt
le(s) ] bytes
r{s) 9,5@3, ,296 bytes free

2 Fi
Di

C:\Users\Malware\Desktop\Steg>type ok.txt > file.png:ok.txt,

This command will store the content of "ok.txt" in an ADS named "ok.txt" within the "file.png" file.
Extracting Data from an Alternate Data Stream
To extract data from an ADS and save it to a separate file, you can use the "more" command in

combination with the "<" redirection operator. The syntax for extracting data from an ADS is as follows:

more < file.png:ok.txt

BN C\Windows\system32\cmd.exe — O b

:\Users\Malware\Desktop\Steg>more < file.png:ok.txt
"This is ok file"

Or open with Notepad:

BN C\Windows\system32\cmd.exe — O b

C:\Users\Malware\Desktop\Steg>notepad file.png:ok.txt

File Edit Format View Help
['This is ok file"
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Steganography with the Windows 'copy' command

The 'copy' command in Windows is used to copy files from one location to another. By default, the
'‘copy' command only copies the contents of a file to a new file. However, when used in binary mode
(/b), the 'copy' command can be used to combine the contents of two or more files into a single file,
without any modifications to the contents of the files. This allows us to hide data within the contents
of the new file.

To create a steganographic file using the 'copy' command, we will need two or more files. Let's assume
that we want to hide a Zip file named 'secret.zip' inside an image file named 'image.jpg'. The first step

is to open a Command Prompt window in Windows.

Next, we will use the 'copy' command in binary mode to combine the contents of the 'secret.zip' and
'image.jpg' files into a new file named 'stego.jpg'. To do this, we will enter the following command:

copy /b image.jpg + secret.zip stego.jpg

BR C:\Windows\System32\cmd.exe — O b

C:\Users\Malware\Desktop\Steg>dir
Volume in drive C has no la .
Volume Serial Number is C8DE-B74F

Directory of C:\Users\Malware\Desktop\Steg

<DIR>
<DIR> oo
127,344 image.jpg
284 secret.zip
127,628 bytes
9,502,517,248 bytes free

s\Malware\Desktop\Steg>copy /b image.jpg + secret.zip stego.jpg

1 file(s) copied.

:\Users\Malware\Desktop\St
Volume in drive C has no la .
Volume Serial Number is C8DE-B74F

Directory of C:\Users\Malware\Desktop\S

PM  <DIR>
PM  <DIR>
PM

6 PM

In this command, the '/b' option specifies binary mode, which tells the 'copy' command to combine
the files without any modifications. The 'image.jpg' file is the carrier file that will contain the hidden
data, and the 'secret.zip' file is the file that we want to hide. Finally, 'stego.jpg' is the name of the new
file that will be created.

After executing this command, a new file named 'stego.jpg' will be created in the same directory as

the original files. This file will look identical to the original 'image.jpg' file and can be opened and
viewed normally in an image viewer.
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To extract the hidden data, open the file ‘stego.jpg’ in Archive software such as WinZip or WinRar:

BN C:\Windows\system32\cmd.exe — O b4

i} stego,jpg (evaluation copy) h - x

File Commands Tools Favorites Options  Help

B EMme 0 0 8 &5

Add Extract To Test View Delete Find Wizard Info Vi ru-s_S-can Comment SFX

T | W stego.jpg - SFX ZIP archive, unpacked size 20 bytes ~
Mame - Size Packed Type Modified CRC32
| new 0 0 File 4/29/2023 3:26 ... 0DODO0DOO
=| okixt 20 20 Text Document 4/20/2023 3:24 ... EOTABE21
— R Total 2 files, 20 bytes

Or change the file extension from “jpg’ to “zip’ and open:

B C:\Windows\system32\cmd.exe — O e

C: teg>c
label.
CBDE-B74F

teg>ren

i} stego.zip (evaluation copy) - - x

File Commands Tools Favorites Options  Help

B omiie \0 @ & =

Add Extract To Test View Delete Find Wizard Info VirusScan  Comment SFX

T |m stego.zip - ZIP velume, unpacked size 20 bytes A
~
Mame Size Packed Type Modified CRC32
| new 0 0 File 4/29/2023 3:26 ... 0DODO0DOO
=| okt 20 20 Text Document 4/20/2023 3:24 ... EOTAGE21
C O] Total 2 files, 20 bytes
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Steganography with the Linux 'cat' command

The 'cat' command in Linux is used to concatenate one or more files together. The 'cat' command can
be used in combination with shell redirection operators to redirect the output of one command to
another command. By using the 'cat' command and redirection operators together, we can hide data
from one file inside another file, creating a steganographic file.

To create a steganographic file using the 'cat' command, we will need two or more files. Let's assume
that we want to hide a Zip file named 'secret.zip' inside an image file named 'image.jpg'. The first step
is to open a terminal window in Linux.

Next, we will use the 'cat' command to combine the contents of the 'secret.zip' and 'image.jpg' files
into a new file named 'stego.jpg'. To do this, we will enter the following command:

cat image.jpg secret.zip > stego.jpg

kali@kali: ~fDesktop/Steg

File Actions Edit View Help

~/Desktop/Steg
image.jpg secret.zip > stego.jpg

~/Desktop/Steg

image.jpg secret.zip stego.jpg

In this command, the 'image.jpg' file is the carrier file that will contain the hidden data, and the
'secret.zip' file is the file that we want to hide. Finally, 'stego.jpg' is the name of the new file that will
be created.

Both the 'copy /b' and 'cat' methods are functionally equivalent, operating in the same way and
allowing for extraction in a similar manner.

Let’s view the 'stego.jpg' file via Binwalk:

kali@kali: ~fDesktop/Steg

File Actions Edit View Help

~/Desktop/Steg
stego. jpg

DECIMAL HEXADECIMAL DESCRIPTION

0 0x0 JPEG image data, EXIF standard

12 0xC TIFF image data, little-endian offset of first
image directory: 8

1146857 0x117FE9 Zip archive data, at least v2.0 to extract, co
mpressed size: 1892690, uncompressed size: 1893343, name: 20181022_133208.]jp

g
3039596 0x2E616C Zip archive data, at least v2.0 to extract, co

The Zip file is being identified by Binwalk.
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Steganography with the StegHide

'Steghide' is a command-line tool available on Linux, Windows, and macOS that is specifically designed
for steganography. With 'steghide’, you can embed hidden messages or files inside an image file of
your choice. The tool supports a range of image formats, including BMP, JPEG, and PNG.

To use 'steghide' for steganography, you will need two files: an image file and the data you want to
hide. The data could be a text file, an image file, or any other file of your choice. The first step is to
install 'steghide' on your computer. To install 'steghide' on Ubuntu or Debian-based systems, use the
following command:

sudo apt-get install steghide
On other Linux distributions, use the appropriate package manager to install 'steghide’.

Once 'steghide' is installed, we can use it to embed our secret data inside an image file. Let's assume
that we want to embed a text file named 'secret.txt' inside an image file named 'image.jpg'. Here's
how we can do that:

steghide embed -cf image.jpg -ef secret.txt

-l kali@kali: ~/Desktop/Steg

File Actions Edit View Help
~/Desktop/Steg

image.jpg secret.txt

~/Desktop/Steg
embed image. jpg secret.txt
Enter passphrase:
Re-Enter passphrase:
embedding "secret.txt" in "image.jpg" ... done

In this command, the '-cf' option specifies the cover file, which is the image file we want to use to hide
our data. The '-ef' option specifies the file we want to hide, which is the 'secret.txt' file. When the
command is executed, 'steghide’ will ask for a password. This password is used to encrypt the data and
protect it from unauthorized access.

After entering the password, 'steghide' will embed the secret data inside the image file and create a
new file named 'image.jpg'. If you try to open this file in an image viewer, it will look the same as the
original image file. However, the secret data is hidden inside the file.

To extract the hidden data from the steganographic file, we can use the following command:

steghide extract -sf image.jpg
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kali@kali: ~fDesktop/Steg

File Actions Edit View Help
~/Desktop/Steg

image. jpg

~/Desktop/Steg
teghide extract image. jpg
Enter passphrase:
wrote extracted data to "secret.txt".

~/Desktop/Steg

image.jpg secret.txt

This command will prompt for the password that was used to encrypt the data. After entering the
password, 'steghide' will extract the hidden data from the file and save it in a new file with the same
name as the original hidden file.
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Steganography with the Coagula

Coagula is a specialized software tool used for audio steganography. It allows users to hide messages
or files within audio files. Audio steganography can be a useful technique for hiding sensitive data,
transmitting secret messages, or embedding watermarks in music or audio recordings.

Coagula is available for Windows, macOS, and Linux platforms. It is a graphical user interface (GUI)
tool, which means that it can be used by users who are not familiar with command-line tools or

programming.

To use Coagula for audio steganography, we will need two files: an audio file and the data we want to
hide. The data could be a text file, an image file, or any other file of our choice.

1. Open Coagula and use the brush to write the message.

[:ﬂ Coagula - Industrial Strength Color-Note Organ — O >

File Edit Colors Image Filter Sound Tools Options Help

b oo [ S[D5] & e m]

| | [1185ec 5352H /)

2. Press the button to render the image into sound.

|2l] Coagula - Industrial Strength Color-Note Organ - O X
File Edit Colors Image Filter Sound Tools Options Help

oo [ #0l] o]

Render image without blue/noise

1.18 sec, 53.52 Hz /A

3. Save the file as a sound file.

[&l] Coagula - Industrial Strength Calor-Mote Organ - O *

File Edit Celors Image Filter Sound Toels Options  Help

New Image Ctrl+M ET
Open Image... Ctrl+0

Refresh From File R

Save Image 5

Save Image As... Ctrl+5

Save Sound As... Shift+5

Recent Files

Exit

[ [0.62 sec. 2000.00Hz -

To extract the hidden data from the sound file, we can use the Audacity:
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& Coagulado - | X
File Edit Select View Trapsport Tracks Generate Effect Analyze Tools Help
I ~alalglala N T
n » 4« » @ [ © =
/ * | 1 0 Audio Setup Share Audic
L ' 1 ' ' ' ] ' ' ' 1 L ' 1 ' ' ' ] ' ' '
,g, R -0d 43 47 38 -30 -24 18 112 £ D o) n -54 -4 -47 -38 -30 -24 18 -12 B [EI
Vv r{.n 1.0 20 3.0 4.0
L L L L L L L L L
x|CuagulaUU hd Coaguladld 2
Mute | Sl | 1.0
Effects |0_5 |
- B ¥
L B R | 0.0 A
Stereo, 22050Hz
32-bit float E g
w
< >
Dlsnap ‘OOhOO 00 Selection [g 0 00m 00,0008y | P[] .
mO00S™ o foontamooooosr
Stopped.
Choose 'Spectrogram':
€ Coagulatd — O *
File Edit Select View Transport Tracks Generate Effect Analyze Tools Help
I Aaaaaa ) v T
n » i« » @ [ o =
f >|< M- D) Audio Setup Share Audio
Q|n 5448423530 26 stz 5[} Q| 544842 36 30 24 -is iz 5 (]
v

MName...

Move Track Up

Move Track Down

Move Track to Top

Move Track to Bottom

Multi-view
Waveform

®  Spectrogram Selection [ogho0mo1.272s> | P |L B b
Spectrogram Settings... OO m O 1 ST & |oohoomo01.2725s7

Make Stereo Track to select or deselect track.

|w Loree] [ IIL
<

Swap Stereo Channels
Split Stereo Track
Split Sterec to Mono

Format b

Rate b
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File System Analysis

Understanding File System Structure in Windows

The file system structure in Windows refers to the organization of files and folders on a hard drive or
other storage device. It is the way in which Windows keeps track of where files are stored and how
they can be accessed. Understanding the file system structure in Windows is important for managing
files and troubleshooting issues.

The file system structure in Windows is based on a hierarchical structure of directories or folders, with
the root directory at the top of the hierarchy. The root directory is represented by a backslash ()
character, and all other directories are organized beneath it in a tree-like structure. Each directory can
contain files and subdirectories, which can themselves contain more files and subdirectories.

The Windows file system uses a drive letter system to identify different storage devices. Each drive
letter represents a different storage device or partition, and each device can have its own file system
structure. For example, the C: drive is typically the main hard drive, while the D: drive might be a CD
or DVD drive, and the E: drive might be a USB flash drive.

The file system structure in Windows uses a number of key concepts and terms, including:

= File - Afile is a collection of data that is stored on a storage device. Files can be documents,
images, videos, or any other type of data.

= Folder - A folder, also known as a directory, is a container for files and other folders. Folders
can be used to organize files and make them easier to find.

= Path - A path is a sequence of directory names that identifies the location of a file or folder
within the file system structure.

=  File extension - A file extension is a series of characters that is added to the end of a file name
to identify its type. For example, .docx is the file extension for Microsoft Word documents.

= Drive - A drive is a storage device that is identified by a drive letter. Windows assigns drive
letters to different storage devices, such as hard drives, CD/DVD drives, and USB drives.

Understanding the file system structure in Windows is important for managing files, troubleshooting

issues, and performing data recovery. It is also important for understanding how Windows stores and
retrieves files, and for working with other software programs that interact with the file system.
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Mastering the Windows Core

NTFS System Files

The New Technology File System (NTFS) is a powerful, versatile, and widely used file system developed
by Microsoft. Introduced in 1993 with the release of Windows NT, NTFS has been the default file system
for Windows operating systems since Windows 2000.

NTFS Overview

Before delving into the specifics of NTFS system files, it is essential to have a basic understanding of
the NTFS architecture. NTFS is a journaling file system that provides improved performance, reliability,
and security compared to its predecessors, FAT and HPFS. Key features of NTFS include:

= Metadata storage

= File and folder permissions
=  File compression

= Disk quotas

=  Sparse file support

= Encrypting File System (EFS)

NTFS System Files

The core functionality of the NTFS file system is facilitated through its system files. These files are
responsible for various aspects of file system management, such as maintaining the file system
structure, managing disk space allocation, and ensuring data integrity. The primary NTFS system files
are:

Master File Table (MFT)
MFT Mirror

Log File

Volume Boot Record (VBR)
Bitmap

Attribute Definitions Table
Security Descriptor Stream
USN Journal

Cluster Allocation Bitmap

WoNOUAWNRE

Master File Table (MFT)

The MFT is the core component of the NTFS file system. It serves as a database containing records for
every file and directory on the volume. Each record contains attributes that describe the file or
directory, such as its name, security descriptors, data extents, and timestamps. The MFT itself is also a
file, which means it can be resized and have its records fragmented if necessary.

MFT Mirror

The MFT Mirror is a backup copy of the first few records of the MFT. It provides redundancy in case
the MFT becomes corrupt or unreadable, allowing the file system to recover essential information
about the volume. The MFT Mirror is typically stored near the middle of the disk to maximize the
chances of successful recovery.

Log File

The Log File is a critical component of NTFS's journaling capabilities. It records all transactions that
modify the file system's metadata, such as file creation, deletion, and modification. In the event of an
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unexpected system shutdown or crash, the Log File is used to replay or undo these transactions,
ensuring the file system's consistency and preventing data loss.

Volume Boot Record (VBR)

The VBR is the first sector of an NTFS volume, containing code and data necessary for booting the
operating system. It includes information about the volume's layout, such as the location of the MFT,
MFT Mirror, and other essential system files.

Bitmap

The Bitmap file is responsible for tracking disk space allocation on the NTFS volume. It contains a map
of all clusters on the volume, with each bit representing a single cluster. A set bit indicates that the
corresponding cluster is in use, while a cleared bit signifies that it is available for allocation.

Attribute Definitions Table

The Attribute Definitions Table stores the definitions of all possible attributes that can be associated
with a file or directory on an NTFS volume. These attributes include standard information, such as file
name and size, as well as more advanced features, like compression and encryption settings.

Security Descriptor Stream

The Security Descriptor Stream is a centralized store for all security descriptors used by the NTFS file
system. It ensures efficient storage and management of security information by storing security
descriptors only once, even if multiple files or directories share the same security settings.

USN Journal

The Update Sequence Number (USN) Journal is a system-managed log file that records all changes to
the file system metadata. It serves as an essential component of the change tracking and auditing
processes in NTFS. The USN Journal allows applications and system components to monitor changes
to the file system efficiently, without the need to constantly scan the entire volume.

Cluster Allocation Bitmap

The Cluster Allocation Bitmap is an optional system file in NTFS that provides a more efficient way to
manage free space on the volume. It maintains a map of contiguous free clusters, allowing the file
system to quickly locate and allocate space for new or expanding files. This feature can help reduce
fragmentation and improve performance.

Interaction of NTFS System Files

Understanding how NTFS system files interact is crucial for a comprehensive view of the NTFS
architecture. The MFT, Bitmap, and Log File work in conjunction to manage the file system's metadata,
while the VBR, MFT Mirror, and Security Descriptor Stream ensure the integrity and security of the file
system. The USN Journal and Cluster Allocation Bitmap offer additional functionality for change
tracking and efficient space management.

NTFS Recovery and Resiliency
NTFS's journaling and redundancy features provide a robust recovery mechanism in the event of
system failures or data corruption. The Log File allows the file system to recover from crashes by
replaying or undoing metadata changes, while the MFT Mirror offers a backup of essential MFT
records. Additionally, the built-in chkdsk utility can repair various file system issues, ensuring that NTFS
remains reliable and resilient.
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Understanding the Master File Table (MFT)

The Master File Table (MFT) is a critical system file that is present on all NTFS file systems. It serves as
a database of sorts for all the files and folders present on the system. The MFT contains detailed
information about each file on the system, including its name, size, attributes, permissions, creation,
and modification dates.

The Role and Importance of the MFT

The MFT plays a crucial role in the functioning of the NTFS file system. It acts as a database of all files
and folders present on the system and allows the operating system to quickly access information about
each file. This information includes the file's name, size, attributes, and permissions.

The MFT also helps to ensure the integrity of the file system. It contains information about each file's
location on the hard drive, which allows the system to quickly locate and access the file. This
information also helps to prevent data loss, as the system can quickly detect any issues with a particular
file and take appropriate action.

Common Issues with the MFT
Despite its critical role in the functioning of the NTFS file system, the MFT can experience issues that
can lead to system errors and data loss. Some of the most common issues with the MFT include:

e Corruption - The MFT can become corrupted or damaged, leading to system errors and data
loss.

e Fragmentation - Fragmentation occurs when the MFT becomes scattered across the hard
drive, making it harder for the system to read and access the information contained within it.
This can lead to slower system performance.

e Size Limitations - The MFT has a fixed size, and if it becomes full, the system may be unable to
create new files or folders.

e Security Issues - The MFT contains sensitive information about each file on the system, making
it a potential target for attackers.

Preventing and Fixing Issues with the MFT

To prevent issues with the MFT, it is essential to regularly maintain the file system. This includes
defragmenting the hard drive, which can help prevent fragmentation of the MFT, and running regular
virus scans to prevent security issues.

In some cases, the MFT may become corrupted or damaged, leading to system errors and data loss. To

fix issues with the MFT, users can run the chkdsk command on the command prompt. The chkdsk
command checks the file system for errors and can help detect and repair issues with the MFT.
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Managing Bad Cluster Files (BadClus)

Bad Cluster Files (BadClus) are a type of system file present on NTFS file systems. BadClus is a record
of bad clusters on the hard drive. A cluster is a group of sectors on the hard drive that the file system
uses to store data. If a sector is damaged or unreadable, the file system marks it as a bad cluster and
avoids using it.

BadClus is an essential component of the NTFS file system, as it helps the file system avoid using bad
sectors, which can result in data loss or corruption. However, if too many bad clusters appear on the
hard drive, it may indicate that the hard drive is failing or about to fail.

Detecting Bad Clusters

Detecting bad clusters is an essential first step in managing BadClus files. Users can detect bad clusters
by running the chkdsk command on the command prompt. The chkdsk command will scan the hard
drive for bad clusters and repair any errors it finds.

Users can also use specialized tools such as Hard Disk Sentinel or CrystalDiskiInfo to detect bad clusters
and monitor the health of the hard drive.

Managing Bad Clusters
If bad clusters are detected, users have several options to manage them and prevent data loss. These
include:

e Backing up Data - If bad clusters are detected, users should immediately back up all critical
data to prevent data loss.

e Repairing Bad Clusters - The chkdsk command can repair bad clusters by moving data from the
bad cluster to a good one. However, this may result in data loss, and users should backup all
critical data before running the command.

e Replacing the Hard Drive - If too many bad clusters are present on the hard drive, it may
indicate that the hard drive is failing or about to fail. In such cases, it is crucial to back up all
critical data and replace the hard drive as soon as possible.

Preventing Bad Clusters
Preventing bad clusters is an essential part of managing BadClus files and ensuring the health of the

hard drive. Some ways to prevent bad clusters include:

e Regular Maintenance - Regular maintenance, such as defragmenting the hard drive and
running virus scans, can help prevent bad clusters from forming.

e Proper Handling - Proper handling of the hard drive, such as avoiding physical shocks or drops,
can prevent damage to the sectors on the hard drive.

e Power Management - Power management settings that prevent sudden power loss can
prevent data corruption and the formation of bad clusters.
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How MFT and BadClus Impact System Performance
Both Master File Table (MFT) and Bad Cluster Files (BadClus) can impact the performance of a
computer system in different ways.

The MFT plays a crucial role in the functioning of the NTFS file system. It acts as a database of all files
and folders present on the system and allows the operating system to quickly access information about
each file. However, several factors can impact the performance of the MFT and, in turn, the system.

®= Fragmentation - Fragmentation occurs when the MFT becomes scattered across the hard
drive, making it harder for the system to read and access the information contained within it.
This can lead to slower system performance.

= Corruption - The MFT can become corrupted or damaged, leading to system errors and data
loss.

= Size Limitations - The MFT has a fixed size, and if it becomes full, the system may be unable to
create new files or folders.

To prevent performance issues with the MFT, regular maintenance such as defragmenting the hard
drive, and running regular virus scans are essential. Additionally, ensuring that the MFT is not
fragmented and is not full can help improve system performance.

BadClus Impact on System Performance

Bad Cluster Files (BadClus) are a type of system file that can impact the performance of a computer
system. BadClus is a record of bad clusters on the hard drive. If too many bad clusters appear on the
hard drive, it may indicate that the hard drive is failing or about to fail. In such cases, it is crucial to
back up all critical data and replace the hard drive as soon as possible.

If bad clusters are detected, the operating system may have to work harder to read and write data,
leading to slower system performance. Additionally, the presence of bad clusters can cause data
corruption and data loss, leading to further performance issues.

To prevent performance issues with BadClus, regular maintenance such as regular backups and power
management is essential. Users should also avoid physical shocks or drops that can damage the sectors
on the hard drive, leading to bad clusters.

Pagefile.sys: Purpose and Configuration

Pagefile.sys is a system file present on Microsoft Windows operating systems that serves as a virtual
memory file. The pagefile.sys file is used by the operating system to temporarily store data when the
system runs out of physical memory (RAM). This temporary storage allows the system to continue
running programs and processes even when the amount of available physical memory is insufficient.

The purpose of Pagefile.sys

The purpose of Pagefile.sys is to provide a backup memory source when the amount of physical
memory (RAM) is not sufficient to run all the programs and processes on the system. When the system
runs out of physical memory, Windows will start using the pagefile.sys to store data temporarily,
swapping data from the RAM to the pagefile.sys and vice versa, as needed.

The pagefile.sys file is a critical component of the system's virtual memory management, and any
issues with this file can impact system performance and stability.
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Configuration of Pagefile.sys

By default, Windows configures the size of the pagefile.sys file automatically based on the amount of
physical memory present on the system. However, users can also configure the size of the pagefile.sys
file manually.

To configure the size of the pagefile.sys file manually, follow these steps:

1. Open the System Properties dialog box by right-clicking on the My Computer or This PC icon
and selecting Properties.

4 Control PanelAll Control Panel ltems\System - O

« v I 3 5 Control Panel » All Control Panel ltems » System v @ Search Control Panel el

Control Panel Home . . .
View basic information about your computer

& Device Manager Windows edition
& Remote settings Windows 10 Pro

il \\/
!; System protection © 2017 Microsoft Corporation. All rights reserved. .. WI n d OWS 1 O

G Advanced systern settings

System
Processon: 11th Gen Intel(R) Core(TM) i9-11900 @ 2.50GHz 2.50 GHz (2 processors)
Installed memory (RAM): 2,00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

Computer name: DESKTOP-OD6 e &hange settings
Full computer name: DESKTOP-0D6 e

See also Computer description:

Security and Maintenance Workgroup: WORKGROUP

2. Inthe System Properties dialog box, select the Advanced tab.

System Properties *

Computer Mame  Hardware Advanced  System Protection  Remote

You must be logged on as an Administrator to make most of these changes.

Performance
Vizual effects, processor scheduling, memory usage, and virtual memary

User Profiles
Desktop settings related to your sign4n

Settings...

Startup and Recovery
System startup, system failure, and debugging information

Settings...

Environment Variables. ..

QK Cancel Apply
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3. Click on the Settings button located under the Performance section.

4. Inthe Performance Options dialog box, select the Advanced tab.

Performance Options X
Visual Effects  Advanced  Data Execution Prevention

Processor scheduling

Choose how to allocate processor resources,

Adjust for best performance of:

@Erograms OBa(kground services

Virtual memory

A paging file is an area on the hard disk that Windows uses as if it
were RAM.

Total paging file size for all drives: 6144 ME

oK Cancel Apply

5. Under the Virtual Memory section, click on the Change button.

6. In the Virtual Memory dialog box, uncheck the option "Automatically manage paging file size
for all drives".

Virtual Memory >

[(JiAutomatically manage paging file size for all drives

Paging file size for each drive

Drive [Volume Label] Paging File Size (MB)
E: [Mew Volume] MNone
Selected drive: e

Space available: 34180 MB

() Custom size:

(®) System managed size
(O No paging file Set

Total paging file size for all drives
Minimum allowed: 16 MB
Recommended: 1151 MB
Currently allocated: 6144 MB

86



ThinkCyber | NX Windows Forensics

7. Select the drive containing the pagefile.sys file that you want to configure.

8. Choose the option "Custom size".

9. Enter the Initial size and Maximum size of the pagefile.sys file. The initial size should be set to
the amount of physical memory present on the system, while the maximum size should be set
to twice the amount of physical memory.

10. Click on the Set button to save the changes.

It is important to note that configuring the size of the pagefile.sys file manually can impact system

performance. Setting the size of the pagefile.sys file too small can result in system crashes and errors,
while setting the size too large can lead to slower system performance.
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Introduction to Dynamic Link Libraries (DLLs)

Dynamic Link Libraries (DLLs) are a type of system file that plays a crucial role in the functioning of
Microsoft Windows operating systems. DLLs are collections of functions and routines that can be
shared across multiple applications, allowing the system to use resources more efficiently and reducing
the overall size of the system.

Purpose of DLLs

The primary purpose of DLLs is to allow multiple applications to share common resources and
functionality. Instead of including these resources and functionality in each application, DLLs allow the
system to store these resources in a central location that can be accessed by multiple applications.

This approach offers several benefits, including:

1. Reduced Size - By storing resources and functionality in a central location, DLLs can reduce the
size of the applications that use them.

2. Improved Performance - DLLs can improve system performance by allowing the system to
share resources and functionality across multiple applications.

3. Easier Maintenance - DLLs can simplify maintenance by allowing the system to update
resources and functionality in one central location, rather than in each individual application.

Common Issues with DLLs
While DLLs offer many benefits, they can also present challenges for system administrators and users.
Some of the most common issues with DLLs include:

1. DLL Conflicts - DLL conflicts can occur when two or more applications try to use the same DLL
file at the same time. This can result in system errors and crashes.

2. DLL Missing or Corrupted - If a DLL file is missing or corrupted, it can result in system errors
and crashes.

3. Version Incompatibilities - DLLs are often updated with new versions that may not be
compatible with older versions of an application. This can result in system errors and crashes.

4. Security Issues - DLLs can present security risks, as they can be targeted by attackers to exploit
vulnerabilities in the system.

Managing DLLs

To manage DLLs and prevent issues, users should regularly update and maintain their system. This
includes running regular virus scans, updating applications and drivers, and ensuring that all required
DLL files are present and up to date.

In some cases, users may need to replace or repair DLL files that are missing or corrupted. This can be

done using tools such as the System File Checker (SFC) or by reinstalling the application that uses the
DLL file.

88



ThinkCyber | NX Windows Forensics

Common DLLs
Two of the most common Dynamic Link Libraries (DLLs) in Microsoft Windows operating systems are
user32.dll and kernel32.dll.
user32.dll
user32.dll is a system DLL that is responsible for managing the graphical user interface (GUI) of
Windows operating systems. This DLL contains functions and routines that allow applications to create
and manage windows, dialogs, and controls, as well as handle user input, such as mouse and keyboard
events.
Some of the most common functions contained in user32.dll include:

e CreateWindow - Creates a new window or dialog box.

e SendMessage - Sends a message to a window or control.

o SetWindowText - Sets the text of a window or control.

e  GetCursorPos - Retrieves the position of the mouse cursor.

e MessageBox - Displays a message box to the user.

e EnumWindows - Enumerates all top-level windows in the system.
kernel32.dll
kernel32.dll is a system DLL that contains functions and routines that are essential to the functioning
of Windows operating systems. This DLL is responsible for managing system resources, such as
memory, processes, and threads, as well as providing access to system services and functions.
Some of the most common functions contained in kernel32.dll include:

o CreateProcess - Creates a new process.

e LoadLibrary - Loads a DLL file into memory.

e GetProcAddress - Retrieves the address of a function in a DLL file.

e Sleep - Suspends the execution of a thread for a specified amount of time.

e ExitProcess - Terminates the current process.

e  GetSysteminfo - Retrieves information about the system hardware and operating system.
System Libraries
In addition to user32.dll and kernel32.dll, there are several other important system libraries that are

essential to the functioning of Microsoft Windows operating systems. These include gdi32.dll,
advapi32.dll, and shell32.dlI.
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gdi32.dil
gdi32.dll is a system library that is responsible for managing graphics and fonts in Microsoft Windows
operating systems. This DLL contains functions and routines that allow applications to draw and
manipulate graphics on the screen, as well as manage fonts and printer drivers.
Some of the most common functions contained in gdi32.dll include:

o CreateDC - Creates a device context for a specified device.

e CreateFont - Creates a new font.

e TextOut - Displays text on the screen or in a window.

o GetTextExtentPoint32 - Retrieves the size of a block of text.

e  BitBIt - Copies a block of pixels from one location to another.
advapi32.dil
advapi32.dll is a system library that is responsible for managing security and system services in
Microsoft Windows operating systems. This DLL contains functions and routines that allow applications
to access system security features, such as authentication and encryption, as well as manage system
services and processes.
Some of the most common functions contained in advapi32.dll include:

e LogonUser - Authenticates a user and creates a security token for the user.

o CryptEncrypt - Encrypts data using a cryptographic algorithm.

e RegCreateKeyEx - Creates a new registry key.

e CreateService - Creates a new system service.

e StartService - Starts a system service.
shell32.dll
shell32.dllis a system library that is responsible for managing the Windows shell, which is the graphical
user interface (GUI) of the operating system. This DLL contains functions and routines that allow
applications to interact with the shell, as well as manage files and folders.
Some of the most common functions contained in shell32.dll include:

e SHGetFolderPath - Retrieves the path of a special folder in the system.

e ShellExecuteEx - Launches an application or opens a file.

e SHFileOperation - Performs file and folder operations, such as copying or deleting files.

e SHGetFilelnfo - Retrieves information about a file, such as its icon or type.
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The Boot Process: An Overview

The boot process is the sequence of steps that a computer system goes through to start up and load
the operating system into memory. The boot process is a critical component of the computer system,
and any issues with this process can result in system errors or failure to start up.

The Boot Process Stages

1. Power On Self Test (POST) - When a computer system is turned on, the BIOS (Basic
Input/Output System) initiates a Power On Self Test (POST). The POST checks the hardware
components of the system, including the CPU, memory, hard drive, and other peripheral
devices. The results of the POST are displayed on the screen, and any errors detected are
reported.

2. Boot Loader - After the POST completes successfully, the BIOS looks for a boot loader on the
hard drive. The boot loader is responsible for loading the operating system into memory. The
boot loader may be located in the Master Boot Record (MBR) or on a separate partition on the
hard drive.

3. Kernel Initialization - Once the boot loader has loaded the operating system into memory, the
kernel is initialized. The kernel is the core component of the operating system and is
responsible for managing system resources, such as memory and processes.

4. System Initialization - After the kernel is initialized, the operating system begins the process of
initializing system services and drivers. This includes loading device drivers, network services,
and other system services that are required for the functioning of the system.

5. User Login - After system initialization is complete, the user login screen is displayed. The user
enters their login credentials, and the operating system verifies the user's identity and loads
the user's profile.

6. Desktop Initialization - Once the user is logged in, the operating system initializes the desktop
environment and other user interface elements, such as icons and menus.

Role of Key System Files

Several key system files are involved in the boot process, including:

1. BIOS - The BIOS is responsible for initializing the hardware components of the system and
performing the POST.

2. Boot Loader - The boot loader is responsible for loading the operating system into memory.

3. Kernel - The kernel is the core component of the operating system and is responsible for
managing system resources.

4. Registry - The registry is a database that contains configuration settings and other system
information.

5. System Files - Several system files, such as ntoskrnl.exe and hal.dll, are essential to the
functioning of the operating system and are loaded during the boot process.
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Understanding Bootmgr.exe

Bootmgr.exe, short for "Boot Manager," is a crucial component of the Windows operating system. It is
responsible for managing the boot process when the computer is turned on. This file was introduced
with Windows Vista and is used in subsequent Windows versions such as Windows 7, 8, 8.1, and 10.

When the computer is powered on, the BIOS (Basic Input/Output System) or UEFI (Unified Extensible
Firmware Interface) initializes the hardware and starts the boot process. The boot process includes
searching for a bootable device, such as a hard drive or a USB drive, and loading the necessary files to
start the operating system. Bootmgr.exe is one of these essential files.

Bootmgr.exe has the following key functions:

= Loading the Boot Configuration Data (BCD): BCD is a firmware-independent database that
contains the boot-time configuration data. Bootmgr.exe reads this data to determine the
operating system's location and how to load it.

= Displaying the boot menu: If there are multiple operating systems installed on the computer,
Bootmgr.exe displays a boot menu, allowing the user to choose which operating system to
load.

= |nitiating the Windows Loader: After determining the operating system to load, Bootmgr.exe
hands over control to the Windows Loader (Winload.exe) or Windows Resume Loader
(Winresume.exe) to continue the boot process.

If Bootmgr.exe is missing or corrupted, the computer may fail to start and display an error message
such as "BOOTMGR is missing" or "BOOTMGR is compressed." In such cases, users can attempt to fix
the issue using various methods like Startup Repair, rebuilding the BCD, or using the System Recovery
Options from a Windows installation media.
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System Analysis using FTK Imager
FTK Imager is a powerful digital forensics tool that allows users to create forensic images, mount
images, and extract data from a wide range of media and file systems.

Installing FTK Imager
Download the FTK Imager installer from the AccessData website and run it.
https://accessdata.com

Creating a Forensic Image
1. Launch FTK Imager by double-clicking the icon on your desktop or searching for it in the Start

menu.
[l AccessData FTK Imager 4.5.0.3 - [m} X
File View Mode Help
L m B wEle .
Evidence Tree * HFiIa List b
Mame Size Type Date Modified
Custorn Content Sources *
Evidence:File System|Path|File Options
< >
MNew| Edit Remove Remove Al Create Image
Properties |—-:- aluelnter.. Custom Conte...
For User Guide, press F1 A

2. Click on "File" in the menu bar and select "Create Disk Image".

[l AccessData FTK Imager 4.5.03 - O x
File | View Mode Help
£ Add Evidence ltem... m @ E 9.
8§ Add All Attached Devices a |Fi|e List ><
& Image Mounting. Narne Size Type Date Modified
Remove Evidence ltem
Rernove All Evidence ltems
Create Disk Image...
[B Exgort Disk Image...
Export Logical Image (AD1)...
Add to Custom Centent Image (AD1)
Create Custom Content Image (AD1)...
Decrypt AD1 image..
Verify Drive/Image... a
mm  Capture Memory...
Obtain Protected Files..,
Detect EFS Encryption
Export Files...
Export File Hash List...
Export Directory Listing... 5
Properties Hex Value Inte Custom Conte...
For User Guide, press F1 ,—"—"—l A
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3. Choose the type of source you wish to image (e.g., Physical Drive, Logical Drive, or Contents of a
Folder).

Select Source *

Please Select the Source Evidence Type
®f
() Logical Drive
(O Image File

(O Conterts of a Folder
(logical filedevel analysis only; excludes deleted, unallocated, etc.)

(O Femica Device (multiple CD/DVD)

< Back Mext > Cancel Help

4. Select the source drive or folder you want to create an image of.

Select Drive *

Source Drive Selection

Please select from the following available drives:

SWAPHYSICALDRIVED - VMware Vitual NVMe Disk [128GB 5C< ~

< Back Cancel Help

5. Click "Finished" to proceed to the "Image Destination" window.

Create Image *

Image Source

| A\ \PHYSICALDRIVED

Image Destination(s)

Add Overflow Location

Verify images after they are created [ precalculate Progress Statistics
[ create directory listings of all files in the image after they are created

Start Cancel
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6. Choose the destination folder for the image and select the desired image format (e.g., EO1,
Raw/dd, or AFF).

Select Image Type X

Please Select the Destination Image Type

(O SMART
Oen1
O aFF

< Back Cancel Help

7. Enter a unique case number, evidence number, and description for the image.

Select Image Destination *

Image Destination Folder

| C:\Wsers\Malware \Desktop\Dump Browse

Image Filename (Exduding Extension)

| Disk_Dump |

Image Fragment Size (MB) 1500
For Raw, E01, and AFF formats: 0 = do not fragment

Compression (0=Mone, 1=Fastest, .., 9=Smallest) 0 =

Use AD Encryption |:|

8. Click "Finish" to start the imaging process.
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Mounting a Forensic Image
1. In FTK Image, select "Mount Image" from the drop-down menu.

[l AccessData FTK Imager 4.5.0.3 - m] X
File | View Mode Help
£y Add Evidence ltem... - e .

< | it List x
% Image Mounting... Narne Size Type Date Modified

Remove Evidence Item
Remove All Evidence ltems
Create Disk Image...
Export Disk Image...
Export Logical Image (AD1)...
Add to Custom Content Image (AD1)
Create Custom Content Image (AD1)..,
Decrypt AD1 image...

Verify Drive/lmage...

=]

™®  Capture Memory...
@ Obtain Protected Files...
Detect EFS Encryption

Export Files...
Export File Hash List...
Export Directory Listing...

Exit

Properties | Hex Value Inte Custom Conte...
For User Guide, press F1 A

2. Click "..." to locate the forensic image you want to mount.

Meunt Image Te Drive *

Add Image
Image File:

C:\Users\Malware \Desktop'\finder.dd | m

Mount Type: | Physical & Logical it
Drive Letter: | Mext Available (F:) ~
Maount Methed: | 5ok Device [ Read Only ~

Write Cache Folder:
C:\Users\Malware\Desktop

Mount
Mapped Image List
Mapped Images:
Drive Method Partition Image
£ >
Unmount
Close
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Choose the desired mount options, such as read-only or write access.

Windows Forensics

Click "Mount" and note the assigned drive letter.

Mount Image To Drive

Add Image

Image File:

C:\Users\Malware\Desktop \finder.dd

Mount Type: | Physical & Logical
Drive Letter: | Next Available (G:)
Mount Method: | gjock Device / Read Only

Write Cache Folder:

C:\Users\Malware\Desktop

Mapped Image List
Mapped Images:

Drive Method Partition Image
PhysicalDrive 1 Block Device/Read ...  Image C:\Users\Malware\Desktop\finder.dd
F: Block DevicefRead ...  JPEG-SRCH [NTF5]  C:\Users\Malware\Desktoplfinder.dd
< >
Unmount
Cloze

Open File Explorer and navigate to the mounted image using the assigned drive letter.

=1 Drive Tools ~ F\
Home Share View Manage
< “ 4 wm » ThisPC » JPEG-SRCH (F:) »
~ MName -

3 Quick access

alloc
[ Deskiop - .
archive
‘ Downloads b dell
|5 Documents -+ del2
&=/ Pictures b invalid
I This PC mise
T RECYCLER
3D Object:
2 Jeets System Volume Information
[ Desktop
“=| Documents w
8items

Date modified Type

6/10/2004 6:27 AM  File folder
6/10/2004 & File folder
6/10/2004 & File folder
6,/10/2004 &: File folder
6/1 File folder
6/10/2004 6:29 AM  File folder

6/10/2004 & M File folder

6/10/2004 6:40 AM

File folder

v 0

Size

Search JPEG-SRCH (F:)

97




ThinkCyber | NX

Extracting Data from a Forensic Image

Windows Forensics

1. In FTK Imager, click "File" and select "Add Evidence Item".

H AccessData FTK Imager 4.5.0.3
File | View Mode Help

£ Add Evidence ltem..,
£ Add Al Attached Devices
% Image Mounting...
Remove Evidence ltem
Remove All Evidence [tems
Lreate Disk Image...
Export Disk Image...
Export Logical Image (AD1)...

Add to Custom Content Image (AD1)

Decrypt AD1 image...
Verify Drive/Image...

wm Capture Memaory...

@ Obtain Protected Files...
Detect EFS Encryption
Export Files...

Export File Hash List...
Export Directory Listing...
Exit

Create Custom Content Image (AD1)...

m @ E oA
| |File List
Mame Size Type Date Modified
o
>

For User Guide, press F1

Custom Conte...

2. Choose "Image File" and click "Next".

Select Source

() Physical Drive
(O Logical Drive

®in ‘
() Contents of a Folder

Please Select the Source Evidence Type

< Back Next >

Cancel

(logical filedevel analysis only; excludes deleted, unallocated, etc.)

Browse to the forensic image file you want to extract data from and click "Open".
Expand the image file in the "Evidence Tree" to explore its contents.
Locate the desired file or folder you want to extract.

Right-click the selected item and choose "Export Files" or "Export Folder".
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E] AccessData FTK Imager 4.5.0.3

Eile View Mode Help

aGsoa dUEs m® OB [ e

|Evidence Tree »® | File List
E- finder.dd ~  Mame Size Type Date Modified
=T JPEG-SRCH [NTFS] o )
) forphan] file10.tar.gz 203 Regular File 6/10/2004 7:18:54 AM
=) foot]

Export Files... i Regular File B/1 6:42 AM
O &p _
Reqular File 6/10/2004 7:17:46 AM

ke $BadClus [7] filed.b
{3 $Extend Export File Hash List...

L': $5ecure 4, Add to Custom Content Image (AD1)

I invalid
e v
Custom Content Sources ®
Evidence:File System|Path|Fie Options
Mame Type Compresse.. Pass..  Size Ratio  Date modif...
D
< > fileBjpg  random8.dat

MNew | Edit Remove Remove Al Create Image

e lnter.. Custom Conte...
For User Guide, press Fl A

Prope

7. Choose the destination folder for the extracted data and click "OK".
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MFT Analysis

The Master File Table (MFT) is a critical component of the NTFS file system, as it contains information
about every file and directory on the volume. Analyzing the MFT can reveal important data about file
activities, including deleted files, timestamps, and ownership. Mftdump is a command-line tool that
can extract and parse MFT data, making it an invaluable resource for digital forensics investigations.

Extracting MFT from a Forensic Image

Before analyzing the MFT with Mftdump, you must first extract it from the forensic image. You can use
FTK Imager for this task.

1. Open FTK Imager and click "File" in the menu bar.

2. Select "Add Evidence Item" and choose "Image File".

3. Browse to the forensic image file and click "Open".

4. Inthe "Evidence Tree," locate the partition containing the MFT.
5. Expand the partition and navigate to the "SMFT" file.

6. Right-click the "SMFT" file and select "Export Files".

[Fdl AccessData FTK Imager 4.5.0.3 — [m| X
File  View Mode Help
o R = I = ) B OB [HERT

b

File List 5

Evidence Tree

(=1 finder dd A Mame Size Type Date Modified 2
=T JPEG-SRCH [NTFS] e
23 [orphan] System Volume Information 1 Directory 6/10/2004 3:40:58 AM
E@ [roct] | | SattrDef 3 RegularFile 6,/10/2004 3:22:22 AM
i\ ~T# $BadClus | | SBadClus 0 Regular File 6/10/2004 3:22:22 AM
) $Edend | | SBitmap 3 RegularFile 6,/10/2004 3:22:22 AM
E-% 5"5““@ [ 5800t 8 Regular File 6/10/2004 3:22:22 AM
-7 alloe o o
-0 archive [ 18130 4 NTFS Index All..  6/10/2004 3:5%:10 AM
i) del 2,042 Regular File 6/10/2004 3:22:22 AM
{7 del2 Regular File 6/10/2004 3:22:22 AM
LD invald |1 Export files.. 2 File Slack
| E-D misc Export File Hash List... 4 Regular File £/10/2004 3:22:22 AM
= =] =/ ol W = =]
< > | ] 85ecure| 4z Add to Custom Content Image (AD1) 1 Regular File 6/10/2004 3:22:22 AM
Properties v | | SUpCase 128 Regular File 6,/10/2004 3:22:22 AM
| | $Volume 0 Regular File 6/10/2004 3:22:22 AM v

0000 |46 4% 4C 45 30 00 03 00-A7 06 11 00 00 00 00 OO |FILEQ---§ 3
A (| 00l0|0L 00 01 00 38 00 O1 00-93 01 00 OO OO0 04 00
0020 |00 00 00 00 00 OO OO0 00-06 00 00 OO0 0O OO OO0

Name 0030 |0B 00 00 00 OO OO0 0O 00-10 00 00 00 &0 00 00
File Class Q040|000 00 18 00 OO0 OO0 0O 00-43 00 00 Q0 15 OO0 00
Eilo Cime ¥ ||00s0|s0 A2 BA 24 SR 4E C4 01-50 A2 BA 24 93 4E C4

Q0060 |50 A2 BA 24 SR 4E C4 01-50 AZ BRL 24 94 4E 4
Qo70|0& 00 00 00 00 00 QO Q0-00 0O 0O QO OO0 OO0 00
0020|00 00 00 00 00 Ol 00 00-00 00 00 Q0 00 OO0 00

Properties Cursor pos = 0; dus = 6699; log sec = 6699

For User Guide, press F1

7. Choose a destination folder for the extracted MFT and click "OK".
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Analyzing the MFT with Mftdump

Open a Command Prompt or PowerShell window.

Navigate to the folder where you saved the mftdump executable by typing cd [path_to_folder] and
pressing Enter.

BN C\Windows\System32\cmd.exe — O W

C:\Users\Malware\Desktop\mftdump>dir /a
Volume in drive C has no label.
Volume Serial Number is C8DE-B74F

Directory of C

PM .-

AM 248 $MFT

PM 09,440 mftdump.exe

AM 79 MFTDump FAQ.pdf

PM 9,9 \FTDump_Quick-Start.v.1.3.0.pdf
4 File(s) 845,817 bytes

Enter the following command to run Mftdump and analyze the extracted MFT:

BN C:\Windows\System32\cmd.exe — O W

C:\Users\Malware\Desktop\mftdump>mftdump.exe $MFT /o mft.txt
$MFT file is 53,248 by .
fFi contains 5 ords.
Complete)

Output filename is mft.txt

C:\Users\Malware\Desktop\mftdump>

Wait for the analysis to complete. Mftdump will generate an output file containing the parsed MFT
data in the specified format.

Reviewing the MFT Analysis Results

1.

Open the output file generated by Mftdump using a suitable application, such as Microsoft Excel
for CSV files or a text editor for JSON and XML files.

Review the parsed MFT data, paying attention to key attributes, such as file names, timestamps,
file sizes, and attributes.

Look for signs of deleted files, which may appear with a "$" or "Deleted" label.

Analyze the MFT entries to identify patterns or anomalies that may indicate malicious activity, data
exfiltration, or unauthorized access.
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File System Metadata Analysis Techniques

File system metadata is data about a file that is stored in the file system, but not within the file itself.
It includes information such as the file nhame, creation date, modification date, file size, and file
attributes. Metadata analysis is the process of extracting and analyzing this information to gain insights
into the files on a storage device. Here are some common techniques used in file system metadata
analysis:

e File system analysis - File system analysis involves examining the data structures and metadata
associated with files on a storage device. This can be done using specialized software tools that
can extract file system metadata and organize it in a way that is easy to understand.

e Timestamp analysis - Timestamp analysis involves examining the dates and times associated
with file system metadata to identify patterns or anomalies. This can be used to determine
when a file was created, modified, or accessed, and can be useful in forensic investigations.

o File type analysis - File type analysis involves examining the file extensions and other attributes
associated with files to identify their type. This can be used to determine the type of data that
is stored within a file, which can be useful in identifying files that are relevant to a particular
investigation.

e Keyword search - Keyword search involves searching for specific keywords or phrases within
file system metadata. This can be useful in identifying files that are relevant to a particular
investigation or that contain sensitive information.

e Hash analysis - Hash analysis involves using cryptographic hashes to identify and compare files
based on their content. This can be useful in identifying duplicate files or in detecting files that
have been altered.

e Data carving - Data carving involves searching for specific file types or patterns within the raw

data on a storage device. This can be useful in recovering files that have been deleted or that
are otherwise hidden on the device.
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Recovering Deleted Files from the Windows File System

When a file is deleted in Windows, it is not immediately removed from the hard drive. Instead, the file
is marked as deleted in the file system, and the space it occupies on the hard drive is marked as
available for reuse. This means that the file can potentially be recovered, as long as it has not been
overwritten by new data. Here are some techniques for recovering deleted files from the Windows file
system:

e Recycle Bin - The Recycle Bin is a special folder on the desktop that contains deleted files. Files that
are deleted from the file system are moved to the Recycle Bin, where they can be easily restored.
To recover a file from the Recycle Bin, simply open the Recycle Bin and select the file you want to
restore, then click the "Restore" button.

m AccessData FTK Imager 4.5.0.3 - m} X
Eile View Mode Help
agscag @ Bs mo BB [RER T
E $BadClus *  Name Size  Type Date Modified
- SExtend
E SSecure desktop.ini 1 RegularFile 6/10/2004 3:59:10 AM
{3 alloe 1 RegularFile 6/10/2004 3:5%:31 AM
) archive
23 dell
) del2
A7) invalid
@ misc
) RECYCLER
i -3 5-15-21-1757981266-484763069-
{3 System Volume Information v
< >
Properties X
=24
Cl 00/05 00 00 00 00 00 00 00-00 00 00 00 20 03 00 00| cccrvrernemn -
MName 10|00 00 00 00 S
File Class hd
Properties Cursor pos =0
For User Guide, press F1

e File Recovery Software - There are several software tools available that can be used to recover
deleted files from the Windows file system. These tools use a variety of techniques to scan the
hard drive and identify deleted files that can be recovered. Some popular file recovery software
tools include Recuva, EaseUS Data Recovery Wizard, and MiniTool Power Data Recovery.

& Recuva - O X

Select the files you want to Recover by ticking the boxes and then pressing Recover.
For the best results, restore the files to a different drive.

Switch to advanced mode

Filename

@ PF_logo.png
@ Recuva_Logo_T2px.png

@ lang-1031.dll
@ lang-1041.d1l
@ lang-1043.dIl
@ lang-1053.dIl
@ lang-1044.dll
@ lang-1040.dII
@ lang-1043.d1l
@ lang-1036.dIl
& lang-1034.dIl
& lann-1045.411

~JOooooooo”OoOod® O

Path

C:\Users\Malware\AppData\Local\ Temp\nsp&493.tm...
C\Users\Mahware\AppData'Local\ Temp\nsp3493.tm...

[ }RC_Computer.png Al

s\Malware\AppData'Local\ Temp\nsp8493.tm...
ChUsers\Malware\AppData\Local\Temp\nsp8483.tm...
C\Users\Malware\AppData\Local\ Temp\nsp8493.tm...
Ci\Users\Malware\AppData\Local\ Temp\nsp2493.tm...
Ci\Users\Mahware\ AppData\Local\ Tempinsp2493.tm...
C:\Users\Malware\AppData'Local\ Temp\nsp8493.tm...
C\Users\Malware\AppData'Local\Temp\nsp8483.tm...
Ci\Users\Malware\AppData\Local\ Temp\nsp8493.tm...
Ci\Users\Malware\AppData\Local\ Temp\nsp2433.tm...
C\Users\Mahware\ AppData\Local\ Tempinsp2433.tm...
CAllzers\Malware\ AnnData\l ncal Temninenfd93.tm..

Last Modi *
6/15/2022
6/15/2022
6/15/2022
6/13/2022
6/15/2022
6/15/2022
6/15/2022
6/15/2022
6/15/2022
6/15/2022
6/15/2022
f/15/2027 ¥
>

Found 365 file(s) in 2 minutes 13 seconds.

Online Help

Recover...

Check for updates...
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e Shadow Copies - Shadow Copies is a feature in Windows that creates snapshots of the file system
at regular intervals. These snapshots can be used to recover deleted files or previous versions of
files. To access Shadow Copies, right-click on the file or folder that you want to recover and select
"Properties," then click on the "Previous Versions" tab.

_| ShadowCopyView - [m} X
File Edit View QOptions Help
tSE LR G=FE A
Snapshot Mame Explorer Path Volume Path Volume Name Originating Machi... Service M.
@ A D ddiskVo ocalho 4 4.4 o 82093bd D P-OD6 D p
< >
[y
Filename Modified Time Created Time Entry Modified Time File Size  Attributes File Extension &
SRecycle.Bin 4/24/2023 1:35:71 .. 9/29/2017 4:46:33 .. 4/24/2023 1:3%:11 ... HSD Bin
Documents and Settings 11/28/2017 5:46:74...  11/28/2017 2:46:14... 472472023 1:34:49 .. H5DI
MSOCache 1/21/202312:39:56...  1/21/2023 12:3%:56...  1/21/2023 12:40:14... RHDI
Perflogs 12/3/2017 7:50:28 ... 9/29/2017 446:33 .. 8/12/2022 2:02:36 ... D
Program Files 472972023 3:4212 ... 9/29/2017 446:33 ... 4/29/2023 5:42:12 .. RD
Program Files (x86) 41972023 2:3%:24 ... 9/29/2017 446:33 ... 4/19/2023 2:3%:24 ... RD
ProgramData 4/25/2023 5:42:18 ... 9/29/2017 446:33 ... 4/29/2023 5:42:18 .. HD
Puthond? 12142023 1:47:40 142142022 1:47:37 1/2142002 1:47:40 n ©
1item(s), 1 Selected NirSoft Freeware. http:iwww.nirsoft.net

Accessing Shadow Copies using NirSoft tool: ShadowCopyView.

e Carving - Carving is another method that can be used to recover data from a Windows file system.
This technique involves searching the hard drive for file fragments that may still exist even after
the file has been deleted. Carving is useful when the file system metadata has been damaged or
overwritten, making it impossible to recover deleted files using traditional file recovery
techniques.

It is important to note that recovering deleted files from the Windows file system is not always
guaranteed, and that the success of these techniques depends on a number of factors, such as how
long ago the file was deleted and whether new data has been written to the space occupied by the
file. It is also important to use these techniques responsibly and in accordance with legal and ethical
guidelines.
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Understanding and Using MSCONFIG

MSCONFIG, also known as the System Configuration utility, is a built-in Windows tool that allows you
to manage various settings related to your computer's startup process, services, and performance.

Accessing MSCONFIG
To access MSCONFIG, follow these steps:

1.

2. Type "msconfig" in the text field and press Enter.

=7 Typethe name of a program, folder, document, or Internet
= resource, and Windows will open it for you.

Open: | msconfig|

Cancel Browse...

3. The System Configuration window should now be open.

Windows Forensics

Press the Windows key + R on your keyboard to open the Run dialog box.

EX System Configuration

General Boot  Services Startup  Tools

Startup selection
() Normal startup

Load &ll device drivers and services
() Diagnostic startup

Load basic devices and services only

IE Load system services
Load startup items

Use original boot configuration

Cancel

Help

Navigating the MSCONFIG Tabs

MSCONFIG has five tabs: General, Boot, Services, Startup, and Tools. We will discuss each tab and its
features below.

1. General Tab

The General tab lets you choose the type of startup process for your computer. There are three options:

Normal startup: Loads all device drivers and services, along with the programs specified in the

Startup tab.

Diagnostic startup: Loads only basic devices and services, useful for troubleshooting.
Selective startup: Allows you to manually select which services and startup items to load.
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B3 system Configuration X

General Boot  Services Startup  Tools

Startup selection
() Mormal startup

Load all device drivers and services
() Diagnostic startup

Load basic devices and services only

IE‘ Load system services
Load startup items

Use original boot configuration

Cancel Apply Help

For most users, the Normal startup option is recommended.

2. Boot Tab

The Boot tab shows a list of installed operating systems and allows you to modify boot settings. It is

generally not necessary to make changes in this tab. If you have multiple operating systems installed,
you can choose the default one from the list.

B 5ystem Configuration *

General Boot  Services Startup  Tools

Windows 10 (C:\Windows) : Current O5; Default 05

Advanced options... Set as default Delete
Boot options Timeout:

[ safe boat e GUI boot @ seconds
Minimal [JBoatlog
Alternate shell []Base video
Active Directory repair [1 05 boot information [IMake all boot settings

permanent

MNetwork

Cancel Apply Help

106



ThinkCyber | NX Windows Forensics

3. Services Tab

The Services tab displays a list of all the services running on your computer. Services are background
processes that help your system function. Some services are essential, while others may not be
required for normal operation.

System Cenfiguration *

General Boot  SErvices Startup  Tools

Service Manufacturer Status Date Disabled 2
AllJoyn Router Service Microsoft Corporation

Application Layer Gateway Service Microsoft Corporation Stopped

Application Identity Microsoft Corporation Stopped

Application Management Microsoft Corporation Stopped

App Readiness Microsoft Corporation Stopped

AppX Deployment Service (AppX... Microsoft Corporation Stopped

AssignedAccessManager Service  Microsoft Corporation Stopped

Windows Audio Endpoint Builder Microsoft Corporation Running

Windows Audio Microsoft Corporation Running

ActiveX Installer (AxInstsv) Microsoft Corporation Stopped

BitLocker Drive Encryption Service  Microsoft Corporation Stopped

[+ Base Filtering Enaine Microsoft Corooration Running ~

Mote that some secure Microsoft services may not be disabled. Enable 2l Disabie 2l

[JHide all Microsoft services

Cancel Apply Help

It's best to leave the services settings as they are, unless you're troubleshooting a specific issue with
the help of a technician or online guide.

4. Startup Tab

The Startup tab lists the programs that automatically run when your computer starts. This tab can help
improve system performance by disabling unnecessary startup programs. To disable a startup program,
simply uncheck the box next to the program's name. Make sure not to disable essential programs, such
as antivirus software.

17l Task Manager - O X
File Options  View
Processes Performance App history Statup  Users Details Services
MName - Publisher Status Startup impact
'E_ Wondershare Studic Wondershare Enabled Medium
Ea Windows Defender notificati.. Microsoft Corporation Disabled Mone
{4 VMware Tools Core Service WMware, Inc. Enabled High
™ NordVPN TEFINCOM 5.A, Enabled High
[y Microsoft Edge Update Microsoft Corporation Disabled Mone
Java Update Scheduler Oracle Corporation Disabled Mone
@& Internet Download Manager...  Tonec Inc. Enabled Medium
g moren.exe Enabled Medium
Fewer details Disable
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5. Tools Tab

The Tools tab provides a list of various system tools and utilities, such as Event Viewer, System
Information, and Disk Defragmenter. This tab can be helpful for accessing various tools without having
to search for them manually.

System Configuration *

General Boot  Services Startup Tools

Tool Mame Description al
About Windows Display Windows version information.
Change UAC Settings Change User Account Control settings.
Security and Maintenance Open Security and Maintenance.,
Windows Troubleshooting Troubleshoot preblems with your computer.
Computer Management View and configure system settings and components.
System Information View advanced information about hardware and software settings.
Event Viewer View monitoring and troubleshooting messages.
Programs Launch, add or remove programs and Windows components.
Swatem Pronerties View hasic infarmation ahout voor comnoter svstem settinns. ~?
£ >
Selected command:
C:\Windows\system32\winver.exe
Launch

Corcel | [ [ e

Applying Changes and Restarting

After making any changes in MSCONFIG, click the "Apply" button and then "OK." You will be prompted
to restart your computer for the changes to take effect. You can choose to restart immediately or do it
later.
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Windows Artifacts

File system artifacts are digital remnants left on a computer's storage device by the operating system
and applications. These artifacts can provide valuable information for digital forensics investigations,
including information about user activity, system configuration, and potential security breaches. In
Windows, there are several file system artifacts that digital forensics investigators commonly analyze.
Here are some examples:

= Prefetch files - Prefetch files are used by Windows to speed up the launch time of frequently
used applications. These files contain information about the applications that were launched,
including the date and time they were last accessed.

= Recent files - Windows maintains a list of recently opened files, which can provide valuable
information about user activity. This list can be accessed through the Recent Items folder.

= Jump lists - Jump lists are lists of recently accessed files and frequently used commands that
are associated with a specific application. These lists can be accessed by right-clicking on an
application icon in the Windows taskbar.

= Registry - The Windows registry contains information about system settings, user preferences,
and installed applications. The registry can be analyzed to determine when certain applications
were last accessed, which user accounts were logged in, and other system information.

= Eventlogs - Windows generates event logs that contain information about system events, such
as application crashes, security events, and user logins. These logs can be analyzed to
reconstruct events that occurred on the system.

= Volume shadow copies - Volume shadow copies are snapshots of the file system that can be
used to recover deleted or modified files. These copies can be accessed through the Windows
Disk Management tool or the vssadmin command.

By analyzing these file system artifacts, digital forensics investigators can reconstruct events that
occurred on a system, identify potential security breaches, and provide evidence in legal and
investigative proceedings. It is important to use these techniques and tools responsibly and in
accordance with legal and ethical guidelines.
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Registry Artifacts in Windows

The Windows Registry is a hierarchical database that stores configuration settings and other system
information for the Windows operating system and applications. Digital forensics investigators
commonly analyze the Registry to identify artifacts that can provide valuable information for
investigations. Here are some examples of Registry artifacts in Windows:

= User account information - The Registry contains information about user accounts, including
account names, passwords, and login times. This information can be found in the SAM
(Security Accounts Manager) key.

= Recent documents - The Registry contains information about recently opened documents,
including the document name, path, and file type. This information can be found in the
RecentDocs key.

= USB device information - The Registry contains information about USB devices that have been
connected to the system, including the device name, serial number, and connection time. This
information can be found in the MountedDevices key.

= Network information - The Registry contains information about network connections and
configurations, including IP addresses, domain names, and network share information. This
information can be found in the Network key.

= Application settings - The Registry contains settings and preferences for many applications,
including web browsers, email clients, and other software. This information can be used to
reconstruct user activity and system configurations.

Prefetch Artifacts in Windows

Prefetch is a feature in Windows that helps to speed up the launch time of frequently used applications
by preloading data into memory. The Prefetch feature stores information about the execution of an
application in a Prefetch file with the extension .pf. Digital forensics investigators commonly analyze
Prefetch artifacts to reconstruct events that occurred on a system. Here are some examples of Prefetch
artifacts in Windows:

= Application usage - The Prefetch file stores information about the launch time, duration, and
frequency of an application's use. This information can be used to determine which
applications were used and how often they were used.

=  File access patterns - The Prefetch file contains information about the files that were accessed
by an application, including the name, path, and last modified time. This information can be
used to reconstruct user activity and document access.

=  Execution parameters - The Prefetch file stores information about the parameters that were
used to launch an application, including command line arguments and environment variables.
This information can be used to determine how an application was launched and with what
settings.

= System configurations - The Prefetch file can contain information about system configurations,
including the processor architecture, system language, and operating system version. This
information can be used to determine the system environment in which an application was
executed.
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These shortcuts are just a few examples of the many shortcuts that can be used in Windows. These
shortcuts can be entered into the Run dialog box, File Explorer address bar, or command prompt to
quickly access various folders and locations.

Shortcut Description

shell:desktop Opens the Desktop folder

shell:documents Opens the Documents folder

shell:downloads Opens the Downloads folder

shell:favorites Opens the Favorites folder in Internet Explorer

shell:history Opens the History folder in Internet Explorer

shell:profile Opens the current user's profile folder

shell:recent Opens the Recent Items folder, which contains shortcuts to the files that you
have accessed recently

shell:sendto Opens the Send To folder, which is used to send files to other locations, such
as a USB drive or a compressed folder (zip file)

shell:startmenu Opens the Start Menu folder

shell:startup Opens the Startup folder, which contains shortcuts to programs that start
when the user logs in

shell:system32 Opens the System32 folder, which contains essential system files

Event Log Artifacts in Windows

Windows generates Event Logs that contain information about system events, such as application
crashes, security events, and user logins. These logs are stored in binary format in the
C:\Windows\System32\config folder and can be accessed using the Event Viewer application. Digital
forensics investigators commonly analyze Event Log artifacts to identify potential security breaches,
reconstruct events that occurred on a system, and provide evidence in legal and investigative
proceedings. Here are some examples of Event Log artifacts in Windows:

= Security events - The Security Log contains information about security-related events, such as user
logins, failed login attempts, and changes to user account settings. This information can be used
to identify potential security breaches and track user activity.

2] Event Viewer — [m| X
File  Action View Help
L JRaYalll 7 Nic:
@ [REAQUEVEY(RES) Security Number of events: 5,837 Actions
7 Custom Views . ~
« [& Windows Logs Keywords Date and Time Source Event|D Task Category, ™ Security -
'.—‘ Applicatior "'%Audit Success  12/18/2017 312:33 AM Microsoft Windows sec... 4672 Special Logor = Open Saved Log...
fe] Security @, Audit Success  12/18/2017 3:12:33 AM Microsoft Windows sec... 4624 Logon ¥ Create Custom View...
E Q i /1872017 2:12: )
'—‘ Setup L, Audit Success  12/18/2017 3:12:32 AM Eventlog 1102 Log clear = Import Custorn View...
& System
'—‘ Forwarded| | > Clear Log...
Applications a| | Fyent 1102, Eventlog x T Filter Current Log...
.4 Subscriptions .
. General Details [E] Properties
~ |88 Find..
The audit log was cleared. H Save All Events As...
Subject: .
Securitv ID: §-1-5-21-97727556-3113349221-1942375865-500 Attach a Task To this Leg...
Log Name: Security View 4
Source: Eventlog Logged: 12/18/2017 3:12:32 AM G| Refresh
Event ID: 1102 Task Category: Log clear E Help 4
Level: Informaticn Keywords: Audit Success
w Event 1102, Eventlog -
e NS e NCCYTAN 1701 IC70
L4 > :
Event P t]
< N D— vent Properties v
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= Application events - The Application Log contains information about application-related events,
such as application crashes, errors, and warnings. This information can be used to identify issues
with installed applications and track application usage.

2] Event Viewer — [m| *
File  Action View Help
&= x5 H
@ SENEN (Rl Application  Mumber of events: 2 Actions
> [ Custom Views .
v j Windows Logs Level Date and Time Source Event|D Task Categ.. * Application a
[=] Applicatior @Information 4/29/2023 6:01:23 PM Windows E... 1001 None 7= Open Saved Log...
[&] Security @Eror 4/29/2023 6:01:22 PM Applicatio... 1000 (100) W Create Custom View...
& Setup @Informatlon 4/29/2023 6:01:22 PM Windows E... 1001 Meone Impor: Custom View..
@ System @- Error 4/28/2023 6:01:19 PM Applicatio... 1000 (100)
Q Forwarded | JLair, 451009007 SNt A0 kg BICT Moo 100 n & Clear Log...
> -l'_'l Applications a|| Event 1001, Windows Error Reporting x ¥ Filter Current Log...
[ Subscriptions .
General | Details [ Properties
A &8 Find...
Fault bucket , type 0 [ Save All Events As..
Event Name: APPCRASH
Response: Not available Attach a Task To this Log...
Log Name: Application View »
Source: Windows Error Reporting Logged: 4/29/2023 6:01:23 PM |G| Refresh
Event ID: 1001 Task Category: Mone ﬂ Help »
Level: Information Keywords: Classic
w Event 1001, Windows Error Repo.., «
lear IR Fraranitan NECKTAD_NNATn
> -
Event P rti
< N Q vent Properties v

= System events - The System Log contains information about system-related events, such as device
driver failures, hardware errors, and system shutdowns. This information can be used to identify
hardware issues and system malfunctions.

] Event Viewer - O X
File  Action View Help
| nm HIE
IACLAEEH(EI) System  Number o Actions
> [ Custom Views
v _z Windows Logs Level Date and Time Source Event|D Task Categ.. * System -~
h 5] Applicatior @Im‘ormation 4/29/2023 5:47:29 PM Ntfs (Micro... 98 None = Open Saved Log...
5] Security 4/29/2023 5:42:15 PM Disk 157 None ¥ Create Custom View...
5] Setup 4/29/2023 5:42:15 PM Disk 31 None Import Custom View...
@ System 4/29/2023 5:42:15 PM Disk 51 None
g Forwarded 40107077 £ 4715 DRA P 127 m = Clear Log...
> —EI Applications ||| Event 98, Ntfs (Microsoft-Windows-Ntfs) x ¥ Filter Current Log...
[.4 Subscriptions .
General Details B Properties
~ % Find...
Volume 17 (\Device\HarddiskVolumeShadowCopy1) is healthy. No action is needed. H Save All Events As...
Attach a Task To this Log...
Log Name: System View 4
Source: Nifs (indows—N' Logged: 4/29/2023 5:47:29 PM |G Refresh
Event ID: a8 Task Category: Mone H Help »
Lewvel: Information Keywords: (2) . .
v Event 98, Ntfs (Microsoft-Windo.., &
Hear SVCTERA Crnniban NECKTAD. ANATw
< 5 24 B Event Properties v
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Link Files and Shortcut Artifacts in Windows

Link files and shortcut artifacts are digital remnants left on a computer's storage device by the
Windows operating system and applications. These artifacts can provide valuable information for
digital forensics investigations, including information about user activity, system configuration, and
potential security breaches. Here are some examples of link file and shortcut artifacts in Windows:

= Link files - Link files are files with the .Ink extension that are used by Windows to create
shortcuts to programs or files. These files contain information about the location of the
program or file, as well as any command-line arguments that were used to launch it.

= Recent files - Windows maintains a list of recently opened files, which can provide valuable
information about user activity. This list can be accessed through the Recent Items folder.

= Jump lists - Jump lists are lists of recently accessed files and frequently used commands that
are associated with a specific application. These lists can be accessed by right-clicking on an
application icon in the Windows taskbar.

=  Startup shortcuts - Windows can use shortcuts in the Startup folder to automatically launch
programs when a user logs in. These shortcuts can be used to identify programs that were
running on a system at a specific time.

= |nternet shortcuts - Internet shortcuts are files with the .url extension that are used by web
browsers to save bookmarks. These files can contain information about the URL, website
name, and any login credentials that were used to access the site.

User Activity Artifacts in Windows

User activity artifacts in Windows are digital remnants left on a computer's storage device by the
Windows operating system and applications that can provide valuable information for digital forensics
investigations. These artifacts can include information about user activity, system configuration, and
potential security breaches. Here are some examples of user activity artifacts in Windows:

= Internet browsing history - Windows stores a history of websites visited in Internet Explorer
and other web browsers, which can be used to reconstruct user activity on the internet.

= Recycle bin contents - When files are deleted in Windows, they are typically moved to the
Recycle Bin. The contents of the Recycle Bin can be analyzed to identify files that were deleted
by a user.

= Search history - Windows stores a history of searches performed by a user, which can be used
to reconstruct user activity on the system.

=  Clipboard history - Windows stores a history of items that have been copied to the clipboard,
which can be used to reconstruct user activity and identify potential security breaches.

= User account activity - Windows logs user account activity, including login times and account

settings changes. These logs can be used to identify potential security breaches and track user
activity.
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Internet Activity Artifacts in Windows

Internet activity artifacts in Windows are digital remnants left on a computer's storage device by the
Windows operating system and web browsers that can provide valuable information for digital
forensics investigations. These artifacts can include information about internet activity, user behavior,
and potential security breaches. Here are some examples of internet activity artifacts in Windows:

= |nternet browsing history - Web browsers store a history of websites visited, which can be used
to reconstruct user activity on the internet.

=  Cookies - Cookies are small files stored on a user's computer by websites, which can be used
to track user activity and behavior.

= Cache files - Web browsers store copies of frequently accessed web pages in cache files, which
can be used to reconstruct user activity on the internet.

= Download history - Web browsers store a history of downloaded files, which can be used to
identify potentially malicious or suspicious downloads.

=  Autocomplete data - Web browsers store information about forms that a user has completed,
which can be used to identify user behavior and preferences.

Application and Program Artifacts in Windows

Application and program artifacts in Windows are digital remnants left on a computer's storage device
by the Windows operating system and installed applications that can provide valuable information for
digital forensics investigations. These artifacts can include information about installed applications,
user activity, and potential security breaches. Here are some examples of application and program
artifacts in Windows:

= Registry entries - Windows stores information about installed applications and their
configurations in the Windows Registry. This information can be used to identify installed
applications, user settings, and program behavior.

= Application usage logs - Many applications maintain logs of user activity, including files
opened, commands executed, and user input. These logs can be used to identify user behavior
and program usage.

= Program installation logs - When an application is installed, it often creates log files that can
provide information about the installation process, including file paths, system changes, and
any errors or warnings.

=  Program configuration files - Applications often store configuration settings in files on the file
system. These files can provide information about program behavior, settings, and user
preferences.

=  Program-specific artifacts - Different applications may leave different types of artifacts on a

system. For example, Microsoft Office applications may leave temporary files, recovery files,
and other artifacts that can provide valuable information for digital forensics investigations.
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System and Configuration Artifacts in Windows

System and configuration artifacts in Windows are digital remnants left on a computer's storage device
by the Windows operating system and other software that can provide valuable information for digital
forensics investigations. These artifacts can include information about system configuration, hardware
devices, user activity, and potential security breaches. Here are some examples of system and
configuration artifacts in Windows:

=  System logs - Windows logs events and system information in system logs, which can be used
to identify system configuration changes, user activity, and potential security breaches.

= System registry - Windows stores system configuration settings and hardware device
information in the system registry. This information can be used to identify system
configuration changes and hardware devices connected to the system.

= Eventlogs - Windows applications and system components create event logs that can provide
information about user activity, system configuration changes, and potential security
breaches.

= Network configuration and connection logs - Windows stores information about network
connections and configuration settings in log files, which can be used to identify network
activity and potential security breaches.

= Device driver information - Windows stores information about installed device drivers and

their configurations, which can be used to identify hardware devices connected to the system
and their configurations.
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Network Artifacts in Windows

Network artifacts in Windows are digital remnants left on a computer's storage device by the Windows
operating system and network-related software that can provide valuable information for digital
forensics investigations. These artifacts can include information about network activity, user behavior,
and potential security breaches. Here are some examples of network artifacts in Windows:

= Network traffic logs - Windows can log network traffic, which can be used to identify network
activity, including connections, data transfers, and potential security breaches.

= Network connection logs - Windows can log information about network connections, including
IP addresses, ports, and protocols used. This information can be used to identify network
activity and potential security breaches.

=  DHCP logs - Windows can log information about DHCP (Dynamic Host Configuration Protocol)
requests and responses, which can be used to identify network activity and potential security
breaches.

= DNS logs - Windows can log information about DNS (Domain Name System) requests and
responses, which can be used to identify network activity and potential security breaches.

= Firewall logs - Windows can log information about firewall activity, including blocked
connections and rules triggered. This information can be used to identify potential security
breaches.

Memory Artifacts in Windows

Memory artifacts in Windows are digital remnants left in a computer's RAM (Random Access Memory)
by the Windows operating system and running processes that can provide valuable information for
digital forensics investigations. These artifacts can include information about running processes, user
activity, and potential security breaches. Here are some examples of memory artifacts in Windows:

=  Process memory - Processes running on a Windows system store data in memory that can be
analyzed to reconstruct user activity and identify potential security breaches.

= Network connections - Information about network connections, including IP addresses, ports,
and protocols used, can be stored in memory and used to identify network activity and
potential security breaches.

= System information - Windows stores information about the system, including hardware
devices, installed drivers, and running services, in memory. This information can be used to

identify system configuration and potential security breaches.

= User activity - User activity, including keystrokes, mouse movements, and application usage,
can be stored in memory and used to reconstruct user behavior.

= Malware artifacts - Malware often leaves artifacts in memory, such as suspicious processes or
network connections, that can be used to identify potential security breaches.
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Time-based Artifacts in Windows

Time-based artifacts in Windows are digital remnants left on a computer's storage device by the
Windows operating system and running processes that can provide valuable information for digital
forensics investigations. These artifacts can include information about when events occurred, such as
when files were created, modified or accessed, or when programs were executed. Here are some
examples of time-based artifacts in Windows:

= Event logs - Windows logs events and system information in event logs, which include
timestamps. These logs can be used to identify when events occurred, including user activity,
system configuration changes, and potential security breaches.

= File system metadata - Windows file system metadata includes timestamps for when files were
created, modified or accessed. This information can be used to reconstruct events and identify
potential security breaches.

= Application logs - Many applications maintain logs of user activity, including timestamps for
when files were accessed or commands were executed. These logs can be used to identify user
behavior and program usage.

=  Registry timestamps - Windows stores timestamps for registry keys and values, which can be
used to identify when changes were made to the system registry.

= Network logs - Windows network logs include timestamps for when network activity occurred,
such as connections, data transfers, and potential security breaches.

Cloud and Remote Artifacts in Windows

Cloud and remote artifacts in Windows are digital remnants left on a computer's storage device or in
the cloud by cloud services and remote connections that can provide valuable information for digital
forensics investigations. These artifacts can include information about user activity, network
connections, and potential security breaches. Here are some examples of cloud and remote artifacts
in Windows:

= Cloud storage logs - Cloud storage services maintain logs of user activity, including file uploads,
downloads, and modifications. These logs can be used to identify user activity and potential
security breaches.

= Remote connection logs - Remote connection tools, such as Remote Desktop Protocol (RDP),
can log connection activity, including login attempts and session durations. This information
can be used to identify remote access and potential security breaches.

= Virtual Machine (VM) logs - Windows VMs maintain logs of user activity, including network
connections and software installations. These logs can be used to identify user activity and
potential security breaches.

= VPN logs - Windows VPN connections can log connection activity, including user login and

logout times and data transferred. This information can be used to identify network activity
and potential security breaches.
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® Cloud-based applications - Cloud-based applications maintain logs of user activity, including
login attempts and data access. This information can be used to identify user activity and
potential security breaches.
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Windows Artifacts Analysis Using OSForensics
OSForensics is a comprehensive digital forensics tool designed for the analysis, investigation, and
acquisition of electronic evidence on computer systems. Developed by PassMark Software,
OSForensics offers a user-friendly interface and powerful features, making it an invaluable resource for
both novice and experienced forensic examiners.

Setting Up OSForensics

Windows Forensics

Before you can start using OSForensics, you need to install and set up the software on your computer.

Follow these steps to get started:

1. Download OSForensics: Visit the official PassMark Software website and download the latest

version of OSForensics.
https://www.osforensics.com

2. Install OSForensics: Run the installer and follow the on-screen instructions to complete the

installation process.

desktop shortcut.

Launch OSForensics: Once the installation is complete, open OSForensics from your Start menu or

C;'l 4 Passwords
=b
@ File Name Search

7 <

OSForensics - O >
{P‘ Workflow @ Start Help
J
- 2 z 3
ﬁ Auto Triage ﬂ J I
0) =5
Q Manage Case Auta Triage Create Case Manage Case  Generate Report  View Caze Log £dd Device fanage Devices
s;;’# Create Forensic Image
File Searching & Indexing

&/ Mount Drive Image @ - _,} T

3 Add Device ABC =

= File Mame Search  Mismatch Files Create Index  Search Index [file

% Boot Virtual Machine Search contents]

uQi File System B . Hashing & File |dentification - .

= o s
' | £ ==
g Fie vimer L[] e -

% System Information Hash Setz Create Hash Set “erify Hash Signatures Analyze Shadow

— Copies
a Memory Viewer Viewers w
EKI‘-" User Activity .

- Mouse over a feature for more information. OSForenSICS

Digital investigation for anew era

Version 8.0.1007
Trial Edition
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Creating a New Case
To organize your investigation, it is crucial to create a new case in OSForensics. Here's how:

1. Click on the "Manage Case" tab on the main OSForensics window.

“+ OSForensics - m] ped
‘Q‘P Workflow a Manage Case L
. Select Case
:'E Start
New Case. Title Create Date Acoess Date Location Dsfault Drive
=
7 Auto Triage Import Case..
= L T
"ﬁ Create Forensic Image Export Case..
. Delete Case
&) Mount Drive Image
e Case Propetties Case Expoits
(.3 Add Device
h Edit Case Details... Edit Marrative.. Edit Categories... Manage Devices... Generate Report... | | Wiew & Expart Log...
5 Boot Virtual Machine
— Add to Case
] File System Browser
Device... Attachment... Phatos of Evidence... External Feport... Notes... Clipboard Data..
q File Viewer
" Case ltems
g System Information CaseltemID  Title Module Case ltem Category Dat,
Open
ﬁ Memory Viewer
Delate
3 -
B user Activity Fraperties
Ly Passwords Veify
@ File Name Search < >
= d

2. Click on "Create a new case".

New Case

Help

Basic Casze Data  Case Categories  Offense & Custody Data  Description of Evidence  Chain of Custody  Custom Fields [ * [ *

Case Name | NewCase_HDD| w |
Investigator | ~ |
Organization | i |

Contact Details | v]
Timezone || ocal (GMT +3:00) v
Default Drive | C:\ [Local] w

Acquisition Type () Live Acquisition of Current Machine (®) Investigate Disk(s) from Anaother Machine
Enable USB Write-block [ ]

Case Folder (@) Default Location (T Custom Location

|C:\J..lsers‘I.IVIaIware\Documents‘PassMark‘l.DSForensics\,CasesWewCase_HDD‘l. | Browse

Log case activity

Cancel

3. Fill in the required information, such as case name, description, investigator name, and case
number.

4., Choose a location to save the case and click "Create".
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Disk Imaging

Windows Forensics

1. Click on the "Create Forensics Image" icon in the main OSForensics window.

QP Workflow

L+ OSForensics - NewCase_HDD

& Forensic & Cloud Imaging
4

[m] >

Help

A ] Create Disk Image  Restore Image to Disk  Rebuild RAID Disk  Create Logical Image  Create Logical Android Image  Devics and SMART Info  Disk Hiddsr| + | *
45 start
A AutoTriage Status Saurce Destination Image et Diesey
T yr——
&5 Mount Drive Image
» .
(1§ Add Device P N
y
5 Boot Virtual Machine Edit Remave Add
l:é‘f File System Browser
0 File Viewer
Status |
g System Information Copy Method |
ﬁ Memory Viewer Dista Fiead Disk Size:
) user ety Spesd: Unreadable Data
11'3 Passwords
— J [J5toponEnor | Create Image
2. Choose the source drive and set the destination folder for the disk image.
Image Settings X
Source Disk: . PhysicalDrive0: Partition O [549.00MB NTFS] w
Target Image File: C:\Users\Malware\Desktop\C_Drive.img |I i
Raw Image
Description:
LocationPlace:
Hash Function(s):
Primary SHA-1 v Secondary Mone v
Verify Image File After Completion
Disable Shadow Copy
[] attach Image Metadata File to Case on Completion
Cancel OK
. n n B .
3. Click on "Create Image" to create the disk image.
&+ OSForensics - NewCase HDD - [m] X
g a - Hely
%?' Workflow [,ﬁ Forensic & Cloud Imaging B2
d
‘ﬂ!’ Start Create Disk Image  Restore Image to Disk  Rebuild RAID Disk  Create Lagical Image  Create Logical Android Image: Device and SMART Info - Disk Hidder * | *
A AutoTriage Status Souce Destination ImsgeFomat  Desc
Complete W MPhysicalDrivel: Partition 0 [543.00ME NTFS] C:\lsersiM alwaretDesktophC_Drive.img Raw Image
ﬁ Manage Case Pending “WAPhysicalDriveD: Partition 2, E: [4.09GB NTFS] C:iUzers\MalwareDesktopDrive.img Raw Image
&5 Mount Drive Image
=~ n
(.3 Add Device " N
| _
5 Boot Virtual Machine Edit Remove Add
@ File System Browser
Q) File Viewer
Status: Imaging 5 uccessfully Completed ‘
§ System Information Copy Method Direct Sector Copy |
o vemory Viewer Data Flead Disk Size: 543.0MB
ﬂ]" E——— Speed Unreadable Data: |Mone
'?ijj Passwords

e ———

[JstoponError | Create Image 4
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File System Browser

Windows Forensics

1. Click on “Mount Drive Image” and mount the HDD files to the OSForensics.

& OSForensics - NewCase HDD

'? Workflow

@ Forensic & Cloud Imaging
d

Start p : " O5FMoL —
< & P OsfMeunt | g oSFMount - Mount drive X S
7 AutoTriage File Driveactions Help |
. . 5 Mount Virtual Disk
la Manage Case &) Mounted virtu e 4
— Step10f4
= “What lppe of virtual disk. do you want to mount?
&5 Mount Drive I
S Mount Drive Image ®) Disk image file [img. .dd. vmdk, .E01, ...]
@ Add Device
[EALlssrs\Mabwarsh DeskioptFile 01
! Boot Virtual Machine [EnCase/SMART Imags
Ly File System Browser [ Mount as Rét diive
| File
Q, File thewer O Empty e diive
5 System Information
d Memory Viewer i< | >
- = 3 4 Mouse over an item for mere information.
E:\ ey ot nevs. fsm
U"h Passwords
- < MNext
. Nes " . . . .
2. Click on the "File System Browser" icon in the main OSForensics window.
. . . . ' .
3. Navigate to the disk image or live system's directory structure.
2 File System Browser - [m} >
File View Tools
= Hel
foeoxyP EEEE =P
g £ @ @ | Drive-C: w
R4 [0 Name Type Date modified Date created &
i 1
T- SRecyde.Bin File folder 4242023, 1:35:11.1960909  9/29/2017, 16:46:
|_ Documents and Settings File folder 11/28/2017, 6:46:14.1130940  11/28/2017, 6:46:
I_ MS0Cache File folder 1/21/2023, 1:39:56. 1060900  1/21/2023, 1:39:5
|_ Perflogs File folder 12/3/2017, 20:50:28, 1854442  9/29/2017, 16:46:
|_ Program Files File folder 4292023, 18:19:03.3416693  9/29/2017, 16:46:
I_ Program Files (x88) File folder 4f19/2023, 2:39:24.3679212  9/29/2017, 16:96:
|_ ProgramData File folder 4/28/2023, 18:19:03.3416693  9/29/2017, 16:46:
|_ Python27 File folder 1/21/2023, 2:47:40,9103121 1212023, 2:47:3
I_ Python39 File folder 1/21/2023, 2:49:40.6250342  1/21/2023, 2:47:4
I_ Recovery File folder 8/12/2022, 13:04:07.8633825 11282017, 6:46:
[l Suetem Unlime Tnfarmatinn File frlder 4/70/177 174730 WWENE AN 120 Y
< >
SExtend (File folder)
Date Modified: 8/12/2022, 14:01:27

4. Examine files and folders, view file metadata, and recover deleted files using the built-in tools.
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Registry Viewer
1. Click on the "Registry Viewer" icon in the main OSForensics window.

OSForensics - NewCase_HDD - o X
— . ’ Hel
‘¢' Workflow gj# Forensic & Cloud Imaging =
=N <
 Deleted Files Search Cieate Disk Image  Restore Imags to Disk  Rebuild RAID Disk  Create Logical Image  Creale: Logical Andioid Image Device and SMART Info Disk Hidder| * | *
% Mismatch Files Search Status Source Destination Image Format Desc
c

‘\’1‘ -
| Program Artifacts

; ThumbCache Viewer

ia Registry Viewer

b;jjt Raw Disk Viewer

< >

cﬂ Email Viewer Edit Fiemave Add
s J Create Index
\d Search Index

Status: Imaging Successhully Complsted |

&/ Swnatures Copy Method e e B |
|8 Analyze Shadow Copies Data Read Disk Size: 5430 MB

T Urreadable Data: |Mone
0 I_ﬂ Verify / Create Hash Speed

g Hash Sets
=

4 [J5toponEnar | Create Image

2. Load the target system's registry hives or navigate to the disk image's registry files.

ﬁ Select registry hive file to open *
Select Drive Files found on selected drive
Drive-F:\ ~ | Fle ~
iveF:\Window:
Browse. .. Drive-F:\Windows\System32\Config\DEFAULT

Drive-F:\Windows\System32\ConfigisAM

DriveF:\Windows\System32\Config\SECURITY

Drive-F:\Windows\System32\Config\SOFTWARE

Drive-F:\Windows\System32\Config\SYSTEM

Drive-F:\Documents and Settings\Default User \NTUSER.DAT

Drive-F:\Documents and SettingsLocalService WTUSER . DAT

Drive-F:\Documents and SettingsLocalService L ocal Settings\Application Data\Microsoft\Winday
Drive-F:\Documents and Settings\Mr. Evil\NTUSER.DAT

Drive-F:\Documents and SettingsMr. EvillLocal Settings\Application DataMicrosoft\WindowsUs
< >

3. Analyze registry keys and values to gather information about the system, installed software, and
user activity.
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Email Viewer
1. Click on the "Email Viewer" icon in the main OSForensics window.

L+ OSForensics - NewCase_HDD - [m] X
-~ . . Hel
QI’ Workflow g’# Forensic & Cloud Imaging -
o d
34 Deleted Files Search Create Disk Image  Restore Image to Disk  Rebuild RAID Disk  Creats Logical Image  Create Logical Andioid Image  Device and SMART Info Disk Hidder| + |
@c Mismatch Files Search Status Source Destination Image Format Desc

":)'I’ Program Artifacts
S| ThumbCache viewer

ia Registry Viewer

q& Raw Disk Viewer

dl Email Viewer I Edit Remaove Add

w _# Create Index

\d Search Index

Status: Imaging Successhuly Completed ‘
S Swgnatures Copy Method: Direct Sector Copy ‘
Li‘ Analyze Shadow Copies Data Read: Disk. Size 543.0 MB
I”-l-l Verify | Create Hash Spesd Unreadable Data: |Nane

g Hash Sets
= q [J5toponErar | Create Image

2. Load the target system's email files (PST, OST, EML, etc.) or navigate to the disk image's email files.

4 E-mail Viewer - m] ®
File View
Help
= Al Emails \ .5/ 9| Cuse Regex
[ C:\Users\Malware'[
L 4 0 EAFrom EATo fce/Bec [l subject [JBody start [ 23-Apr -2023 ~ | End [ 25-Apr -2023 ~|
O o From Subject Client Submit Time Delivery Time
[~ o “Microsoft Team™ <o365@microsoft.co>  Email Analysis {Unknown Date) 6/3/2021, 7:44:25, G...
< >
From:
To:
Cc
Bec:
< >

3. Browse and analyze email messages, attachments, and metadata to uncover relevant evidence and
communication details.
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Password Recovery
1. Click on the "Passwords" icon in the main OSForensics window.

OSForensics - NewCase_ HDD - [m] el
(i Hel
‘¢' Workflow lﬂ]&ﬂ Passwords -
- 4
Qg Create Forensic Image Find Passwards & Keys Windows Login Passwords  Generate Rainbow Table  Retrieve Password with Riainbow Table  Decryption & Password Recavery In ¢ |
& Mount Drive Image (O Live Acquisition of Cunent Machine (@) Scan Drive: | Drive-F:A ~ Acquire Passwords Canfig...
\-_‘\ Add Device [ uRL Usemame/Product D Password/Product Key  Application/Product Blacklisted ‘windows User

5 Boot Virtual Machine

\_Qf File System Browser
q File Viewer

% System Information

& Memory Viewer

1'&!55' User Activity

=

Q File Name Search

® Deleted Files Search

8. 1ismatch Fles search

Add to Case.. Export ta File...
= d

2. Choose the type of password recovery you'd like to perform (e.g., Windows logon, web browsers,
or email clients).

<+ OSForensics - NewCase_ HDD - [m] X
(i Hel
QI’ Workflow "E}J Passwords =
&
% Boot Virtual Machine Find Passwords & Keys \Windows Login Passwords  Generate Rainbow Table  Retrieve Password with Rainhow Table  Decryption & Password Recavery I 41+
d File System Browser (O Live Acquisition of Cunent Machine @ Scan Diive: | Drive-F:h ~ Config..
q File Viewer O urL Usemame/Product D Password/Product Key  Application/Product Blacklisted  Windows User
i Evi <ampty string> indowes User i Evi
-~ [ Mr Evil i Windows U N Mr Evil
&} system imformation r Adminishalor <ompiy shing> Windows User Mo Adminishalor
& = e T 55274-640-0147306-..  F2KTP-BHKBKAFMY...  Microsoft windows 3P N/ Wi
lemory Viewer

5:" User Activity
@ File Name Search

x Deleted Files Search

g8, msmatch Files search

"j Program Artifacts
< >

; ThumbCache Viewer

[Status: Firished

a Registry Viewer
hva

AddtoCaze..  Ewport toFile..

3. Configure the recovery options and click "Acquire Passwords" to initiate the password recovery
process.

4. Review the recovered passwords and save the results for further analysis.
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Inspecting HDD Images

1.

Click on the "System Information" icon in the main OSForensics window.

&+ OSForensics - NewCase_HDD - [m] X
- - Hel
QP' Workflow g System Information =P
|
{3 Start List: | System Information From Registy Edit...
Find Text
ﬁ Auto Triage O Live Acquisition of Curent Machine @) Scan Drive: | DrivedE, - Prev | [ Hent
R Manage case Commands |
B Mame Command Internal Architecture  Live Acguisi..  Drive Letter ... Image Acqui.
ﬁ Create Forensic Image Computer Name [Fegistiy] Ter 32/64 Yes es Tes
B Mot e
&;:\ Add Device User Info (Registry) Yes 32/64 Yes Yes Yes
tinters (Registry] es es es es
¥ Piiters [Recisty) ¥ 2E g "
1 B Virtsal Machine Shutdown Time [Registy) Tes 32/64 Yes es Tes
= Windows Info [Registry) Ves 32764 Yes Yes Yes
‘-QI File System Browser
q File Viewer
Q Memory Viewer
_i"r? User Activity
L. passwords
& File Name Search
=z qd
. el . . “ ”
Choose the drive within the acquired evidence and press “Go”.
L+ OSForensics - NewCase_HDD - O X
. Hel,
4’ Workflow g System Information =0
R
‘lﬂ Start List: | System Information From Fegistry Edit.. Export to Case.. Expart ta File..
Find Text:
ﬁ Auto Triage O Live Acauisition of Cunent Machine @) Scan Drive: | DrivarF-t - Prev | [Next
a Manage Case Commands  Result 1 - System Information From Registry [Drive-F:4) xl
Qﬁ Create Forensic Image ~
; Commands Executed
&7 Mount Drive Image
ﬁ‘;'; Add Device Computer Name (Registry) ~ Timezone Info (Reqistry) Network Info (Registry) User Info (Registry) Printers
[Registry]  Shutdown Time (Registry)  Windows Info (Registry)
5 Boot Virtual Machine
Y —— Computer Name (Registry)
q File Viewer Date: Saturday, April 29, 2023, 18:54:47
(55 —————————
Key Location: 1\Control\ \
dMemnrv\r . ey Location \Control
E?' User Activity Computer Name N-1ASODNEZXKALQ
L. passwords
—
Back to Top ¥
& File Name Search
= 4
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Exploring Nirsoft Artifact Forensics Tools

Nirsoft is a well-known provider of various free and portable utilities for Windows operating systems.
The Nirsoft Forensics tools suite is a collection of these utilities, specifically designed to assist in digital
forensics investigations. These tools focus on extracting and analyzing artifacts from Windows systems,
making them invaluable for forensic analysts.

BrowsingHistoryView

BrowsingHistoryView is a utility that allows forensic investigators to view and analyze the browsing
history of multiple web browsers on a Windows system. This tool supports Internet Explorer, Mozilla
Firefox, Google Chrome, Safari, and other popular browsers. It enables investigators to view the visited
URLs, visit dates and times, and the number of visits to each URL. This information can be essential in
understanding a user's browsing habits and identifying potential evidence in a forensic investigation.

7 BrowsingHistoryView - O X
File Edit View Options Help

| = Bo=xREs-A

URL Title Visit Time Visit C...  Visited From vin

'\Ehttps:_f'.f'www.\rirustotal.com_f'gui_f'file,a'Sa‘I6390ﬁ"05599cacab351ccf4-40... VirusTotal - File - 8a1639...  4/20/2023 10:10:58 AM https://www.virustotal.c... Li
& htps://www.virustotal.com/gui/file/8a16390f705500cacaba5]ccf440... VirusTotal - File - 821630...  4/20/2023 10:10:44 AM
& https://www.virustotal.com/gui/file/8a16390fT05509cacaba5]ccf440... VirusTotal - File - 821630...  4/20/2023 10:12:19 AM
'\Ehttps:_f'.f'www.\rirustotal.com_f'gui_f'file,a'Sa‘I6390ﬁ"05599cacab351ccf4-40... VirusTotal - File - 8a1639...  4/20/2023 10:10:45 AM
& https/fwww.virustotal.com/qui/file/8a16390f705599cacaba5Tccf44D... VirusTotal - File - 8a1639...  4/20/2023 10:10:43 AM

2
2 https://www.virustotal.c... Li
2
1
4
& htps://www.virustotal.com/gui/file/8a16390f705500cacaba5]ccf440... VirusTotal - File - 821630...  4/20/2023 10:12:16 AM 4 https://www.virustotal.c... Li
4
4
2
2

https://www.virustotal.c... Li
https://www.virustotal.c... Li
https://www.virustotal.c.. Li
& htps:/ /www.virustotal.com/gui/file/8a16390f705500cacaba5]ccf440... VirusTotal - File - 821630...  4/20/2023 10:10:57 AM https://www.virustotal.c... Li
'\Ehttps:_f'.f'www.\rirustotal.com_f'gui_f'file,a'Sa‘I6390ﬁ"05599cacab351ccf4-40... VirusTotal - File - 8a1639...  4/20/2023 10:10:45 AM
& hitps://www.virustotal.com/gui/file/93b3b0300018230f58cad9bdec]... VirusTotal - File - 93b3b...  4/20/2023 8:34:16 AM

& https://www.virustotal.com/gui/file/33b3b0B00018230f 58cad9bdecl... VirusTotal - File - 93b3b...  4/20/2023 9:52:49 AM

https://www.virustotal.c... Li
https://www.virustotal.c... Li
https://www.virustotal.c...  Li w

< >
101 itemi(s) NirSoft Freeware. hitps:/iwww.ni|
USBDeview

USBDeview is a utility that lists all USB devices that have been connected to the Windows system. It
provides information such as the device name, description, device type, serial number, and connection
date and time. This tool is particularly useful in investigations involving data theft or malware
installation through USB devices.

& USBDeview - | X
File Edit View Options Help
| X o e o | HRBeE A

Device Name Description Device Type Connected Safe To Unpl...  Disabled USB Hub Drive Letter 9
@ Virtual Bluetooth Ada... Generic Bluetooth Adapter Bluetooth Device Yes Yes Mo Mo 0
@ VMware Virtual USB ... USB Composite Device Unknown Yes Yes Mo Mo

@ VMware Virtual USB ... USB Input Device HID (Human Interface D...  Yes Yes Mo Mo

@ VMware Virtual USB ... USB Input Device HID (Human Interface D...  Yes Yes Mo Mo

£ >
4 item(s) NirSoft Freeware. http:iwww.nirsoft.net ush.ids is not loaded
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LastActivityView

LastActivityView is a utility that collects and displays information about the last activities performed
on a Windows system. It includes actions like software installations, system shutdowns, user logons,
and file openings. This tool can help forensic investigators gain insights into the actions taken by users
or potential attackers and identify patterns of behavior or malicious activities.

BS LastActivityView - [} b
File Edit View Options Help

CEEEEE

Action Time Description Filename Full Path More Information File Exte ™
[8514/29/2023 £:59:35 PM Run .EXE file CONSENT.EXE CAWINDOWS\SYSTEMIZNCONSENT.EXE Microsoft Corporation, .. EXE

4/29/2023 6:5%:32 PM Open file or folder Downloads ChUsers\Malware\Downloads

i 4/20/2023 6:59:32 PM Open file or folder lastactivityview.zip ChUsers\Malware\Downloads\lastactivityvi... zip
Q4_a'29_a'2023 6:58:34 PM Run .EXE file USBDEVIEW.EXE ChUsers\Malware\AppData\Local\Temp\R...  NirSoft, USBDeview, List.. EXE
847202003 6:52:32 PM Open file or folder usbdeview.zip ChUsers\Malware\Downloads\usbdeview.zip zip

¢ 4/29/2023 6:58:31 PM Run .EXE file SEARCHFILTERHOST.EXE  C\Windows\System32\SEARCHFILTERHOS...  Microsoft Corporation, .. EXE
[8E]4/29/2023 6:58:13 PM Run .EXE file svchost.exe Ch\Windows\5ystem32\svchost.exe Microsoft Corporation, .. exe
z;f4;'29;’2023 6:37:13 PM Run .EXE file BROWSINGHISTORYVIE..  C\Users\Malware\AppData‘\Local\Temp\R...  NirSoft, BrowsingHistor...  EXE

% 4/20/2023 &:57:10 PM Open file or folder browsinghistoryview.zip ChUsers\Malware\AppData'\Local\Package... zip
m4;'29_»'2023 6:57:09 PM Run .EXE file WinRAR.exe CHAPROGRAM FILES\WinRAR\WinRAR. exe Alexander Roshal, WinR... exe
[8E]4/29/2023 6:57:09 PM Run .EXE file WINDOWS.WARP ITSER...  CA\Windows\System32\WINDOWS.WARP.JI... EXE
[8E]4/29/2023 6:57:09 PM Run .EXE file svchost.exe Ch\Windows\5ystem32\svchost.exe Microsoft Corporation, .. exe

M==1 A5/ EE TN NRA Divm CWVE £il~ TORANATTCI DIIKMMCD CVE CAAAMIRINOIAIC, CWCTERAI N~ RANATTCI DI IR LY HEEENN Fr e e i [ = 2
£ >
1245 itemn(s) Nir5oft Freeware. https:iwww.nirsoft.net
ShellBagsView

ShellBagsView is a utility that displays the content of shell bag entries stored in the Windows registry.
Shell bag entries store information about the size, position, and view settings of Windows Explorer
folders. Analyzing shell bag entries can provide insights into the user's interaction with the file system,
which may be helpful in understanding the user's activities and identifying potential evidence.

59 ShellBagsView — O b
File Edit View Options Help
HE e QA
Path Slot Number Last Modified Time  Mode lcon Size Windows Posit.. Windows Size *
C:A\Program Files\Graphviz\bin 54 2/4/2023 10:43:08 ...
C:\Program Files\HxD 108 4/29/2023 1:58:11 ...
C:\Program Files\|DA 7.0 33 2/4/2023 10:33:04 ...
Ch\ProgramData 37 2/4/2023 10:56:15 ...  Details 16
C\ProgramData'_VM 74 2/4/2023 10:55:48 ...  Details 16
Ch\ProgramData\_VM\vm.common 75 2/4/2023 10:55:48 ...  Details 16
Ch\ProgramData\Documents 73 2/4/2023 10:55:43 ...
Ch\ProgramData\Microsoft\Windows\5tart Menu\... 18 1/21/2023 2:5%:32 ...  Details 16
Ch\ProgramData\Microsoft\Windows\5tart Menu\... 14 2/4/2023 10:28:35 ...  Details 16
C\ProgramData'\Microsoft\Windows\Start Menu'... 23 4/8/2023 10:32:15 .. Details 16 v
£ >
115 itemi(s), 1 Selected NirSoft Freeware. hitp:iwww.nirsoft.net
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RegScanner

RegScanner is a utility that allows forensic investigators to search the Windows registry for specific
keys, values, or data. It offers advanced search capabilities, including wildcard support, case sensitivity,
and regular expressions. RegScanner is particularly useful for quickly locating specific information
within the registry during an investigation.

B " Registry Scan Options X

Baze Keys: [Comma-Delimited List]

[] Remate Computer: Autornaticaly start remaote Fegisty service
32-bit/E4-bit Mode: Default | Subkey Depth: Infinite ~
Scan Options
Find String: |3P3l9"i ~ ‘ [[] Case Sensitive
b atching: Fiegistry item contains the specified string e
Laok At: Values Data Keys Search for Unicode string in binary values
Don't load more than 10000 ikems ] &4dd entry for each found key Add only keys
Mo time filter ~| |5 Minutes
Frome [ 4/2a02023 BOL4sPM 2] To [ wizarenz: mot4aPM 3] [ Taday
[ Display only data with the following length range: [in bytes] From: 1] To 100
Mo key owner filter ~
[ Display only values with the Following types: Scan the following base keys:
FEG MNOME A I 1HEMT LSER
REG_EXPAND_52 HKEY_USERS
REG_BINARY HKEY_CURREMT_COMFIG
REG DWwORD b b

1 Exchude the folloving keys from the Registy scan: (comma-delimited list]
HELMYSoftwarehClasses, HECUAS oftwarehClasses

Show found items during the scan process

Cancel Save Settings
£R RegScanner: system — O *
Eile Edit View Help
EGEEEEE
Registry Key MName Type Data Key Modified ... Data Length Key Owner l

LM\HARDW, Compenent In... REG_BINARY

HKLM\HARDWARE\DESCRI... Identifier REG_SZ AT/AT COMPA,.. e 17 BUILTINVAdmi...
HKLM\HARDWARE\DESCRI... Configuration ... REG_FULL_RES... 472472023 3:53... 76 BUILTINVAdmi...
HKLM\HARDWARE\DESCRI... SystemBiosDate REG_SZ 11/12/20 4/24/2023 333, 9 BUILTINVAdmI...
HKLM\HARDWARE\DESCRI... SystemnBiosVer.. REG_MULTI.SZ  INTEL - 60400.., 4/24/2023 3:53.. 31 BUILTINVAdm...

HKLM\HARDWARE\DESCRI... Boothrchitect... REG_DWORD (00000003 (3) 472472023 3:53.... 4 BUILTINVAdmi...
HKLM\HARDWARE\DESCRI... PreferredProfile  REG_DWORD (00000000 (0) 472472023 3:53:... 4 BUILTINVAdmi...
HKLM\HARDWARE\DESCRI... Capabilities REG_DWORD (00004421 (17...  4/24/2023 3:53:... 4 BUILTINVAdmi...
4
4

HKLM\HARDWARE\DESCRI... BiosMajorRele.. REG_DWORD 000000004 (4) 472472023 3:53..., BUILTINVAdmi...
HKLM\HARDWARE\DESCRI... BiosMinorRele.. REG_DWORD (600000006 (6) 472472023 3:53..., BUILTINVAdmI...

ot e a1 1 mEusis nes nec s e as ares ousenano a e acnacnnn s ETRTTE ST

10000 item(s), 1 Selected (0.02 KB)

129



ThinkCyber | NX Windows Forensics

WinPrefetchView

WinPrefetchView is a utility that reads and displays the content of the Prefetch files created by the
Windows operating system. Prefetch files store information about the files and applications loaded
during system startup or application launches. Analyzing Prefetch files can provide insights into the
frequency and recency of application usage, which may be helpful in understanding a user's activities
or identifying malware.

[FE| WinPrefetchView

File Edit View Options

Help

IXER=E A

Filename

L Y010EDITOR.EXE-B4EGT... 4

Created Time

Medified Time

File Size Process EXE

Process Path

Run Count *

010EDITOR.EXE CAPROGRAM FILES\O10 EDITORVOT0EDITO.. 1
[5=] O10EDITORWINEHMNST... 1:08:1... 28,868 O10EDITORWINGAL..,  CAUSERS\MALWAREVAPPDATANLOCALNC.. 1
[35]_SETUPG4.TMP-6EGTT... 4/29/2023 6:1%:1... 4/29/2023 6&1%:1... 4,160 _SETUPE4.TMP CAUSERS\MALWARE\APPDATANLOCALNTE.. 1
[8E]_SETUPG4.TMP-DB121... 4/29/2023 &150... 4/29/2023 415:0... 4,087 _SETUPE4.TMP CAUSERS\MALWARE\APPDATANLOCALNTE.. 1
[E| ACCESSDATA_FTK_IM... 4/29/2023 4:49:4...  4/29/2023 4:49:4... 6,295 1
[mE| ACCESSDATA_FTE_IM... 4/29/2023 4:4%:5...  4/29/2023 449:5... 5194 1
8= ADISO.EXE-5B580B30.pf 4/29/2023 5:06:3...  4/29/2023 5:06:3... 5,151 ADISO.EXE CAPROGRAM FILES\ACCESSDATANFTE IMA.L.. 1 v
S t i i o e - . PR Sy . .
Filename Full Path Device Path Index L
SMFT C:AWindows\System32\comdlg32.dll ‘WOLUME{01d8ae3aded67b27-c8deb7... 28
:_: 010.8T Ch\Users\Malware\DOCUMENTS\SWE... \WOLUME{01d8ae3laded67b27-cBdeb?... 100
|:] 010.V1.0-V1.1.BT.BDIFF  C\Users\Malware\AppData\Roaming... \VOLUME{01d8ae3aded67b27-c8deb7... 96
= o10v1.08T Ch\Users\Malware\AppData\Roaming... \VOLUME{01d8ae3aded67b27-c8debT... 97
|J 010V1.1-V1.2BT.BDIFF  C\Users\Malware\AppData\Roaming... \VOLUME{D1d8ae3aded67b27-cBdeb7... 95
Slotov1aeT Ch\Users\Malware\AppData\Roaming... \VOLUME{01d8ae3aded67b27-c8deb7... 98
S otov1.2eT Ch\Users\Malware\AppData\Roaming... \VOLUME{01d8ae3aded67b27-c8deb7... 99
4 010EDITOR.EXE CAPROGRAM FILES\010 EDITOR\OTOE...  \VOLUME{D1d28ae3aded67b27-cBdeb7... 1 v

233 Files, 1 Selected

NirSoft Freeware. https:/iwww.nirsoft.net
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Registry Analysis

Understanding the Windows Registry Structure

The Windows Registry is a hierarchical database that stores configuration settings and options for the
operating system, hardware, software, and user preferences. It is organized into logical sections called
hives, which contain keys and values.

Registry Files and Their Locations
The following are the primary registry files in a Windows system, along with their full system locations:

1.

SAM (Security Accounts Manager)

Location: %SystemRoot%\System32\config\SAM

The SAM registry file stores information about user accounts and security settings on the
system. It contains the HKEY_LOCAL_MACHINE\SAM hive.

SECURITY

Location: %SystemRoot%\System32\config\SECURITY

The SECURITY registry file contains information about the security settings and policies applied
to the system, including permissions and wuser rights. It contains the
HKEY_LOCAL_MACHINE\SECURITY hive.

SOFTWARE

Location: %SystemRoot%\System32\config\SOFTWARE

The SOFTWARE registry file stores information about software installed on the system,
including application settings, file associations, and other software-related configurations. It
contains the HKEY_LOCAL_MACHINE\SOFTWARE hive.

SYSTEM

Location: %SystemRoot%\System32\config\SYSTEM

The SYSTEM registry file contains information about the system's hardware, device drivers,
and system-wide settings. It contains the HKEY_LOCAL _MACHINE\SYSTEM hive.

DEFAULT

Location: %SystemRoot%\System32\config\DEFAULT

The DEFAULT registry file stores the default user settings and preferences for newly created
user accounts. It contains the HKEY_USERS.DEFAULT hive.

NTUSER.DAT

Location: %UserProfile%\NTUSER.DAT

The NTUSER.DAT registry file stores the user-specific settings and preferences for each user
profile on the system. It contains the HKEY_CURRENT_USER hive.

USRCLASS.DAT

Location: %UserProfile%\AppData\Local\Microsoft\Windows\UsrClass.dat

The USRCLASS.DAT registry file stores information about file associations and COM objects
specific to the user profile. It contains the HKEY_CURRENT_USER\Software\Classes hive.
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Understanding Registry Hives

Registry hives are the top-level organizational units within the Windows Registry. Each hive represents
a specific area of the registry, containing keys and values relevant to that area. The following are the
primary registry hives and their purposes:

= HKEY_LOCAL_MACHINE (HKLM): This hive contains system-wide settings and configurations,
including hardware, device drivers, and software settings that apply to all users on the
computer.

= HKEY_USERS (HKU): This hive contains settings and preferences for all user profiles on the
system. Each user profile is represented by a unique subkey within the HKEY_USERS hive.

= HKEY_CURRENT_USER (HKCU): This hive is a symbolic link to the currently logged-in user's
subkey in the HKEY_USERS hive. It contains user-specific settings and preferences for the
current user.

= HKEY_CLASSES ROOT (HKCR): This hive contains information about file associations, COM
objects, and other system-wide settings related to the Windows shell. HKCR is a merged view
of HKEY_LOCAL_MACHINE\Software\Classes and HKEY_CURRENT_USER\Software\Classes.

= HKEY_CURRENT_CONFIG (HKCC): This hive is a symbolic link to a subkey within the
HKEY_LOCAL _MACHINE\SYSTEM hive. It contains information about the current hardware
profile and is used primarily for Plug and Play functionality.

Registry Keys and Values Analysis Techniques

Registry keys and values contain a wealth of information about a Windows system, including user
accounts, installed software, and system configuration. Analyzing registry keys and values is an
important part of digital forensics investigations, as it can help investigators reconstruct events and
identify potential security breaches. Here are some techniques for analyzing registry keys and values:

e Manual examination - Manual examination involves using tools such as Regedit to browse the
registry and examine individual keys and values. This technique is useful for understanding the
registry structure and for identifying specific pieces of information, but it can be time-
consuming and may not be practical for large-scale analysis.

o Keyword search - Keyword search involves searching the registry for specific strings or values
that may be relevant to an investigation. This technique can help investigators quickly identify
potentially relevant information, but it may also generate many false positives and miss
important information that is not associated with the searched keywords.

e Timeline analysis - Timeline analysis involves examining changes to the registry over time to
identify user activity and potential security breaches. This technique involves comparing
snapshots of the registry at different points in time to identify changes, such as the installation
of new software or changes to system configuration settings.

e Automated analysis - Automated analysis involves using specialized tools such as RegRipper
and Registry Explorer to extract and analyze registry keys and values. These tools can help
investigators quickly identify potentially relevant information and can also automate the
process of keyword searching and timeline analysis.
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e Data carving - Data carving involves extracting specific pieces of data from within the registry,
such as user passwords or specific configuration settings. This technique can be useful for
extracting specific pieces of information, but it requires a deep understanding of the registry
structure and may not be practical for large-scale analysis.

Identifying Registry Artifacts and Evidence

Identifying registry artifacts and evidence is a crucial step in a digital forensics investigation, as the
registry contains a wealth of information about a Windows system and its users. Here are some
examples of registry artifacts and evidence that investigators may look for:

User accounts - The registry contains information about user accounts on the system, including their
names, passwords, and other account settings. Investigators can analyze the "SAM" and "Security"
hives to identify user account artifacts.

Program execution - When programs are executed on a Windows system, their information may be
recorded in the registry. Investigators can analyze the "AppCompatCache" hive to identify program
execution artifacts.

USB device activity - When USB devices are connected to a Windows system, their information may be
recorded in the registry. Investigators can analyze the "USBStor" and "SetupAPI" hives to identify USB
device artifacts.

Network activity - When a Windows system communicates with other systems on a network, this
activity may be recorded in the registry. Investigators can analyze the "NetworkList" hive to identify
network activity artifacts.

Browser history - Web browser activity may be recorded in the registry, including browsing history,
search terms, and other information. Investigators can analyze the "TypedURLs" and "Browser History"
keys to identify browser history artifacts.

File extensions - When files are opened on a Windows system, their associated file extensions may be
recorded in the registry. Investigators can analyze the "UserAssist" and "RecentDocs" keys to identify
file extension artifacts.

Autostart programs - When Windows starts up, it may execute certain programs automatically. This
information may be recorded in the registry. Investigators can analyze the "Run" and "RunOnce" keys
to identify autostart program artifacts.

By identifying these and other registry artifacts and evidence, investigators can reconstruct events and
identify potential security breaches on a Windows system. It is important to use appropriate tools and
techniques for registry analysis and to follow legal and ethical guidelines for digital forensics
investigations. Additionally, it is important to document all steps taken in the analysis process and to
maintain the integrity of the registry hives to ensure that the results of the analysis are accurate and
reliable.
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Using Registry Analysis Tools and Techniques
Registry analysis tools and techniques are essential for digital forensics investigations on Windows
systems. Here are some commonly used tools and techniques for analyzing the Windows registry:

e Registry viewers/editors - Registry viewers/editors such as Regedit and Registry Explorer
provide a graphical interface for browsing the registry and editing its keys and values. These
tools can be used to manually analyze specific keys and values in the registry.

e Registry analysis software - There are various software tools available that can analyze the
Windows registry for specific artifacts and evidence. Some of these tools include EnCase,
AccessData FTK, and RegRipper. These tools can automatically scan the registry for specific
keywords, values, or artifacts, saving investigators time and effort in the analysis process.

e Timeline analysis - Timeline analysis involves comparing snapshots of the registry at different
points in time to build a timeline of activity on the Windows system. Tools such as RegRipper
and Autopsy can generate timeline reports that show changes to specific registry keys and
values over time.

e Keyword searching - Keyword searching involves using specialized tools such as RegRipper and
Registry Explorer to search the registry for specific keywords and values. Investigators can use
this technique to identify potentially relevant information and then analyze the associated
timestamp data.

e Hash analysis - Hash analysis involves calculating hash values for the registry hives and
comparing them to known good values to identify changes or modifications to the hives. By
comparing hash values from different points in time, investigators can identify changes to the
registry hives and the associated timestamp data.

e Memory analysis - Memory analysis involves examining the contents of the system's memory
to identify artifacts and evidence related to the registry. Tools such as Volatility can analyze the
memory of a Windows system to identify registry artifacts, including keys, values, and user
activity.

Analyzing User Activity in the Registry

Analyzing user activity in the Windows registry can provide valuable information about a user's actions
on the system, including programs executed, files accessed, and network activity. Here are some key
areas of the registry to analyze for user activity:

= UserAssist - The UserAssist key stores information about programs executed by users on the
system. Investigators can analyze this key to identify recently executed programs, including
those that may have been deleted or otherwise hidden from view.

= Shellbags - The Shellbags key stores information about folder and file activity, including the
last time a folder was accessed and the position of the folder window. Investigators can analyze
this key to identify user activity related to specific folders or files.

= RecentDocs - The RecentDocs key stores information about recently opened files, including

the file name, path, and time of access. Investigators can analyze this key to identify files
accessed by a user and potentially reconstruct their activities.
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= |nternet Explorer - The Internet Explorer key stores information about a user's browsing
history, including URLs visited, search terms, and other information. Investigators can analyze
this key to identify a user's web browsing activities.

= Network - The Network key stores information about network connections and activity,
including the names of network shares accessed by the user. Investigators can analyze this key
to identify network activity related to specific users.

=  Run - The Run key stores information about programs that are executed automatically when
the user logs into the system. Investigators can analyze this key to identify potentially malicious
programs that may be running on the system.

Analyzing Program Execution in the Registry

Analyzing program execution in the Windows registry can provide valuable information about
programs and scripts executed on the system, including those that may have been deleted or
otherwise hidden from view. Here are some key areas of the registry to analyze for program execution:

=  Run keys - The Run and RunOnce keys store information about programs that are executed
automatically when the user logs into the system. Investigators can analyze these keys to
identify potentially malicious programs that may be running on the system.

=  Shell keys - The Shell key stores information about the Windows shell, including startup
programs and settings. Investigators can analyze this key to identify potentially malicious shell
extensions or other programs that may be running on the system.

=  Applnit_DLLs - The Applnit_DLLs key stores information about dynamic-link libraries (DLLs)
that are loaded when programs start. Investigators can analyze this key to identify potentially
malicious DLLs that may be loaded into running programs.

=  Program uninstallation - The Uninstall key stores information about programs installed on the
system and their associated uninstallation commands. Investigators can analyze this key to
identify programs that have been installed or uninstalled, potentially indicating a user's actions
on the system.

= COM objects - The COM key stores information about Component Object Model (COM) objects
registered on the system. Investigators can analyze this key to identify potentially malicious
COM obijects that may be loaded into running programs.

= Startup folders - The Startup folder stores information about programs that are executed

automatically when the user logs into the system. Investigators can analyze this folder to
identify potentially malicious programs that may be running on the system.
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Analyzing Malware and Rootkit Activity in the Registry

Analyzing malware and rootkit activity in the Windows registry can provide valuable information about
the behavior and actions of malicious programs on the system. Here are some key areas of the registry
to analyze for malware and rootkit activity:

= Autostart locations - Malware often installs itself to run automatically at system startup.
Investigating the Run, RunOnce, and other autostart locations in the registry can identify
malicious programs that run when the system boots up.

=  Startup processes - Malware may create processes that run automatically at startup or when
specific events occur, such as user logins or network connections. Analyzing the registry keys
associated with these processes can reveal malware activity.

= Services - Malware may create services that run in the background, even when the user is not
logged in. Investigating the registry keys associated with these services can identify malicious
programs that may be performing unauthorized actions on the system.

= Shell extensions - Malware may install shell extensions that hook into the Windows shell and
intercept user actions, such as opening files or launching programs. Analyzing the registry keys
associated with these shell extensions can identify malware activity.

= Hidden keys and values - Rootkits may use techniques to hide their presence in the registry,
such as creating hidden keys or values. Analyzing the registry for hidden or modified keys and
values can help identify the presence of rootkits on the system.

= Code injection - Malware may use code injection techniques to inject malicious code into
running processes. Analyzing the registry for changes related to code injection can help
identify malware activity.

Analyzing System and Configuration Changes in the Registry

Analyzing system and configuration changes in the Windows registry can provide valuable information
about changes made to the system's settings and configuration over time. Here are some key areas of
the registry to analyze for system and configuration changes:

= Software installation and uninstallation - The Uninstall key stores information about programs
installed on the system and their associated uninstallation commands. Investigators can
analyze this key to identify programs that have been installed or uninstalled, potentially
indicating a user's actions on the system.

= System startup and shutdown - The Windows system logs events related to system startup and
shutdown in the registry. Analyzing these events can provide insight into when the system was
last started or shut down and any issues that may have occurred during the process.

= User settings and preferences - The HKEY_CURRENT_USER key stores information about the
settings and preferences of the currently logged-in user, including desktop settings, file
associations, and other configuration information. Analyzing changes to this key can provide
insight into how the user has customized their system.
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= Hardware and driver changes - The SYSTEM\CurrentControlSet\Enum key stores information
about hardware devices installed on the system and their associated drivers. Analyzing
changes to this key can provide insight into hardware upgrades or changes made to the system.

= User account and security changes - The Security Accounts Manager (SAM) key stores
information about user accounts and security policies on the system. Analyzing changes to this
key can provide insight into changes made to user accounts or system security settings.

Analyzing Network Configuration and Activity in the Registry

Analyzing network configuration and activity in the Windows registry can provide valuable information
about the system's network settings and network activity. Here are some key areas of the registry to
analyze for network configuration and activity:

Network adapter settings

The network adapter settings for each installed adapter are stored in the registry under the
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Class{4D36E972-E325-11CE-BFC1-
08002BE10318} key. Analyzing these settings can provide information about the network adapters
installed on the system and their configuration.

Network connections

Information about active and inactive network connections is stored in the registry under the
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\Interfaces key.
Analyzing this key can provide information about the network connections established on the system.

Firewall settings

The Windows Firewall stores its settings in the registry under  the
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPoli
cy key. Analyzing this key can provide information about the firewall settings and rules configured on
the system.

DNS settings
DNS settings are stored in the registry under the
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters key. Analyzing this
key can provide information about the DNS servers used by the system and any changes made to the
DNS settings.

Proxy settings

Proxy settings for Internet Explorer are stored in the registry under the
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings key. Analyzing
this key can provide information about the proxy settings configured on the system.

Network activity

The Windows registry logs network activity under the
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters key. Analyzing this
key can provide information about network connections, including IP addresses, port numbers, and
connection status.
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Registry Analysis for Incident Response

Registry analysis is an important component of incident response in Windows environments. The
Windows registry contains a wealth of information about system configuration and user activity,
making it a valuable source of information for incident response investigations. Here are some key
steps to consider when using registry analysis for incident response:

e |dentify the scope of the incident - Determine which systems and users were affected by the
incident and which areas of the registry are most likely to contain evidence related to the
incident.

e Collect and preserve the registry hives - Use appropriate tools and techniques to collect the
registry hives from affected systems and preserve them to ensure the integrity of the evidence.

e Analyze the registry hives - Use appropriate tools and techniques to analyze the registry hives
and identify evidence related to the incident. This may include analyzing user account and
security settings, program execution, network activity, and other areas of the registry.

e Document findings - Document all findings related to the incident, including any suspicious or
malicious activity identified in the registry hives.

e Take appropriate action - Based on the findings of the analysis, take appropriate action to
contain and remediate the incident, such as removing malware, revoking compromised user
accounts, or adjusting security settings.

Some key registry keys and values to analyze during incident response investigations include:

=  HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run - This key
contains a list of programs that are configured to run automatically when the system starts up.
Analyzing this key can help identify malware or other suspicious programs that may be running
on the system.

=  HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs -
This key contains a list of recently accessed files and documents. Analyzing this key can help
identify user activity related to the incident.

= HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services - This key contains information
about services installed on the system. Analyzing this key can help identify suspicious or
malicious services that may be running on the system.

=  HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\ZoneMap - This key contains information about Internet Explorer security zones.
Analyzing this key can help identify malicious or suspicious websites that may have been
visited by users on the system.
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Recovering Deleted Registry Entries

Recovering deleted registry entries can be a critical aspect of digital forensics investigations, as these
entries may contain important information that can help reconstruct events and identify potential
security breaches. Here are some techniques for recovering deleted registry entries:

System restore - If system restore is enabled on the Windows system, it may be possible to recover
deleted registry entries by restoring the system to an earlier restore point. This technique may not
always be effective, as the restore point may not contain the deleted entries or may have been created
after the entries were deleted.

Backup recovery - If a backup of the registry was created prior to the deletion of the entries, it may be
possible to recover them by restoring the backup. This technique requires that a backup was created
and that the backup is accessible.

Analysis of unallocated space - When a registry entry is deleted, the associated data is often not
immediately erased from the hard drive. Instead, it may remain in unallocated space on the hard drive.
By analyzing this unallocated space, it may be possible to recover the deleted registry entry. This
technique requires specialized tools such as EnCase or FTK Imager to carve data from unallocated
space.

Analysis of the pagefile - The pagefile is a file on the hard drive used by Windows to store data that
cannot fit in physical memory. Deleted registry entries may be stored in the pagefile, and by analyzing
the pagefile, it may be possible to recover the deleted entries. This technique requires specialized tools
such as Volatility to analyze the pagefile.

Analysis of system backups - Windows system backups may contain copies of the registry, including
deleted entries. By analyzing system backups, it may be possible to recover deleted registry entries.
This technique requires that system backups were created and that they are accessible.

Recovering deleted registry entries can be a complex and time-consuming process that requires

specialized tools and techniques. It is important to follow legal and ethical guidelines for digital
forensics investigations and to document all steps taken in the recovery process.
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Mastering Registry Explorer
Registry Explorer is a powerful and user-friendly tool for forensic investigators to analyze the Windows
registry. Developed by Eric Zimmerman, Registry Explorer simplifies the process of browsing,

searching, and extracting data from registry hives, enabling investigators to uncover valuable evidence
more efficiently.

Getting Started with Registry Explorer

1. Download and Install: To begin, download the latest version of Registry Explorer from the official
website https://ericzimmerman.github.io

2. Launch Registry Explorer: Run the RegistryExplorer.exe file to launch the application. Registry
Explorer does not require installation and can be run directly from the extracted folder.

Registry Explorer
Version 0.9.0.0

Starting...

Loading Registry Hives
To analyze registry hives, you need to load them into Registry Explorer first.

1. Click "File" in the menu bar, then select "Load offline Hive".

4 Registry Explorer v0.9.0.0 EI@
File Tools Options Bookmarks (0/0) View Help
@ Load offline hive Alt+1 m Values
Unload all hives Alt+0 et Smesime Drag a column header here to group by that column
= Project 4 = Walue Name Value Type Data Walue Slack
| Export 'Registry hives 3 LG "B "B "0
# Bt

[ Key: | MNone Walue:  Mone | Collapse all hives

Selected hive: NA Last writee  None Load hives via File menu or drag and drop anywhere above Hidden keys: 0 1

2. Navigate to the location where the registry hives are stored, typically in the
%SystemRoot%\System32\config folder of the target system or a forensic image.
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3. Select the desired registry hive file (e.g., SAM, SECURITY, SOFTWARE, SYSTEM, or NTUSER.DAT) and
click "Open".

“# Registry Explorer v0.9.0.0 EI
File Tools Options Bookmarks (16/0) View Help
Registry hives (1) | Available bookmarks (16/0) | Values
L Drag a column header here to group by that column
LAN - -
4 [ C:\Users\Malware\Desktop\reg2\NTF5.Reg T Value Name Walue Type Data Walue Slack
b 4[| CMI-CreateHive{6A1C4018-979D-4291-£ = = = =
[~ AppEvents
Console
I [ Control Panel 3
Environment
b £ EUDC
b [F Identities
[~ Keyboard Layout —
== Metwark
[ [F= Printers -
Pl e T— v
= Key:  CMI-CreateHive{6A1C4018-979D-4291-A7DC-TAED1C75B67C} Value:  None | Collapse all hives
Selected hive: NTUSER.DAT | Lastwrite: = 2017-04-1515:03:41  Key contains no values = Load complete Hidden keys: 0 157

Browsing and Searching the Registry

1. Browsing: To navigate through the keys and values in the loaded hive, simply click on the ">" icon
next to a key to expand its subkeys. The values stored in the selected key will be displayed in the

right pane.

3§ Registry Explorer v0.9.0.0 =N EcR~==|
File Tools QOptions Bookmarks(1/0) Yiew Help
Registry hives (1) | Available L4 | Values | User accounts
Ke:
¥ name Drag a column header here to group by that column
¥ il -
4§ C:\Users\Malware\De Us... In.. To... Cr.. la.. la.. Lla Ex... UserName F... Password Hint Gr... Comment v Hew
4~ CMI-CreateHive {89912 fF= == == == = @ B 0 e e g -
4F= SAM H 0 6 20.. 20... 20... Administrator Admi  Built-in account for
- X nistr  administering the =
4 [~ Domains E ator  computer /domain
4 [~ Account = —
b E= Aliases 0 0 20.. Guest Gues Built-n account for
- ts guest access to the
[ 7 Groups computer /domain
3 b~ Users 1000 0 7 20.. 20.. 20... 20... Alberte InitislsInCapsCountToF  Admi
4 Builtin our nistr
F ator
3 Aliases g -
b EE G -
S Loee Total rows: 4 Export 7
« [l v
[l Key:  SAM\Domains\Account\Users Value: | (default) Collapse all hives
Selected hive: SAM  Lastwrite:  2017-04-06 13:38:41 1 0of 1 values shown (100.00%)  Load complete Hidden keys: 0 164
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Searching: To search for specific keys, values, or data within the loaded hive, click "Edit" in the
menu bar and select "Find." Alternatively, you can press Ctrl + F to open the search dialog. Enter
your search criteria, choose the desired search options, and click "Find Next" to start the search.

45 Find [E=8 H =)

Options  Help

Standard Last write timestamp Mirimum value size

Search for “administrator Searchin Earlest (UTC) T T5] vimumsze®yes | s3]
keyname  []value name  Latest (UTC) - [ seaan |

Value data Value slack @) Before Betwee( ™) After o
Search type — Minimum length &l

@ simple [ searcn |
Regular expression

NOTE: Unassociated deleted records are not searched in this version

Results (Double click a row in the Results grid to select the search hit in the main window)

History -

Hive Name  HitLocation  Last Write Time it Text Key Path Deleted
7 sl e - 0 e G
b SAM Key name 2017-04-06 04...  administrator SAM\pomains\Account|Users\Names\Administrator

SAM Key name 2017-04-06 04...  administrator SAM\Domains Builtin\Aliases Names\Admiristrators

Hive path: C:\Users\Malware\Desktop\reg2\NTFS.Reg\SAM | Search hits: 2 Search completed in 0.00644 seconds across 1 hive Cancel search | Always on top [_] Export results

Analyzing Registry Data
Registry Explorer offers several features to help you analyze registry data more effectively.

Jump Lists: Quickly navigate to commonly analyzed keys by clicking "Bookmarks" in the menu bar
and selecting a key from the list.

Bookmarks: Create custom bookmarks for frequently accessed keys by right-clicking a key and
selecting "Add Bookmark." To manage your bookmarks, click "Bookmarks" in the menu bar and
select "Manage Bookmarks".

Plugins: Registry Explorer supports plugins that can automate the extraction and analysis of
specific data from registry hives. To use a plugin, click "Plugins" in the menu bar, select "Plugin
Manager," and choose the desired plugin from the list.

Exporting Data: To export data from the registry, right-click on a key or value and select "Export."
You can choose to export the data as a CSV, TSV, or XML file.

Investigating Deleted Keys and Values
Registry Explorer can also recover and display deleted keys and values, which may contain valuable

evidence.

1. Click "Options" in the menu bar, then select "Recover deleted Key/values".

2. Inthe "Deleted Key/Value Search" dialog, select the hive you want to search for deleted keys and
values and click "Search".

3. The search results will be displayed in a new window, allowing you to analyze the deleted keys and

values as needed.
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Windows Memory Analysis

Windows Memory Analysis is a process of analyzing the memory of a Windows computer system. The
memory of a computer system stores all the running programs, data, and system processes. Analyzing
the memory of a Windows computer system can provide valuable information about the system’s
state, the programs that were running, and the actions that were performed.

Memory analysis is an important part of computer forensics and cybersecurity investigations. It helps
to identify malware, rootkits, and other malicious software that may be hiding on a system. It can also
provide insights into the actions of an attacker, such as the files they accessed or the commands they
executed.

Windows Memory Analysis involves the use of specialized tools and techniques to extract information
from the memory of a Windows computer system. These tools can analyze the memory dump files
generated by Windows or perform live analysis of the system’s memory.

The process of Windows Memory Analysis involves several steps. The first step is to obtain a memory
dump file from the system. This file contains a snapshot of the computer’s memory at a specific point
in time. Memory dump files can be created manually or automatically by Windows in the event of a
system crash or other error.

Windows Memory Acquisition Techniques

Memory acquisition is a critical component of digital forensics investigations, as it can provide valuable
information about processes, network connections, and other system activity that may not be available
through traditional disk analysis. In Windows environments, there are several techniques for acquiring
memory, including:

o Manual memory capture - This involves using tools such as Microsoft's Task Manager or
Sysinternals' Process Explorer to manually capture a snapshot of the system's memory. This
technique is relatively simple, but may not capture all memory data and may require
significant manual analysis to extract useful information.

e Physical memory acquisition - This involves physically removing the system's memory modules
and acquiring a copy of the memory data using specialized hardware such as a memory
acquisition card. This technique is more complex and requires specialized equipment, but can
provide a complete and accurate copy of the memory data.

e Live system memory acquisition - This involves acquiring a copy of the memory data while the
system is still running. This technique can be performed remotely or locally, and may involve
using tools such as FTK Imager, Redline, or Dumplt to acquire the memory data. This technique
can provide a complete and accurate copy of the memory data, but may require additional
analysis to separate relevant data from noise.

e Virtual machine memory acquisition - This involves acquiring a copy of the memory data from
a virtual machine running on the system. This technique can be useful for isolating specific
processes or applications for analysis, but may require additional setup and configuration of
the virtual machine.
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Windows Memory Image Formats and Tools

When performing memory acquisition on a Windows system, the resulting memory image is typically
saved in one of several different file formats. Each of these formats has its own advantages and
disadvantages, and different tools may be better suited for working with certain formats. Some of the
most common memory image formats and tools used in Windows memory analysis include:

Raw Memory Dump Format - Raw memory dumps are the most basic type of memory image,
containing a complete copy of the physical memory of the system. This format is used by many memory
acquisition tools and can be analyzed using a variety of open-source and commercial tools, including
Volatility, and Redline.

Hibernation File Format - Hibernation files contain a snapshot of the system's memory at the time the
system was put into hibernation mode. This format can be useful for analyzing system activity at a
specific point in time, and can be analyzed using tools such as Volatility.

Crash Dump Format - Crash dump files are generated when a system experiences a crash or other fatal
error. These files can contain valuable information about the cause of the crash, and can be analyzed
using tools such as Volatility.

VMware Virtual Machine Memory Format - VMware memory files contain a copy of the memory data
from a virtual machine running on the system. This format can be useful for isolating specific processes
or applications for analysis, and can be analyzed using tools such as Volatility.

In addition to these memory image formats, there are a variety of tools and techniques available for
analyzing memory data on Windows systems. Some of the most popular tools for Windows memory
analysis include Volatility, Redline, and Dumplt. These tools can be used to extract and analyze a wide
range of information from memory data, including running processes, network connections, and file
activity. By using appropriate memory image formats and analysis tools, digital forensics investigators
can gain valuable insights into system activity and potentially identify evidence related to security
incidents or other types of cybercrime.
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Windows Memory Analysis Techniques and Tools
When analyzing memory data on a Windows system, there are several techniques and tools that can
be used to extract and analyze relevant information.

Volatility - Volatility is an open-source memory analysis framework that can be used to extract
information from memory images of Windows systems. It supports a wide range of memory image
formats and can extract information about running processes, network connections, and file activity,
among other things. Volatility also includes a plugin architecture that allows users to extend its
capabilities.

kali@kali: ~/Desktop/volatility_2.6_lin64_standalone

File Actions Edit View Help
~/Desktop/volatility_2.6_lin64_standalone

Volatility Foundation Volatility Framework 2.6
Usage: Volatility - A memory forensics analysis platform.

Options:
-h, --help list all available options and their default values.
Default values may be set in the configuration file
(/etc/volatilityrc)

-—-conf-file=/home/kali/.volatilityrc
User based configuration file
-d, --debug Debug volatility
--plugins=PLUGINS Additional plugin directories to use (colon separate
d)
--info Print information about all registered objects
--cache-directory=/home/kali/.cache/volatility
Directory where cache files are stored
--cache Use caching
—tz=TZ Sets the (Olson) timezone for displaying timestamps
using pytz (if installed) or tzset

Redline - Redline is a commercial memory analysis tool that can be used to extract and analyze
information from memory images of Windows systems. It includes a variety of built-in plugins for
analyzing memory data and can extract information about running processes, network connections,
file activity, and other system activity. Redline also includes a visual analysis interface that allows users
to view and interact with memory data.

Redline® - [m] X

Redline’

Collect Data
Create a Standard Collector >
Create a Comprehensive Collector >

Create an IOC Search Collector >

Analyze Data
From a Saved Memory File >

Open Previous Analysis >
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Dumplt - Dumplt is a free memory acquisition tool that can be used to acquire a copy of the memory
data from a live Windows system. The resulting memory image can then be analyzed using tools such
as Volatility, or Redline.

B C\Users\Malware\Desktop'dumpit\Dumplt.exe - O *

* Destination

--> Are you sure you want to continue? [y/n] o

Windows Memory Structures and Artifacts

Windows memory structures and artifacts can provide valuable information about system activity and
can be used to help identify evidence related to security incidents or other types of cybercrime. When
analyzing memory data on a Windows system, there are several key memory structures and artifacts
to look for.

Process Structures - Windows maintains information about running processes in memory, including
information such as process ID, parent process ID, process name, and other details. This information
can be used to identify running processes and to determine if any suspicious or malicious processes
are present on the system.

Network Structures - Windows maintains information about network connections in memory,
including details such as source and destination IP addresses, source and destination port numbers,
and other connection details. This information can be used to identify network activity on the system
and to determine if any suspicious or malicious network connections are present.

Registry Structures - Windows maintains information about the system registry in memory, including
information about registry keys, values, and data. This information can be used to identify changes to
the registry and to determine if any suspicious or malicious registry activity has taken place.

Driver Structures - Windows maintains information about device drivers in memory, including details
such as driver name, version, and other details. This information can be used to identify potentially
malicious or vulnerable device drivers on the system.

File Structures - Windows maintains information about files that are currently open in memory,
including information such as file name, file path, file size, and other details. This information can be
used to identify files that may be involved in suspicious or malicious activity.

Kernel Structures - Windows maintains information about the kernel and other system components in
memory, including details such as interrupt handlers, system call tables, and other details. This
information can be used to identify potentially malicious or vulnerable system components.

By analyzing these memory structures and artifacts, digital forensics investigators can gain valuable
insights into system activity and can potentially identify evidence related to security incidents or other
types of cybercrime. Memory analysis tools such as Volatility, and Redline can be used to extract and
analyze this information from memory images of Windows systems.

146



ThinkCyber | NX Windows Forensics

Analyzing Windows Memory for Process Execution

Analyzing Windows memory for process execution can provide valuable insights into the activity of a
system and potential evidence related to security incidents or other types of cybercrime. Here are
some common techniques and tools for analyzing Windows memory for process execution:

Memory Acquisition - In order to analyze Windows memory for process execution, you first need to
acquire a memory image of the system. This can be done using tools such as FTK Imager, Winpmem,
or Dumplt.

Memory Analysis - Once you have acquired a memory image of the system, you can begin analyzing
the memory for evidence of process execution. This can be done using memory analysis tools such as
Volatility, or Redline. These tools allow you to examine the various data structures in memory, including
process structures, thread structures, and kernel objects.

Process Enumeration - One of the first steps in analyzing memory for process execution is to enumerate
the running processes on the system. This can be done using tools such as Volatility's pslist. These tools
will provide you with a list of all the running processes on the system, including their process IDs,
parent process IDs, and other information.

Process Timeline Analysis - Once you have identified the running processes on the system, you can
analyze their activity over time using memory analysis tools such as Volatility's timeliner. These tools
allow you to generate a timeline of the process activity, including process start and end times, module
load and unload events, and other events.

Process Memory Analysis - In addition to analyzing the process structures in memory, you can also
analyze the memory regions associated with each process. This can be done using tools such as
Volatility's memdump plugin. These tools allow you to dump the memory regions associated with a
particular process, which can then be analyzed for evidence of malicious activity or other anomalies.

Analyzing Network Connections and Activity in Windows Memory

Analyzing network connections and activity in Windows memory can provide valuable insights into the
activity of a system and potential evidence related to security incidents or other types of cybercrime.
Here are some common techniques and tools for analyzing network connections and activity in
Windows memory:

e Memory Acquisition - In order to analyze Windows memory for network connections and
activity, you first need to acquire a memory image of the system. This can be done using tools
such as FTK Imager, Winpmem, or Dumplt.

e Memory Analysis - Once you have acquired a memory image of the system, you can begin
analyzing the memory for evidence of network connections and activity. This can be done
using memory analysis tools such as Volatility, or Redline. These tools allow you to examine
the various data structures in memory, including TCP/IP structures, socket structures, and
network buffers.

e Network Connection Enumeration - One of the first steps in analyzing memory for network
connections and activity is to enumerate the open network connections on the system. This
can be done using tools such as Volatility's netscan. These tools will provide you with a list of
all the open network connections on the system, including their local and remote IP addresses,
ports, and other information.
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e Network Connection Timeline Analysis - Once you have identified the open network
connections on the system, you can analyze their activity over time using memory analysis
tools such as Volatility's timeliner plugin. These tools allow you to generate a timeline of the
network activity, including connection start and end times, data sent and received, and other
events.

e Network Packet Analysis - In addition to analyzing the network structures in memory, you can
also analyze the network packets associated with each connection. This can be done using
tools such as Volatility's netscan plugin. These tools allow you to dump the network buffers
associated with a particular connection, which can then be analyzed for evidence of malicious
activity or other anomalies.

Windows Memory Analysis for Incident Response

Windows memory analysis is an important component of incident response, as it can provide valuable
information about the activity of a system and potential evidence related to security incidents or other
types of cybercrime. Here are some common techniques and tools for performing Windows memory
analysis for incident response:

Memory Acquisition - The first step in analyzing Windows memory for incident response is to acquire
a memory image of the system. This can be done using tools such as FTK Imager, Winpmem, or Dumplt.

Memory Analysis - Once you have acquired a memory image of the system, you can begin analyzing
the memory for evidence of malicious activity or other indicators of compromise. This can be done
using memory analysis tools such as Volatility, or Redline. These tools allow you to examine the various
data structures in memory, including process structures, network structures, and kernel structures.

Malware Detection - One of the primary uses of memory analysis in incident response is to identify
malware and other malicious software that may be running on the system. Memory analysis tools such
as Volatility have plugins and modules specifically designed for detecting malware, including rootkits,
keyloggers, and other types of malicious software.

Timeline Analysis - Memory analysis can also be used to generate a timeline of system activity,
allowing investigators to identify suspicious or anomalous events. Tools such as Volatility's timeliner
plugin can be used to generate a timeline of memory activity, including process start and end times,
network connections, and other events.

Artifact Analysis - In addition to analyzing the memory structures themselves, memory analysis can
also be used to identify artifacts that may be associated with malicious activity. These artifacts can
include registry keys, file handles, and other data structures that may be left behind by malware or
other types of attacks.

Network Connection Analysis - Memory analysis can also be used to identify and analyze network
connections on the system. This can be done using tools such as Volatility's netscan, which allow you
to identify and analyze open network connections, including their local and remote IP addresses, ports,
and other information.
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Analyzing Windows Memory for Program Execution and Artifacts

Analyzing Windows memory for program execution and artifacts can be a powerful technique for
digital forensics investigators to identify potential evidence related to malware or other types of
cybercrime. Here are some common techniques and tools for performing Windows memory analysis
for program execution and artifacts:

e Memory Acquisition - The first step in analyzing Windows memory for program execution and
artifacts is to acquire a memory image of the system. This can be done using tools such as FTK
Imager, Winpmem, or Dumplt.

e Memory Analysis - Once you have acquired a memory image of the system, you can begin
analyzing the memory for evidence of program execution and artifacts. This can be done using
memory analysis tools such as Volatility, or Redline. These tools allow you to examine the
various data structures in memory related to program execution, including process
information, DLLs, and other artifacts.

e Process Analysis - One of the primary uses of memory analysis in analyzing program execution
is to identify processes that may be associated with malware or other types of attacks.
Memory analysis tools such as Volatility have plugins and modules specifically designed for
detecting malicious processes and other artifacts related to program execution.

e DLL Analysis - Memory analysis can also be used to examine dynamic link libraries (DLLs) in
memory related to program execution. These DLLs can include malware or other types of
malicious code, and analyzing them can provide valuable insights into the behavior and
functionality of the malware.

e Artifact Analysis - In addition to analyzing specific data structures related to program
execution, memory analysis can also be used to identify artifacts that may be associated with
malicious activity or other types of attacks. These artifacts can include registry keys, file
handles, and other data structures that may be left behind by malware or other types of
attacks.

e Timeline Analysis - Memory analysis can also be used to generate a timeline of program
execution, allowing investigators to identify suspicious or anomalous events. Tools such as
Volatility's timeliner plugin can be used to generate a timeline of memory activity related to
program execution, including process start and end times, network connections, and other
events.

Analyzing Windows Memory for Configuration and System Changes

Analyzing Windows memory for configuration and system changes can provide digital forensics
investigators with valuable insights into the actions taken by an attacker or malicious program on a
compromised system. Here are some common techniques and tools for performing Windows memory
analysis for configuration and system changes:

e Memory Acquisition - The first step in analyzing Windows memory for configuration and
system changes is to acquire a memory image of the system. This can be done using tools such
as FTK Imager, Winpmem, or Dumplt.

e Memory Analysis - Once you have acquired a memory image of the system, you can begin

analyzing the memory for evidence of configuration and system changes. This can be done
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using memory analysis tools such as Volatility, or Redline. These tools allow you to examine
the various data structures in memory related to system configuration, including registry keys,
network connections, and other artifacts.

e Registry Analysis - One of the primary uses of memory analysis in analyzing system
configuration is to identify registry keys that may have been modified or created by an attacker
or malicious program. Memory analysis tools such as Volatility have plugins and modules
specifically designed for detecting malicious registry keys and other artifacts related to system
configuration.

o Network Analysis - Memory analysis can also be used to examine network connections and
other artifacts related to network activity. This can include analyzing data structures in
memory related to network sockets, protocols, and other artifacts that may be associated with
network activity.

e Timeline Analysis - Memory analysis can also be used to generate a timeline of system and
configuration changes, allowing investigators to identify suspicious or anomalous events. Tools
such as Volatility's timeliner plugin can be used to generate a timeline of memory activity
related to system configuration and changes, including registry modifications, network
connections, and other events.

e Driver and Service Analysis - Memory analysis can also be used to identify drivers and services
that may have been modified or created by an attacker or malicious program. This can be done
using memory analysis tools that allow you to examine the various data structures in memory
related to drivers and services, including the service control manager database and other
artifacts.

Analyzing Windows Memory for Credential and Password Artifacts

Analyzing Windows memory for credential and password artifacts is a crucial step in any digital
forensics investigation, as these artifacts can provide valuable information about user activity and
potential security breaches. Here are some common techniques and tools for performing Windows
memory analysis for credential and password artifacts:

Memory Acquisition - The first step in analyzing Windows memory for credential and password
artifacts is to acquire a memory image of the system. This can be done using tools such as FTK Imager,
Winpmem, or Dumplt.

Memory Analysis - Once you have acquired a memory image of the system, you can begin analyzing
the memory for evidence of credential and password artifacts. This can be done using memory analysis
tools such as Volatility, or Redline. These tools allow you to examine the various data structures in
memory related to user activity and credentials.

Password Extraction - One of the primary uses of memory analysis in analyzing credential and
password artifacts is to extract passwords that may have been used on the system. Memory analysis
tools such as Mimikatz or LaZagne can be used to extract passwords from memory. These tools can
also extract other credential artifacts, such as hashes and tokens.

Registry Analysis - Memory analysis can also be used to identify registry keys that may contain
credential and password artifacts. Memory analysis tools such as Volatility have plugins and modules
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specifically designed for detecting password hashes and other credential artifacts in memory and the
registry.

Network Analysis - Memory analysis can also be used to examine network connections and other
artifacts related to user activity and credentials. This can include analyzing data structures in memory
related to network authentication and authorization, as well as other artifacts that may be associated
with user activity.

Timeline Analysis - Memory analysis can also be used to generate a timeline of user activity and
credential use, allowing investigators to identify suspicious or anomalous events. Tools such as
Volatility's timeliner plugin can be used to generate a timeline of memory activity related to user
activity and credential use, including login events and password changes.

Analyzing Windows Memory for File and File System Artifacts

Analyzing Windows memory for file and file system artifacts is an important part of digital forensics
investigations, as these artifacts can provide valuable information about user activity, file access, and
potential security breaches. Here are some common techniques and tools for performing Windows
memory analysis for file and file system artifacts:

Memory Acquisition - The first step in analyzing Windows memory for file and file system artifacts is
to acquire a memory image of the system. This can be done using tools such as FTK Imager, Winpmem,
or Dumplt.

Memory Analysis - Once you have acquired a memory image of the system, you can begin analyzing
the memory for evidence of file and file system artifacts. This can be done using memory analysis tools
such as Volatility, or Redline. These tools allow you to examine the various data structures in memory
related to file and file system activity.

File Extraction - One of the primary uses of memory analysis in analyzing file and file system artifacts
is to extract files that may have been accessed or created on the system. Memory analysis tools such
as Volatility can be used to extract files from memory, including deleted files and files in use by active
processes.

Registry Analysis - Memory analysis can also be used to identify registry keys that may contain
information about file and file system activity. Memory analysis tools such as Volatility have plugins
and modules specifically designed for detecting file and file system artifacts in memory and the
registry.

Network Analysis - Memory analysis can also be used to examine network connections and other
artifacts related to file and file system activity. This can include analyzing data structures in memory
related to network file access and file sharing.

Timeline Analysis - Memory analysis can also be used to generate a timeline of file and file system
activity, allowing investigators to identify suspicious or anomalous events. Tools such as Volatility's
timeliner plugin can be used to generate a timeline of memory activity related to file and file system
activity, including file access events and changes to file metadata.
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Windows Memory Analysis for Digital Forensics Investigations

Windows memory analysis is an important component of digital forensics investigations, as it can
provide valuable insights into the behavior and activity of a system at a specific point in time. Memory
analysis involves examining the contents of a system's RAM, which can contain information about
running processes, network connections, user activity, and other system activity.

Here are some key areas where Windows memory analysis can be used in digital forensics
investigations:

Malware Analysis - Windows memory analysis is a powerful tool for detecting and analyzing malware.
Malware often operates by injecting itself into running processes or creating new processes, and
memory analysis can reveal these malicious processes and their behavior. Memory analysis tools such
as Volatility have specific plugins and modules designed for identifying and analyzing malware in
memory.

User Activity Analysis - Windows memory analysis can provide valuable insights into user activity on a
system. Memory analysis can reveal which applications were running, which files were accessed, and
which web pages were visited. This information can be used to identify potential security breaches or
to reconstruct user activity leading up to a specific event.

Network Analysis - Memory analysis can also reveal information about network activity on a system,
including network connections and data transferred over those connections. This information can be
used to identify potential security breaches or to reconstruct network activity leading up to a specific
event.

Password Recovery - Passwords and other sensitive information are often stored in memory by
Windows applications. Memory analysis can be used to recover these passwords and other sensitive
information, which can be crucial for gaining access to encrypted files or other protected areas of a
system.

File and File System Analysis - Memory analysis can also reveal information about file and file system
activity on a system. Memory analysis can be used to identify which files were opened, read, modified,
or deleted, as well as changes to file attributes such as timestamps. This information can be used to
reconstruct file activity leading up to a specific event.

Tools such as Volatility, and Redline are commonly used for Windows memory analysis in digital
forensics investigations. These tools provide a wide range of plugins and modules for analyzing various
aspects of memory, and can be used to generate reports and timelines of memory activity to aid in the
investigation process. However, it's important to note that memory analysis can be a complex and
time-consuming process, and requires a high level of expertise in digital forensics and Windows
internals.
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Volatility for Memory Forensics
Volatility is a powerful open-source memory forensics framework that allows digital forensic
investigators to analyze artifacts from volatile memory (RAM) in a Windows system.

Acquiring a Memory Dump
To analyze Windows memory with Volatility, you first need to obtain a memory dump from the target
system using tools like Dumplt, WinPmem, and FTK Imager.

Using Volatility for Windows Memory Analysis
Once you have acquired a memory dump from the target Windows system, you can use Volatility to
extract and analyze artifacts from the memory.

Identifying the Profile for Faster Results

python vol.py -f [memory_dump_file] imageinfo

kali@kali: ~/Desktop/volatility_2.6_lin64_standalone

File Actions Edit View Help

~/Desktop/volatility_2.6_1lin64_standalone
. memdump.mem imageinfo
Volatility Foundation Volatility Framework 2.6
INFO : volatility.debug : Determining profile based on KDBG search ...
Suggested Profile(s) : WinXPSP2x86, WinXPSP3x86 (Instantiated with
WinXPSP2x86)

AS Layerl : IA32PagedMemoryPae (Kernel AS)
AS Layer2 : FileAddressSpace (/home/kali/Desktop/volati

lity_2.6_lin64_standalone/memdump.mem)
PAE type : PAE
DTB : 0x2fe@00OL
KDBG : 0x80545ae0L
Number of Processors : 1
Image Type (Service Pack) : 3
KPCR for CPU @ : @xffdffeeoL
KUSER_SHARED_DATA : 0xffdfeooeL
Image date and time : 2012-07-22 02:45:08 UTC+0000

Running Windows-Specific Plugins with Examples
After identifying the correct memory profile, you can use various Windows-specific plugins to analyze
the memory dump.

Analyzing running processes to determine executed programs and services:

python vol.py pslist --profile=[profile] -f [memory_dump_file]

kali@kali: ~/Desktop/volatility_2.6_lin64_standalone
File Actions Edit View Help
~/Desktop/volatility_2.6_lin64_standalone
. memdump . mem pslist
Volatility Foundation Volatility Framework 2.6
Offset(V) Name PID PPID Thds Hnds  Sess Wow64
Start

0x823c89c8 System

0x822f1020 smss.exe
2012-07-22 02:42:31 UTC+0000
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Displaying loaded kernel modules (drivers):

python vol.py modules --profile=[profile] -f [memory_dump_file]

kali@kal: ~/Desktop/volatility_2.6_lin64_standalone

File Actions Edit View Help

0x81e296b8 ndisuio.sys oxf7cefo00 0x4000 \SystemRoot\system32\D
RIVERS\ndisuio.sys

0x8227aa38 wdmaud.sys 0xf792a000 0x15000 \SystemRoot\system32\d
rivers\wdmaud.sys

0x822d64a8 sysaudio.sys 0xf7bdfoo0 0xfe00 \SystemRoot\system32\d
rivers\sysaudio.sys

0x822937c0 mrxdav.sys 0xf7887000 0x2de00 \SystemRoot\system32\D
RIVERS\mrxdav.sys

0x82198138 Parvdm.SYS 0xf8be0@000 0x2000 \SystemRoot\System32\D
rivers\Parvdm.SYS

0x82259430 srv.sys 0xf780d000 0x52000 \SystemRoot\system32\D
RIVERS\srv.sys

0x821c5120 HTTP.sys 0xf75c4000 0x41000 \SystemRoot\System32\D
rivers\HTTP.sys

~/Desktop/volatility_2.6_1in64_standalone
memdump . mem modules]]

Listing registry hives in memory:

python vol.py hivelist --profile=[profile] -f [memory_dump_file]

kali@kali: ~/Desktop/volatility_2.6_lin64_standalone

File Actions Edit View Help

0xe183bb60 0x08e2db60 \Device\HarddiskVolumel\Documents and Settings\Network
Service\Local Settings\Application Data\Microsoft\Windows\UsrClass.dat
0xel7f2b60 0x08519b60 \Device\HarddiskVolumel\Documents and Settings\Network
Service\NTUSER.DAT

0xe1570510 0x07669510 \Device\HarddiskVolumel\WINDOWS\system32\config\softwa
re

0xe1571008 0x0777f008 \Device\HarddiskvVolumel\WINDOWS\system32\config\defaul
t

0xe15709b8 0x076699b8 \Device\HarddiskVolumel\WINDOWS\system32\config\SECURI
TY

0xel15719e8 0x0777f9e8 \Device\HarddiskVolumel\WINDOWS\system32\config\SAM
0xe13ba0@8 @x02e4b008 [no name]

0xe1035b60 0x02ac3b60 \Device\HarddiskvVolumel\WINDOWS\system32\config\system
0xel102e008 0x02a7d008 [no name]

~/Desktop/volatility_2.6_1in64_standalone
memdump . mem hivelist]]

Identifying hidden or injected DLLs:

python vol.py malfind --profile=[profile] -f [memory_dump_file] -D [output_directory]

kali@kali: ~/Desktop/volatility_2.6_lin64_standalone

File Actions Edit View Help
~/Desktop/volatility_2.6_1lin64_standalone
. memdump . mem malfind
Volatility Foundation Volatility Framework 2.6
Process: csrss.exe Pid: 584 Address: @x7f6f0000
Vad Tag: Vad Protection: PAGE_EXECUTE_READWRITE
Flags: Protection: 6

0x7f6f0000 c8 00 Q0 @0 91 01 00 00 ff ee ff ee 08 70 00 00

0x7f6f0010 08 00 Q0 @0 00 fe 00 00 00 00 10 00 00 20 00 00
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Extracting files from memory:

python vol.py dumpfiles -r "\.exe$" --profile=[profile] -f [memory_dump_file] -D
[output_directory]

kali@kali: ~/Desktop/volatility_2.6_lin64_standalone

File Actions Edit View Help

32\spoolsv.exe

ImageSectionObject @x821ccf90 1640  \Device\HarddiskVolumel\Program Files
\Adobe\Reader 9.0\Reader\reader_sl.exe

DataSectionObject 0x821ccf9e 1640  \Device\HarddiskVolumel\Program Files\
Adobe\Reader 9.@\Reader\reader_sl.exe

ImageSectionObject ©x822237b0 788 \Device\HarddiskVolumel\WINDOWS\syste
m32\alg.exe

DataSectionObject 0x822237b@ 788 \Device\HarddiskVolumel\WINDOWS\system
32\alg.exe

ImageSectionObject 0x822f9ef8 1136 \Device\HarddiskVolumel\WINDOWS\syste
m32\wuauclt.exe

DataSectionObject 0x822f9ef8 1136  \Device\HarddiskVolumel\WINDOWS\system
32\wuauclt.exe

~/Desktop/volatility_2.6_1lin64_standalone
memdump . mem dumpfiles
FILES]

Investigating user logon sessions:

python vol.py getsids --profile=[profile] -f [memory_dump_file]

kali@kali: ~/Desktop/volatility_2.6_lin64_standalone

File Actions Edit View Help

wuauclt.exe (1588): (Everyone)

wuauclt.exe (1588): 2-544 (Administrators)

wuauclt.exe (1588): 2-545 (Users)

wuauclt.exe (1588): (Interactive)

wuauclt.exe (1588): -11 (Authenticated Users)

wuauclt.exe (1588): -0-53426 (Logon Session)

wuauclt.exe (1588): (Local (Users with the ability to log in locally

~/Desktop/volatility_2.6_1in64_standalone
memdump . mem getsids]]

The Volatility Command Reference is a comprehensive guide for using the Volatility Framework, a
powerful tool for analyzing volatile memory. It includes detailed instructions and examples for each
command, making it a valuable resource for digital forensics professionals and enthusiasts.
https://github.com/volatilityfoundation/volatility/wiki/Command-Reference
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Windows Events

Windows Event Logs are a crucial component of system monitoring and troubleshooting in Windows
operating systems. They provide a record of system and application activity, including security-related
events, errors, warnings, and informational messages. Event Logs can help administrators identify and
troubleshoot issues on a system, as well as provide forensic investigators with valuable information
about system activity leading up to a security incident.

Here are some key features of Windows Event Logs:

Event Types - Windows Event Logs can contain events of various types, including informational,
warning, error, and critical events. Each event is assigned a unique event ID and can contain detailed
information about the event, including the date and time it occurred, the source of the event, and any
related error codes or data.

Log Categories - Windows Event Logs are divided into three main categories: System, Application, and
Security. The System log contains events related to system components, drivers, and services, while
the Application log contains events related to user applications. The Security log contains events
related to security, such as logon attempts and access control changes.

Log Size and Retention - By default, Windows Event Logs can store up to a certain number of events
or a certain amount of data, depending on the log type and Windows version. Once the log reaches its
maximum size, older events are automatically overwritten by newer events. Administrators can
configure log size and retention settings to ensure that important events are not lost.

Event Viewer - The Event Viewer is a built-in Windows tool that provides a graphical interface for
viewing and analyzing Windows Event Logs. The Event Viewer allows users to filter events by type,
date, and source, as well as search for specific keywords or event IDs.

Event Log Forwarding - Windows Event Logs can be forwarded to a central logging server for
centralized analysis and monitoring. This can be useful in large organizations where multiple systems
are being monitored, as it allows administrators to easily view and analyze events from multiple
systems in one location.

Windows Event Logs can be a valuable source of information for forensic investigators. Event Logs can
provide details about system activity leading up to a security incident, including login attempts,
application launches, and network activity. Forensic investigators can use tools such as Event Log
Explorer and LogParser to search and analyze Event Logs for evidence of malicious activity.

It's important to note that Event Logs can be modified or deleted by an attacker, so forensic
investigators should always use multiple sources of evidence to corroborate their findings. Additionally,
administrators should ensure that Event Logs are properly configured and monitored to ensure that
important events are not lost and that security incidents are detected and responded to in a timely
mannetr.

Identifying Malware and Attack Artifacts in Windows Events
Windows event logs can contain a wealth of information about malware and attack artifacts, providing
valuable insights into the cause and scope of a security incident. Here are some techniques for
identifying malware and attack artifacts in Windows events:

Look for suspicious event IDs - Malware and attacks often leave behind traces in event logs, such as
failed login attempts, unauthorized access attempts, and unusual network activity. Look for event IDs
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that are commonly associated with malware and attacks, such as Event ID 4625 (Failed Login Attempt),
Event ID 4769 (Kerberos Authentication Service), Event ID 5156 (Windows Firewall Filtering), and Event
ID 5140 (File Share Access).

Use correlation and pattern recognition - Malware and attacks often follow a predictable pattern of
behavior, such as scanning for vulnerable services or files, establishing persistent access, and
exfiltrating data. Look for patterns of events that may indicate malware or attacks, such as a series of
failed login attempts followed by successful access, or a sequence of network connections to known
malicious domains or IP addresses.

Analyze event log details - Windows event logs contain detailed information about system and user
activity, including process IDs, usernames, IP addresses, and file names. Use this information to identify
suspicious activity, such as unknown processes running on the system, unfamiliar user accounts, or
unusual file access patterns.

Use event log analysis tools - There are many third-party tools available for analyzing Windows event
logs, including commercial tools such as EnCase and FTK, as well as open-source tools such as
Log2timeline and Volatility. These tools can automate the process of event log analysis, providing
advanced features and capabilities for identifying malware and attack artifacts.

Monitor event logs in real-time - To detect malware and attacks in real-time, set up event log
monitoring and alerts using tools such as Splunk or PowerShell. This will allow you to receive
notifications when specific events occur, such as failed login attempts or unusual network activity,
enabling you to take immediate action to prevent or mitigate a security incident.

When analyzing Windows events for malware and attack artifacts, it is important to maintain a
comprehensive understanding of the Windows event log structure and format, as well as the latest
malware and attack trends and techniques. By using a combination of manual analysis and automated
tools, you can effectively identify and respond to security incidents in a timely and effective manner.

Analyzing Windows Events for User Activity and Artifacts

Windows events can provide valuable information about user activity and artifacts on a system, which
can be useful for both incident response and digital forensics investigations. Here are some techniques
for analyzing Windows events for user activity and artifacts:

Look for account logon and logoff events - Account logon and logoff events can provide insight into
user activity on a system, including when users are accessing the system and how long they are logged
in. Look for event IDs 4624 (Account Logon) and 4634 (Account Logoff) in the Security event log.

Identify user account changes - User account changes can indicate potentially suspicious activity, such
as changes to user passwords, group memberships, or user account properties. Look for event IDs
4720-4739 in the Security event log to identify user account changes.

Monitor file and folder access - File and folder access events can indicate which files and folders are

being accessed, modified, or deleted by users on a system. Look for event IDs 4656 (Object Accessed)
and 4663 (Object Permissions Modified) in the Security event log to monitor file and folder access.
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Identify software installation and removal - Software installation and removal events can provide
insight into which software is installed or uninstalled on a system, potentially indicating the presence
of unauthorized or malicious software. Look for event IDs 11707 (Software Installation) and 11724
(Software Removal) in the Application event log.

Use event log analysis tools - There are many third-party tools available for analyzing Windows events,
including commercial tools such as EnCase and FTK, as well as open-source tools such as Log2timeline
and Volatility. These tools can automate the process of event log analysis, providing advanced features
and capabilities for identifying user activity and artifacts.

Analyzing Windows Events for Program Execution and Artifacts

Analyzing Windows events for program execution and artifacts can provide valuable insight into the
activity of a system and help identify potentially malicious or unauthorized software. Here are some
techniques for analyzing Windows events for program execution and artifacts:

Look for process creation events - Process creation events can provide information on which programs
or applications are being executed on a system, potentially indicating the presence of unauthorized or
malicious software. Look for event ID 4688 (Process Creation) in the Security event log.

Monitor service creation and modification - Service creation and modification events can provide
information on which services are being added, removed, or modified on a system. Look for event IDs
4697 (Service Installed), 4698 (Service Installed by a User Account), and 4699 (Service Removed) in the
Security event log.

Identify changes to software configuration - Changes to software configuration can indicate potentially
suspicious activity, such as changes to software settings or configurations that could indicate the
presence of unauthorized or malicious software. Look for event IDs 8000-8019 in the Application event
log to identify software configuration changes.

Analyze software error events - Software error events can provide insight into the operation of
software on a system, potentially indicating issues or vulnerabilities that could be exploited by
attackers. Look for event IDs 1000-1026 in the Application event log to identify software error events.

Use event correlation techniques - By correlating Windows events across multiple logs and systems, it
is possible to identify patterns of activity that may indicate malicious or unauthorized software. Look
for events that may be related to each other, such as a process creation event followed by a service
installation event, to identify potentially suspicious activity.

Use event log analysis tools - As with analyzing Windows events for user activity and artifacts, there
are many third-party tools available for analyzing Windows events for program execution and artifacts.
These tools can automate the process of event log analysis, providing advanced features and
capabilities for identifying potentially malicious or unauthorized software.

158



ThinkCyber | NX Windows Forensics

Analyzing Windows Events for System and Configuration Changes
Analyzing Windows events for system and configuration changes can provide valuable insight into the
activity of a system and help identify potential security incidents. Here are some techniques for
analyzing Windows events for system and configuration changes:

Look for account management events - Account management events can provide information on
changes made to user accounts, such as password resets or account deletions. Look for event IDs 4720-
4735 in the Security event log.

Identify changes to file and folder permissions - Changes to file and folder permissions can indicate
potentially malicious activity, such as unauthorized access to sensitive files or directories. Look for
event IDs 4663 (An attempt was made to access an object), 4656 (A handle to an object was
requested), and 4658 (The handle to an object was closed) in the Security event log.

Analyze changes to system settings - Changes to system settings can indicate potentially suspicious
activity, such as changes to network settings or configurations that could impact the security of a
system. Look for event IDs 12 (The system time was changed), 13 (The operating system is shutting
down), and 14 (The system uptime is reset) in the System event log.

Use event correlation techniques - By correlating Windows events across multiple logs and systems, it
is possible to identify patterns of activity that may indicate malicious or unauthorized activity. Look for
events that may be related to each other, such as an account management event followed by a group
policy change event, to identify potentially suspicious activity.

Use event log analysis tools - As with analyzing Windows events for other types of activity, there are
many third-party tools available for analyzing Windows events for system and configuration changes.
These tools can automate the process of event log analysis, providing advanced features and
capabilities for identifying potentially malicious or unauthorized activity.

Analyzing Windows Events for Network Activity and Artifacts

Windows event logs can be a rich source of information for digital forensic investigations, especially
when it comes to network activity and artifacts. Windows logs various types of events related to
network connections, traffic, and other related activities. Analyzing these logs can provide important
insights into the nature of a security incident or system compromise.

Here are some key types of Windows events related to network activity and artifacts:

Network Connection Events

These events are logged whenever a new network connection is established, disconnected or
interrupted. These events can provide information about the source and destination IP addresses,
ports, protocols used, and duration of the connection.

Firewall Events

Windows Firewall logs can provide information about incoming and outgoing traffic that has been
allowed or blocked by the firewall. This can be useful in identifying potentially malicious traffic that
has been blocked by the firewall.

DNS Events

Domain Name System (DNS) events are logged when a DNS query is made, or when a DNS response is
received. These events can provide valuable information about the domain names, IP addresses, and
types of queries made.
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Authentication Events

Authentication events are logged when a user logs on or logs off from a network, or when a user
account is locked out. These events can provide information about the user accounts involved, as well
as the source and destination IP addresses.

Network Policy Server Events

Network Policy Server (NPS) events are logged when a user or device attempts to connect to a network
that is protected by a NPS server. These events can provide information about the user accounts,
devices, and protocols used in the connection attempt.

Web Server Events

Web server events are logged when a user accesses a website hosted on a Windows server. These
events can provide information about the user agent, browser type, HTTP status codes, and other
details that can be useful in identifying potential attacks or vulnerabilities.

Windows Event Log Analysis for Incident Response
Windows Event Logs are a valuable source of information for digital forensics investigations because
they provide a timeline of events that can be used to reconstruct a sequence of activities on a system.

Here are some key steps for conducting Windows Event Log analysis in incident response:

e Collecting Event Logs: The first step is to collect the event logs from the target system.
Windows Event Logs are stored in the Windows Event Log database, which can be accessed
using the Event Viewer application. The Event Viewer allows the user to view, search, and filter
the logs, as well as export them in various formats. In addition to the Event Viewer, there are
several other tools and scripts that can be used to automate the collection of event logs.

e Filtering and Parsing Event Logs: Once the logs have been collected, the next step is to filter
and parse them. The Event Viewer provides basic filtering capabilities, such as filtering by
event type, source, and time range. However, for more complex filtering and parsing tasks,
specialized tools and scripts may be needed. There are several commercial and open-source
tools available that can parse and analyze Windows Event Logs, such as Log Parser, EventLog
Analyzer, and ELK Stack.

e Identifying Anomalies and Security Events: After the event logs have been filtered and parsed,
the next step is to identify anomalies and security events. This involves looking for patterns in
the logs that may indicate malicious or suspicious activity, such as failed login attempts,
unauthorized access attempts, system crashes, and unusual network activity. It is also
important to correlate events across different log sources to get a comprehensive picture of
the incident.

e Correlating Events and Creating a Timeline: Once the anomalies and security events have been
identified, the next step is to correlate them and create a timeline of the incident. This involves
mapping the events to a timeline based on their timestamps and sequence, and identifying
the root cause and scope of the incident. A timeline analysis can help to identify the attacker's
entry and exit points, the duration of the attack, and the types of data that were targeted.

e Reporting and Remediation: The final step is to document the findings and create a report that
summarizes the incident and provides recommendations for remediation. The report should
include a detailed timeline of events, a description of the attack vector and scope, and a list of
recommended remediation steps. The report can be used to guide the incident response
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process, and to improve the organization's security posture by addressing vulnerabilities and
weaknesses that were identified during the investigation.

Windows Event Log Analysis for User Behavior Analytics

Windows Event Log analysis is a crucial aspect of user behavior analytics. By monitoring and analyzing
the events generated by users on Windows machines, organizations can identify and respond to
potential security threats, compliance violations, and operational issues. Windows Event Logs are a
valuable source of information for incident response teams and security analysts to detect and
investigate potential attacks.

Here are some common Windows Event Logs that organizations can use to monitor user behavior:

Security Event Logs: These logs contain information about user authentication, access control, and
other security-related events. Security event logs can help detect unauthorized access attempts,
suspicious login activity, and other security incidents.

System Event Logs: These logs contain information about system-level events such as software
installations, device driver installations, system startup and shutdown, and other system-related
events. System event logs can help detect unauthorized software installations, system crashes, and
other system-related issues.

Application Event Logs: These logs contain information about application-level events such as
application crashes, errors, warnings, and other application-related events. Application event logs can
help detect potential software vulnerabilities and issues.

DNS Server Event Logs: These logs contain information about DNS server activity such as queries,
responses, and other DNS-related events. DNS server event logs can help detect potential DNS-related
attacks and misconfigurations.

Active Directory Event Logs: These logs contain information about Active Directory (AD) activity such
as user and group account management, policy changes, and other AD-related events. Active Directory
event logs can help detect potential AD-related attacks and policy violations.

Windows Event Log Analysis for Threat Hunting

Windows Event Logs are a crucial source of information for threat hunting activities. They provide a
detailed record of system and user activity that can help identify malicious behavior, anomalies, and
indicators of compromise (I0Cs). Threat hunters can use various techniques and tools to analyze
Windows Event Logs to detect and respond to threats in real-time.

Here are some of the key techniques and tools used in Windows Event Log analysis for threat hunting:

Log collection: The first step in Windows Event Log analysis is to collect and aggregate logs from all the
relevant sources, including the Windows operating system, applications, and security software. This
can be done using a variety of tools, such as Windows Event Forwarding (WEF), Sysmon, or a SIEM
platform.

Log parsing and normalization: Once the logs are collected, they need to be parsed and normalized

into a common format for easy analysis. This can be done using log management tools or custom
scripts that can extract relevant fields and convert the logs into a standardized format.
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Event correlation: To identify potential threats, it is essential to correlate events across different log
sources and identify patterns of activity that may indicate malicious behavior. This can be done using
a SIEM platform that can analyze multiple log sources and identify correlations between different
events.

IOC detection: Threat hunters can use Indicators of Compromise (I0Cs) to search for specific threat
activity in Windows Event Logs. 10Cs can include IP addresses, domain names, file hashes, or other
indicators that are associated with known malware or threat actors. Tools such as YARA or open-source
threat intelligence feeds can be used to detect I0Cs in the logs.

Anomaly detection: Threat hunters can also use statistical analysis and machine learning techniques
to identify anomalies in the Windows Event Logs. This can include analyzing event frequency, time of
day, or other patterns that may indicate suspicious activity. Tools such as Splunk, Elastic Stack, or other
machine learning platforms can be used for this purpose.

Human intelligence: Finally, threat hunters need to apply their own experience and expertise to
analyze the Windows Event Logs and identify potential threats. This may involve looking for unusual
activity or behavior that does not fit normal patterns, investigating alerts generated by automated
tools, or manually searching for signs of malicious activity.
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Network Analysis

Network analysis and packet capture are essential skills for anyone working with computer networks.
Whether you are a network engineer, a security analyst, or a software developer, understanding how
to capture and analyze network traffic can help you troubleshoot issues, optimize performance, and
detect security threats.

How Networks Work

At a high level, a computer network is a collection of devices that are connected together to share
information. This information is transmitted across the network in the form of data packets, which are
small units of information that contain both the data being transmitted and information about the
source and destination of the data.

Networks use a variety of protocols to transmit data, including TCP/IP, UDP, and ICMP. These protocols
define how data is formatted, how it is transmitted, and how it is received.

Capturing Network Traffic

Packet capture is the process of intercepting and recording data packets as they move across a
network. This is usually done using specialized software tools, such as Wireshark, which capture the
packets as they flow through the network interface card (NIC) of a computer.

There are several different techniques for capturing packets, including promiscuous mode and network
taps. In promiscuous mode, the NIC is set to capture all packets that it sees, regardless of whether they
are addressed to the computer or not. This allows you to capture all traffic on the network, which can
be useful for analyzing network performance or detecting security threats.

Network taps are physical devices that are installed on the network to intercept and redirect traffic to
a packet capture device. This allows you to capture traffic without disrupting the flow of data on the
network.

Analyzing Network Traffic

Once packets have been captured, they can be analyzed to gain insights into the traffic patterns,
protocols, and data payloads being transmitted across the network. This analysis can be used to
troubleshoot network issues, optimize network performance, and detect security threats.

Wireshark is a popular tool for analyzing network traffic, as it provides a powerful set of tools for
dissecting and interpreting packets. With Wireshark, you can view packet details, filter packets based
on criteria such as protocol or IP address, and even graph network traffic over time.

Common network protocols, such as HTTP, DNS, and SMTP, can also be analyzed using Wireshark. By

examining the packets associated with these protocols, you can gain a deeper understanding of how
they operate and identify potential issues.
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Setting Up and Configuring Wireshark

Setting up and configuring Wireshark is an important step in the network analysis process. Wireshark
is a powerful network analysis tool that provides a wide range of features for capturing and analyzing
network traffic.

Step 1: Download and Install Wireshark

The first step in setting up Wireshark is to download and install the software. Wireshark is available for
Windows, Linux, and macOS, and can be downloaded from the official Wireshark website.

Once you've downloaded the installer, follow the on-screen instructions to install the software on your
computer. The installation process may require administrative privileges, so make sure you have the
necessary permissions.

M The Wireshark Network Analyzer — [m] X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
4 m ® RE ] = GF iEEaqan
(W [ apply a display fitter __ <Ctrl-/> =
Welcome to Wireshark
Open
C:\Tools\FakeNet-NG\fakenet1.4.11\packets_20230204_212719.pcap (86 KB)
Capture
using this fiter: [ [Ent flter . ~] |allinterfaces shown >
| Ethemnetd [ ~
NordLynx M
Local Area Connection™ §
Local Area Connection® 8 v
Learn
User'sGuide - Wiki - Questions and Answers - Mailing Lists - SharkFest - Wireshark Discord - Donate
You are running Wireshark 4.0.3 (v4.0.3-0-gc552f74cdc23). You receive automatic updates.
¥ Ready to load or capture No Packets Profile: Default

Step 2: Analyze Captured Packets

Once you've configured your network interfaces, you can start capturing packets in Wireshark. To
capture packets, click the "Start" button in the "Capture Options" window. Wireshark will begin
capturing packets on the selected interface.

A Capturing from Ethernetd - m} x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
W] RE QRes=F iz |Eaaqaqn
Ctri-/> <)+
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74 13.844281 2a0d:67cO:8d2:2c00: 561 e8.. 2606:4700:20: :acd3:.. TCP 75 59768 > 443 [ACK] Seq=1 Ack=1 Win=1825 Len=1 [T(
75 13.846276 2606:4780:20: : ac43: 4418 2a0d:6FcB:8d2:2c00:... TCP 86 443 » 59760 [ACK] Seq=1 Ack=2 Win=8 Len=6 SLE=1
77 14.510561 149.154.167.91 192.168.1.172 HTTP 288 HTTP/1.1 280 OK
78 14.511935 192.168.1.172 149.154.167.91 HTTP 462 POST /api HTTP/1.1 (application/x-www-form-urle
79 14.572066 149.154.167.91 192.168.1.172 TCP 60 BB + 50983 [ACK] Seq=235 Ack=489 Win=32768 Len=¢
88 14.625999 VMware_89:6b:22 Technico Sc:fc:97  ARP 42 Who has 192.168.1.12 Tell 192.168.1.189
81 14.626816 Technico_Sc:fc:97 VMware_09:6b:22 ARP 60 192.168.1.1 is at d4:35:1d:5c:fc:97
82 14.918782 fes@::617a:d18b:29ec:19¢5  T782::16 ICMPvE 98 Multicast Listener Report Message v2
83 15.948221 192.168.1.189 138.199.52.32 WireGu.. 154 Transport Data, receiver-0x799B98E2, counter=18,%
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Frame 33: 88 bytes on wire (784 bits), 88 bytes captured (784 bits) 18 @ 4d eb 95 ad d4 35 1d 5c fc 97 86 dd 6@ e@ M
Ethernet II, Src: Technico_Sc:fc:97 (d4:35:1d:Sc:fc:97), Dst: Giga-B 6@ @0 @0 22 11 48 23 0d 6f c@ 05 d2 2c @0 o0 o8 " @
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As packets are captured, they will be displayed in the Wireshark window. You can analyze the packets
using the various features and tools provided by Wireshark, such as the packet list, packet details, and
packet graph.

Capturing and Filtering Network Traffic
Capturing and filtering network traffic is an important part of network analysis, and Wireshark provides
a variety of tools to help you capture and filter network traffic.

Filtering Network Traffic

Wireshark provides several tools for filtering network traffic, which can help you focus on the packets
that are most relevant to your analysis. The two main types of filters in Wireshark are capture filters
and display filters.

= Capture filters are used to capture only the packets that meet certain criteria. For example,
you could use a capture filter to capture only packets from a specific IP address, or only packets
that use a particular protocol.

= Display filters are used to display only the packets that meet certain criteria. For example, you
could use a display filter to show only packets that contain a particular string of text in the
packet payload.

To apply a filter in Wireshark, click the "Apply as Filter" button next to the packet or field that you want
to use as a filter. Wireshark will apply the filter and display only the packets that meet the criteria.

Analyzing Packet Data

To analyze packet data in Wireshark, you can use a variety of tools and features. One of the most
powerful tools for analyzing packet data is the filter bar, which allows you to filter packets based on
various criteria.

For example, you could use a filter to show only packets from a specific IP address or port, or to show
only packets that use a particular protocol. You can also create more complex filters using Boolean
operators and regular expressions.

In addition to filtering, Wireshark provides a variety of other tools for analyzing packet data, such as
the graphing features, which allow you to visualize traffic patterns over time, and the protocol
hierarchy pane, which shows a breakdown of the protocols used in each packet.

Main Wireshark Filters

This table provides an overview of 25 common Wireshark filters and their descriptions. These filters
can help you quickly focus on specific aspects of network traffic during analysis, making the process
more efficient and effective.

No. | Wireshark Filter Description

1 ip.addr == x.X.X.X Filter by IP address

2 ip.Src == X.X.X.X Filter by source IP address

3 ip.dst == x.x.x.x Filter by destination IP address
4 tcp.port == xx Filter by TCP port

5 udp.port == xx Filter by UDP port

6 tcp.flags.syn == 1 && tcp.flags.ack == Filter for TCP SYN packets

7 tcp.flags.reset == Filter for TCP RST packets

8 http.request.method == "GET" Filter for HTTP GET requests
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9 http.request.method == "POST" Filter for HTTP POST requests

10 | dns.gry.name == "example.com" Filter for DNS queries for example.com

11 | wlan.sa == XX:XX:XX:XX:XX:XX Filter by WLAN source MAC address

12 | wlan.da == XX:XXXXXXXX:XX Filter by WLAN destination MAC address

13 | icmp Filter for all ICMP packets

14 | ssl Filter for all SSL/TLS packets

15 | (ip.src == x.x.Xx.x) && (ip.dst == y.y.y.y) Filter for traffic between two IP addresses

16 | ip.addr == x.x.x.x && tcp.port == xx Filter for traffic with specific IP address and
TCP port

17 | frame.number ==x Filter by frame number

18 | frame.len >=x Filter for packets with a minimum length of x
bytes

19 | frame.len <=x Filter for packets with a maximum length of x
bytes

20 | http.cookie contains "example" Filter for HTTP packets containing the text
"example" in the cookie

21 | ftp.request.command == "USER" Filter for FTP requests with the USER
command

22 | dns.flags.response == Filter for DNS response packets

23 | tcp.analysis.retransmission Filter for TCP retransmissions

24 | tcp.analysis.duplicate_ack Filter for duplicate TCP acknowledgements

25 | (tcp.flags.syn == 1) && (tcp.flags.ack == 1) Filter for TCP SYN-ACK packets
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Analyzing and Interpreting Packet Data

Analyzing and interpreting packet data is an essential skill for network analysts, as it allows you to gain
insights into the traffic patterns, protocols, and data payloads being transmitted across a network.

Viewing Packet Data

Wireshark provides several different views of packet data, which can be used to gain insights into the
contents of each packet. The three main views of packet data in Wireshark are the packet list, the
packet details pane, and the packet bytes pane.

= The packet list displays a summary of each packet, including information such as the source
and destination IP addresses, the protocol, and the packet length. By default, the packet list is
sorted by time, so you can see the order in which packets were transmitted.

A Capturing from Ethernetd - m} x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Lo c) RERer=g i EaQaas
ay fiter .. <Ctl-/> 3 -]+
Source Destination Protocol  Length Info ~
72 13.412271 192.168.1.172 224.9.9.22 16MPV3 60 Membership Report / Join group 224.8.8.251 for &
73 13.412387 fes@::617a:d18b:29ec:19¢5  T782::16 ICMPvE 90 Multicast Listener Report Message v2
74 13.844281 2a0d:6fcB:8d2:2c00: e5e6:e8.. 2606:4700:20: :acd3:.. TCP 75 59768 » 443 [ACK] Seq=1 Ack=1 Win=1025 Len=1 [T(
75 13.846276 2606:4700:20: : ac43:4478 2a8d: 6FcB:8d2:2c00:... TCP 86 443 > 59768 [ACK] Seq=1 Ack=2 Win=8 Len=@ SLE=1
77 14.510561 149.154.167.91 192.168.1.172 HTTP 288 HTTP/1.1 280 OK
78 14.511935 192.168.1.172 149.154.167.91 HTTP 462 POST /api HTTP/1.1 (application/x-www-form-urle
79 14.572066 149.154.167.91 192.168.1.172 TCP 60 BB + 50983 [ACK] Seq=235 Ack=489 Win=32768 Len=¢
88 14.625999 VMware_89:6b:22 Technico Sc:fc:97  ARP 42 Who has 192.168.1.12 Tell 192.168.1.189
81 14.626816 Technico_Sc:fc:97 VMware_09:6b:22 ARP 60 192.168.1.1 is at d4:35:1d:5c:fc:97
82 14.918782 fes@::617a:d18b:29ec:19¢5  T782::16 ICMPvE 98 Multicast Listener Report Message v2
83 15.948221 192.168.1.189 138.199.52.32 WireGu.. 154 Transport Data, receiver-0x799B98E2, counter=18,%
< >
Frame 33: 88 bytes on wire (784 bits), 88 bytes captured (784 bits) 18 c@ ad eb 95 ad d4 35 1d 5c fc 97 86 dd 6@ @@ M
Ethernet II, Src: Technice Sc:fc:97 (d4:35:1d:5c:fc:97), Dst: Giga-B 6@ @0 @0 22 11 48 23 0d 6F c@ 05 d2 2c @0 o0 o " @
Internet Protocol Version 6, Src: 2a@d:6fc@:8d2:2c8@::1, Dst: 2abd:6f g“ :g 9: i’: :g ?; ;; gg 5; ;g gg gg g; 9: E: 3: :
e 83 a c cd el
User Datagram Protocol, Src Perts 53, Dst Port: 50067 o020 00 61 60 60 80 00 00 66 62 77 70 61 64 03 [
Domain Name System (response) e Bl Ge 6B 80 61 86 61 Tan
< > < b4
() 7 Ethemetd: <live capture in progress> Packets: 107 - Displayed: 107 (100.0%) Profile: Default

= The packet details pane displays a more detailed view of each packet, including the contents
of each protocol header and payload. This can be useful for understanding the structure of
each packet and the data that is being transmitted.

£ Capturing frem Ethemet0 - [m] x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
mae RERes=F s Eaaa#
(W A0ply 2 i Ctl- 3 -+
No. Time Source Destination Protocol  Length Info A
72 13.412271 192.168.1.172 224.0.0.22 I6MPV3 60 Membership Report / Join group 224.8.8.251 for :
73 13.412307 feB0::617a:d18b: 29ec:19¢5  ffB2::16 ICMPYB 98 Multicast Listener Report Message v2
74 13.844281 2a@d:6fc@:8d2:2c00:e5e6:88.. 26@6:4700:20: :ac43:.. TCP 75 59768 = 443 [A(K] 5eq=1 Ack=1 Win=1025 Len=1 [T(
75 13.846276 2606:4700:20: : ac43:4478 2a8d: 6FcB:8d2:2c00:... TCP 86 443 > 59768 [ACK] Seq=1 Ack=2 Win=8 Len=@ SLE=1
77 14.510561 149.154.167.91 192.168.1.172 HTTP 288 HTTP/1.1 208 OK
78 14.511935 192.168.1.172 149.154.167.91 HTTP 462 POST /api HTTP/1.1 (application/x-www-form-urle
79 14.572066 149.154.167.91 192.168.1.172 TCP 60 80 > 59983 [ACK] Seq=235 Ack=489 Win=32768 Len=¢
80 14.625999 VMware_89:6b:22 Technico_Sc:fc:97  ARP 42 Who has 192.168.1.17 Tell 192.168.1.189
81 14.626816 Technico_Sc:fc:97 VMware_@9:6b:22 ARP 60 192.168.1.1 is at d4:35:1d:5c:fc:97
82 14.910782 feB0::617a:d18b: 29ec:19¢5  ff02::16 ICMPYB 90 Multicast Listener Report Message v2
83 15.848221 192.168.1.189 138.199.52.32 WireGu.. 154 Transport Data, receiver=0x799B9@E2, counter=18,Y
< >
Frame 33: 88 bytes on wire (784 bits), 88 bytes captured (784 bits) 18 c@ 4d eb 95 ad d4 35 1d Sc fc 97 86 dd 68 08 M
Ethernet II, Src: Technico_Sc:fc:97 (d4:35:1d:5c:fc:97), Dst: Giga-B @0 80 80 22 11 4@ 2a od 6f ce 5 d2 2c 6o 60 60 " @
Internet Protocol Version 6, Src: 2a@d:6fc@:8d2:2c80::1, Dst: 2a8d:5f ga gg 92 i’z 32 ?; ;; 2: 5; ;2 33 Zi ;; 92 E: ;j :
e 83 a c od e
User Datagram Protocol, Src Port: 53, Dst Port: 50067 o040 2 o1 00 o0 00 o5 on o9 04 77 78 61 64 05 [
Domain Name System (response) e 1 Ge 8 BE B1 BE L Tan
< > )< >
() 7 Ethemetd: <live capture in progress> Packets: 107 - Displayed: 107 (100.0%) Profile: Default

= The packet bytes pane displays the raw bytes of each packet, which can be useful for
understanding the binary format of each packet and how the data is encoded.
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£ Capturing from Ethemnetd - [m] x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
mae RERes=F s Eaaa#
(W [Apply  display fiiter .. <Ctrl- <)+
No. Time Source Destination Protocol  Length Info A
72 13.412271 192.168.1.172 224.0.0.22 I6MPV3 60 Membership Report / Join group 224.8.8.251 for :
73 13.412307 feB0::617a:d18b: 29ec:19¢5  ffB2::16 ICMPYB 98 Multicast Listener Report Message v2
74 13.844281 2a0d:67cO:8d2:2c00: 561 e8.. 2606:4700:20: :acd3:.. TCP 75 59768 > 443 [ACK] Seq=1 Ack=1 Win=1825 Len=1 [T(
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78 14.511935 192.168.1.172 149.154.167.91 HTTP 462 POST /api HTTP/1.1 (application/x-www-form-urle
79 14.572066 149.154.167.91 192.168.1.172 TCP 60 BB + 50983 [ACK] Seq=235 Ack=489 Win=32768 Len=¢
88 14.625999 VMware_89:6b:22 Technico Sc:fc:97  ARP 42 Who has 192.168.1.12 Tell 192.168.1.189
81 14.626816 Technico_Sc:fc:97 VMware_09:6b:22 ARP 60 192.168.1.1 is at d4:35:1d:5c:fc:97
82 14.918782 fes@::617a:d18b:29ec:19¢5  T782::16 ICMPvE 98 Multicast Listener Report Message v2
83 15.948221 192.168.1.189 138.199.52.32 WireGu.. 154 Transport Data, receiver-0x799B98E2, counter=18,%
< >
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Ethernet II, Src: Technico_Sc:fc:97 (d4:35:1d:5c:fc:97), Dst: Giga-B @0 80 80 22 11 4@ 2a od 6f ce 5 d2 2c 6o 60 60
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User Datagram Protocol, Src Port: 53, Dst Port: 50067 o010 DR 00 o1 00 o0 00 o5 o0 o9 04 77 78 61 64 05 [
Domain Name System (response) e 1 Ge 8 BE B1 BE L Tan
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@ 7 FEthemetd: <live capture in progress> Packets: 107 - Displayed: 107 (100.0%) Profile: Default

Interpreting Packet Data
Interpreting packet data involves understanding the meaning and significance of the data that is being
transmitted. This can involve analyzing the contents of each packet and looking for patterns and

anomalies.

For example, you might look for patterns in the payload of HTTP packets to identify specific user agents
or cookies. Or, you might look for anomalies in the timing or size of packets to detect potential security
threats or performance issues.

To interpret packet data effectively, it's important to have a good understanding of the protocols and
applications being used on the network, as well as the context of the traffic. This can involve working
closely with other network analysts, administrators, or developers to gain a deeper understanding of
the network environment.

Advanced Protocol Analysis with Wireshark
Advanced protocol analysis with Wireshark is a crucial skill for network analysts and engineers, as it
allows them to gain a deeper understanding of the protocols and applications being used on the

network.

Protocol Dissection

Protocol dissection is the process of analyzing the headers and payloads of packets to understand the
structure and contents of a protocol. Wireshark provides a powerful protocol analysis engine that can
dissect a wide range of protocols and applications, including TCP/IP, DNS, HTTP, and many others.

No. | Protocol Filter Description

1 Ethernet eth Dissects Ethernet frames, providing information about source and
destination MAC addresses, EtherType, and payload data.

2 IPv4 ip Dissects IPv4 packets, displaying information such as source and
destination IP addresses, protocol, time-to-live (TTL), and header
checksum.

3 IPv6 ipv6 Dissects IPv6 packets, showing source and destination IP addresses,
next header, hop limit, and payload length.

4 TCP tcp Dissects TCP segments, displaying source and destination ports,
sequence numbers, acknowledgement numbers, flags, window size,
and checksum.
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uDP

udp

Dissects UDP datagrams, providing information about source and
destination ports, length, and checksum.

ICMP

icmp

Dissects ICMP messages, displaying the message type, code, and
checksum, as well as any associated data.

HTTP

http

Dissects HTTP traffic, showing request and response methods, URlIs,
headers, and payload data.

DNS

dns

Dissects DNS query and response packets, providing details about
transaction IDs, flags, question and answer counts, queries, and
resource records.

SSL/TLS

ssl

Dissects SSL and TLS traffic, displaying information about handshake
messages, certificates, keys, and encrypted payload data.

10

DHCP

dhcp

Dissects DHCP messages, showing message types, transaction IDs,
client and server IP addresses, client MAC addresses, and various
options such as subnet masks, routers, and lease times.

11

ARP

arp

Dissects ARP packets, displaying the hardware and protocol types,
hardware and protocol sizes, operation (request or reply), sender and
target hardware (MAC) addresses, and sender and target protocol (IP)
addresses.

12

FTP

ftp

Dissects FTP traffic, providing information about commands,
responses, and associated data.

13

SNMP

snmp

Dissects SNMP messages, displaying version, community strings, PDU
types, request and response IDs, error statuses and indices, and
variable bindings.

14

SMTP

smtp

Dissects SMTP traffic, showing commands, responses, and associated
data such as email headers and message bodies.

15

SIP

sip

Dissects SIP messages, displaying request and response methods,
headers, and payload data.

16

RTP

rtp

Dissects RTP packets, providing information about the payload type,
sequence number, timestamp, SSRC, and payload data.

17

RTCP

rtcp

Dissects RTCP packets, displaying report types, sender SSRCs, and
various statistics such as packet and octet counts, jitter, and round-trip
time.

18

SMB

smb

Dissects SMB traffic, providing information about commands,
responses, and associated data such as filenames, file attributes, and
read/write data.

19

SMB2

smb2

Dissects SMB2 traffic, displaying information about commands,
responses, and associated data such as filenames, file attributes, and
read/write data, similar to SMB but with newer protocol features.

20

SSH

ssh

Dissects SSH traffic, providing details about protocol version,
encryption and authentication algorithms, and encrypted payload data.

21

LLMNR

IImnr

Dissects LLMNR (Link-Local Multicast Name Resolution) packets,
displaying query and response messages, transaction IDs, flags, and
resource records. LLMNR is a protocol used for name resolution on local
networks when DNS is not available or fails.

22

NBNS

nbns

Dissects NBNS (NetBIOS Name Service) packets, showing query and
response messages, transaction IDs, flags, and resource records. NBNS
is a protocol used for name resolution on local networks in Windows
environments, primarily for older systems that do not support LLMNR
or DNS.

23

DHCPv6

dhcpvb

Dissects DHCPv6 (Dynamic Host Configuration Protocol for IPv6)
messages, displaying message types, transaction IDs, client and server
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IP addresses, client MAC addresses, and various options such as DNS
servers, domain search lists, and lease times. DHCPv6 is the IPv6
version of DHCP, used to assign and manage IPv6 addresses and
configuration information on IPv6-enabled networks.

To dissect a protocol in Wireshark, simply select a packet that uses the protocol and expand the
relevant section in the packet details pane. This will reveal the fields and values of each protocol
header, as well as any data payloads that are associated with the protocol.

Network Security Analysis with Wireshark
Wireshark is a powerful tool for network security analysis, as it allows you to capture and analyze
network traffic to detect potential security threats and vulnerabilities.

Detecting Malware and Exploits

One of the key applications of Wireshark in network security analysis is to detect malware and exploits.
Wireshark can capture and analyze network traffic to identify potential indicators of compromise, such
as suspicious network traffic patterns or the presence of malicious payloads.

To detect malware and exploits with Wireshark, you can use various features such as the expert info,
protocol hierarchy pane, and the search bar. By looking for specific patterns or anomalies in the
network traffic, you can identify potential security threats and take action to mitigate them.

Analyzing Network Protocols

Another key application of Wireshark in network security analysis is to analyze network protocols.
Wireshark can help you understand how various protocols work and identify potential vulnerabilities
or misconfigurations that could be exploited by attackers.

To analyze network protocols with Wireshark, you can use the protocol dissectors and the protocol
hierarchy pane to identify the protocols being used on the network, and the flow graphs to visualize
the traffic patterns. By analyzing the traffic patterns and the protocol details, you can identify potential
security risks and take steps to address them.

Filtering for Security Events

Filtering is a powerful feature in Wireshark that can be used to isolate packets that are related to
specific security events. By using filters to isolate packets that are associated with potential security
threats, you can quickly identify and address security issues on the network.

To create a filter for a specific security event, you can use various criteria such as IP address, port
number, protocol, or keyword search terms. Once you've created the filter, Wireshark will display only
the packets that match the filter criteria, allowing you to quickly identify potential security threats and
take appropriate action.
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Visualizing Network Traffic with Wireshark
Visualizing network traffic with Wireshark is a powerful technique for gaining insights into the behavior
and structure of network traffic.

Graphing Features
Wireshark provides several powerful graphing features that can be used to visualize network traffic.
These features include the I/O graph, the packet rate graph, and the TCP stream graph.

The 1/0 graph displays the input and output traffic on a selected network interface over time, allowing
you to visualize the traffic patterns and identify potential bottlenecks or issues.

The packet rate graph displays the number of packets per second on a selected network interface over
time, allowing you to visualize the traffic patterns and identify potential spikes or drops in traffic.

The TCP stream graph displays the TCP traffic patterns between two hosts, allowing you to visualize
the flow of traffic and identify potential issues such as slow response times or packet loss.

M Wireshark - 1/0 Graphs - Ethernetd - m] X

Wireshark 1fO Graphs: Ethernetd

600 |
500 |

400

Packets/1 sec

Time (s)

Hover over the graph for detais.

Enabled Graph Name Display Filter Color Style ¥ Axis Y Field SMA Period Akl
TCP Errors tcp.analysis.flags . Bar Packets Mene 1

v
€ >
+||— W EJ Mouse (@) drags () zooms Interval |1sec [1 Time of day [1 Log scale Automatic Update Reset

Save As... Copy Copy from Help

Protocol Hierarchy Pane

The protocol hierarchy pane in Wireshark provides a powerful tool for visualizing the structure and
behavior of network traffic. The protocol hierarchy pane displays a breakdown of the protocols used
in each packet, allowing you to visualize the traffic patterns and identify potential issues or anomalies.
By using the protocol hierarchy pane to visualize the traffic patterns and the structure of the network
traffic, you can gain insights into the behavior of the network and identify potential security threats,
performance issues, or other anomalies.

Ml Wireshark - Protocol Hierarchy Statistics - Ethernet0 - o x
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~ User Datagram Protocol 56 1135 01 %0 95 0 0 0
QuIC IETF 49 g9g 41 ga2080 6747 998 603339 6331
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Colorization Rules

Wireshark provides a powerful colorization feature that allows you to color-code packets based on
specific criteria. By using colorization rules to highlight packets that match specific criteria, you can
quickly identify potential issues or anomalies in the network traffic.

For example, you could use colorization rules to highlight packets that contain HTTP errors, or to
highlight packets that are associated with a specific IP address or port. By using colorization rules to
highlight packets that match specific criteria, you can quickly identify potential issues and take
appropriate action.
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Best Practices for Network Analysis with Wireshark
Network analysis with Wireshark can be a complex task, and it's important to follow best practices to
ensure accurate and effective analysis.

Use a Filter

When analyzing network traffic with Wireshark, it's important to use a filter to isolate the packets that
are related to your analysis. Using a filter will help you focus on the packets that are relevant to your
analysis, and make it easier to identify potential issues or anomalies.

Capture Only What You Need

When capturing network traffic with Wireshark, it's important to capture only what you need.
Capturing too much traffic can result in large capture files that are difficult to analyze, and can lead to
performance issues on the capture machine.

Organize Your Analysis Workflow

Organizing your analysis workflow is an important best practice for network analysis with Wireshark.
By establishing a clear and consistent workflow, you can ensure that your analysis is accurate and
efficient.

Understand Protocol Behavior

To effectively analyze network traffic with Wireshark, it's important to understand the behavior of the
protocols being used. By understanding the behavior of the protocols, you can identify potential issues
and anomalies that could impact network performance or security.
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Visualize the Traffic
Visualizing network traffic with Wireshark is an important best practice for network analysis. By

visualizing the traffic, you can identify potential patterns or anomalies that could be impacting network
performance or security.

Keep Wireshark Up to Date
Finally, it's important to keep Wireshark up to date with the latest updates and patches. Wireshark is

a powerful tool that is constantly evolving, and keeping it up to date will ensure that you have access
to the latest features and bug fixes.
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Network Analysis with NetworkMiner

NetworkMiner is a popular open-source network forensic analysis tool designed to capture, analyze,
and extract evidence from network traffic. It is used by network administrators, security professionals,
and digital forensics experts to parse pcap files and perform live traffic analysis on both wired and
wireless networks.

Features of NetworkMiner:
e Passive network sniffing
Pcap file parsing and analysis
Protocol analysis, including HTTP, FTP, SMB, and SMTP
File extraction and reconstruction
Host and user identification
Connection and session analysis
GeolP mapping
OS and browser fingerprinting
Encryption detection

Installation
Visit the official NetworkMiner website and download the latest version.
https://www.netresec.com/?page=NetworkMiner

To capture live network traffic using NetworkMiner, follow these steps:

1. Run NetworkMiner as an administrator (Windows) or with root privileges (Linux).
2. Click on the 'Interfaces' tab.
3. Select the network interface you want to capture traffic from.
4. Click the 'Start' button to begin the capture.
A8 NetworkMiner 2.8 — O X
File  Tools Help
WinPcap: Intel(R) 82574L Gigabit Network Connection (0.0.0.0) {4D33871D2-CE38-4BAC-AGCA-CFDBSAGANT44)
Anomalies Case Panel
Hosts (11} Files  Images Messages Credentials Sessions (5) DNS (7) Parameters (11) Keywords Flename  MD5
Filter: | | String ~ | | Clear Apply NM_202...
Sort Hosts On: | IP Address (ascending) w Sort and Refresh
[-1J9 138,199.5232 ~

i1 192 168.1.189
i 149.154.167.91

1 192.168.1.172
I 2ald:6fc0:8d2:2c00:e5e6:283:a614:4513

v Reload Case Files

rebirmt met] Tmmredin st smsise srseee s s

Buffered Frames to Parse:
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To analyze pcap files with NetworkMiner, follow these steps:

N

Launch NetworkMiner.
Click 'File' > 'Open' in the menu bar.
Browse to the location of the pcap file and open it.

“ MetworkMiner 2.8
File Tools Help
— Select a network adapter in the list —

Hosts (357) Files (730) Images Messages (1) Credentials (41) Sessions (14859) DMS (1280) Parameters (19210) Keywords Anomalies

Case Panel

Stop

)
B
i Py

10.6.15.5 [saltmobsters-dc sattmobsters.com] (Windows)

@ 13 [dns meftnsi Gom]
id8 168.62.57 154 [skypedataprdcoleus 12 cloudapp net] [seff-events-data trafficmanager net] [seff events data microsoft com]
40 f280:1c01522b €837 ece2

& 10.6.15.187 [DESKTOP-YSEFZ2G local] [DESKTOP-YSEFZ2G] [desktop-ys&iz2a] (Windows)
& 10.6.15.119 [DESKTOP-NIEESLP local] [DESKTOP-NIEESLP] [desktop-nieeip] (Windows)
-4l 52.242.211.89 [wns notify trafficmanager.net] [client wns.windows com]

< >

Filter: | | String ~ Clear Apply
Sort Hosts On: | IP Address (ascending) ~ Sort and Refresh
- 10.6.15.93 [DEKSTOP-AICTIVY local] [DEKSTOP-AICTIVY] (Windows) ~

Filename ~ MD5
network...  72c5la.

Buffered Frames to Parse: [N

Navigating the Tabs:

e Hosts: Displays information about hosts detected in the network traffic, such as IP addresses,

hostnames, and operating systems.

e Files: Lists all files extracted from the network traffic, including images, documents, and

executables.

e Messages: Shows email, chat, and social media messages found in the network traffic.

e Sessions: Provides an overview of network sessions and their associated metadata.

o DNS: Presents DNS queries and responses extracted from the network traffic.

e  Parameters: Lists HTTP GET and POST parameters, as well as FTP commands and responses.
[ )

anomalies.
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Malware Analysis
Malware is an umbrella term that refers to a wide range of malicious software designed to harm,
damage, or disrupt computer systems, networks, and mobile devices. There are several types of
malware, including:

e Virus: A virus is a malicious program that attaches itself to a clean file and infects other files
on the system. It replicates itself and spreads through email attachments, infected websites,
or USB drives.

o  Worm: Aworm is a self-replicating malware that spreads across networks and devices without
user intervention. It uses vulnerabilities in the operating system or software to infect other
systems.

e Trojan: A Trojan is a type of malware that disguises itself as a legitimate program to trick users
into downloading and installing it. Once installed, it can steal data, modify system settings, and
install additional malware.

e Ransomware: Ransomware is a type of malware that encrypts files on the infected system and
demands a ransom in exchange for the decryption key. It can spread through phishing emails,
infected websites, or social engineering tactics.

e Adware: Adware is a type of malware that displays unwanted ads on the infected system. It
can be bundled with legitimate software or downloaded from infected websites.

e Spyware: Spyware is a type of malware that monitors the user's online activity and collects
sensitive information, such as login credentials, credit card numbers, and browsing history.

e Rootkit: A rootkit is a type of malware that hides its presence on the infected system by
modifying system files and processes. It can be used to gain unauthorized access to the system,
steal data, or launch attacks.

e Fileless malware: Fileless malware is a type of malware that resides in the computer's memory
and does not leave a trace on the hard drive. It can be used to steal data, launch attacks, or
provide backdoor access to the system.

e Botnet: A botnet is a network of infected computers that are controlled by a remote attacker.
It can be used to launch distributed denial-of-service (DDoS) attacks, send spam emails, or
steal sensitive information.

e Banking malware: Banking malware is a type of malware that targets online banking systems
and steals login credentials, credit card numbers, and other sensitive information.

e Mobile malware: Mobile malware is a type of malware that targets mobile devices, such as
smartphones and tablets. It can be used to steal data, launch attacks, or send premium-rate

SMS messages.

e Cryptojacking malware: Cryptojacking malware is a type of malware that hijacks the infected
system's processing power to mine cryptocurrency without the user's knowledge or consent.
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These are just a few examples of the many types of malware that exist today. As the threat landscape
evolves, new types of malware are constantly emerging, making it more challenging to protect
computer systems and networks.

Understanding Malware Behavior

Malware is a term used to describe any malicious software that is designed to disrupt, damage, or gain
unauthorized access to a computer system or network. Malware can take many forms, such as viruses,
worms, Trojans, ransomware, adware, and spyware. Each type of malware has a unique set of
behaviors that it exhibits in order to carry out its intended purpose.

Viruses: A virus is a type of malware that infects a system by attaching itself to a legitimate file or
program. Once the infected file is opened or executed, the virus spreads throughout the system and
can cause a variety of malicious activities such as data theft, system crashes, and deletion of files.

Worms: Worms are self-replicating malware that spreads through networks and computer systems.
They can cause significant damage to a network by consuming bandwidth, slowing down systems, and
creating backdoors for further attacks.

Trojans: Trojans are malware that disguise themselves as legitimate software or files, tricking users into
downloading and installing them. Once installed, they can perform a wide range of malicious activities,
such as stealing data, logging keystrokes, and allowing remote access to the system.

Ransomware: Ransomware is a type of malware that encrypts the victim's files and demands a ransom
payment in exchange for the decryption key. It can cause significant damage to individuals and
organizations by rendering their data inaccessible and disrupting their operations.

Adware: Adware is malware that displays unwanted ads or pop-ups on a user's system. While not as
harmful as other types of malware, it can be very annoying and disruptive to users.

Spyware: Spyware is a type of malware that monitors a user's activities and gathers sensitive
information such as login credentials, credit card numbers, and browsing history. This information is
then transmitted to the attacker who can use it for malicious purposes.

Malware can exhibit a range of behaviors depending on its purpose and design. Some common
behaviors that are exhibited by different types of malware include:

Self-replication: Many types of malware are designed to self-replicate and spread throughout a system
or network. This can cause significant damage to the affected systems by consuming resources and
disrupting normal operations.

Data theft: Malware can be designed to steal sensitive data such as login credentials, credit card
numbers, and personal information. This data can then be used by attackers for malicious purposes

such as identity theft or financial fraud.

Backdoor creation: Malware can create backdoors in a system or network, which allow attackers to
gain unauthorized access to sensitive information or perform malicious activities.

System modification: Malware can modify system files, settings, and configurations to make it more
vulnerable to further attacks or to prevent detection and removal.
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Botnet creation: Malware can be used to create botnets, which are networks of infected computers
that can be controlled remotely by attackers. Botnets can be used for a variety of malicious activities,
such as distributed denial-of-service (DDoS) attacks, spamming, and data theft.

In order to combat malware, it is important to understand its behavior and characteristics. This

knowledge can help organizations to identify and prevent malware infections, as well as respond
quickly and effectively to any malware attacks that do occur.
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Understanding Packed Malware

When trying to protect our computers and systems from malware, we often rely on antivirus software
to detect and remove harmful programs. However, some malicious software is designed to avoid
detection by using a technique called "packing".

What is Packing?

Packing is a method where malware authors hide their harmful code by compressing or encrypting it.
This process makes it more difficult for antivirus software to detect the malware and for cybersecurity
experts to study it. Packers are tools that perform this process and can be categorized into two types:

e Compressors: These tools shrink the malware code, making it smaller and more challenging to
study. The compressed code is then expanded back to its original form when the malware is
running.

e Encryptors: These tools scramble the malware code, making it unreadable. The code is
unscrambled when the malware is running, allowing it to work as intended.

Challenges with Packed Malware
Packed malware creates several problems for cybersecurity professionals:

e Hidden Code: It's tough to understand and study the harmful code when it's compressed or
encrypted.

e Avoiding Detection: Packed malware can slip past antivirus software because the hidden code
might not match known harmful programs.

e Analyzing Complexity: Packed malware can include techniques to make it even more
challenging to study, such as preventing researchers from observing how the malware behaves
when it's running.

e Uncovering Hidden Malware Code

To study packed malware, experts need to unpack the hidden code and restore it to its original form.
They can use various techniques to do this:

e Manual Unpacking: This involves using specialized tools to carefully examine the code, find
where the hidden code is, and extract it.

e Automated Unpacking: Some tools can automatically unpack hidden code, especially if the
packer used is well-known.

e Dynamic Unpacking: Researchers can run the hidden malware in a secure, controlled
environment to capture the original code when the malware is running.

Analyzing Uncovered Malware

Once the malware is unpacked, researchers can study the original code and observe how the malware
behaves when it's running. This analysis helps experts understand the malware's intentions, how it
spreads, and how to defend against it. The knowledge gained from this research can be used to
improve antivirus software and other cybersecurity measures.
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Windows Common Processes
They are legitimate Windows processes, but attackers might misuse or impersonate them for malicious
purposes. To identify potential malware, analyze the processes' behavior, command line arguments,
parent processes, file locations, and network activity.

Windows Forensics

Name Location Description Malware Analysis Tips

explorer.exe Windows Manages the user | Commonly targeted by malware to
interface, such as the | gain persistence. Look for unusual
taskbar and desktop. | file locations or  suspicious

behavior.

svchost.exe System32 Hosts multiple system | Malware often disguises itself as
services that run in | svchost.exe. Verify the parent
the background. process and check for odd network

activity.

taskmgr.exe System32 Task Manager; helps | Malware may try to disable Task
monitor and manage | Manager to avoid detection.
running processes | Monitor for attempts to block its
and applications. execution.

winlogon.exe System32 Handles user logon | Malware can target this process to
and logoff, as well as | steal credentials. Investigate if it
locking and unlocking | appears in unexpected locations.
the computer.

Isass.exe System32 Manages security | Malware may attempt to exploit
policies and | Isass.exe to gain unauthorized
authentication for the | access. Monitor for unusual
system. behavior.

services.exe System32 Manages the starting | Malware may attempt to create or
and stopping of | modify services. Examine newly
background services. | created or modified services for

signs of compromise.

rundll32.exe System32 Executes  functions | Malware may use rundll32.exe to
within dynamic link | load malicious DLLs. Check
libraries (DLLs). command line arguments and DLL

paths for anomalies.

wuauclt.exe System32 Handles Windows | Malware may imitate this process
Update tasks, like | to perform malicious activities.
checking for updates | Verify the file path and parent
and installing them. process.

msmpeng.exe | Program Windows Defender | Malware may try to disable or

Files\Windows Antivirus; helps | bypass antivirus programs.
Defender protect the computer | Monitor for attempts to interfere
from malware. with its execution.

powershell.exe | system32\ A powerful scripting | Malware may use PowerShell for

computer using text
commands.

WindowsPowerShell | tool used by | execution or evasion. Examine
administrators for | command line arguments for
automation tasks. suspicious content.

cmd.exe System32 Command Prompt; | Malware may use cmd.exe for
allows users to | execution, file manipulation, or
interact with the | evasion. Check command line

arguments for anomalies.
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keys, and other
security-related
objects.

cscript.exe System32 Executes scripts | Malware may use cscript.exe to
written in VBScript or | execute malicious scripts. Inspect
JScript. command line arguments and
script content.
wscript.exe System32 Executes scripts in a | Malware may use wscript.exe to
Windows-based execute malicious scripts.
environment. Investigate command line
arguments and script content.
regsvr32.exe System32 Registers and | Malware may use regsvr32.exe to
unregisters DLLs and | load malicious DLLs. Check
ActiveX controls. command line arguments and
target DLL paths.
dllhost.exe System32 Hosts COM | Malware may disguise itself as
(Component Object | dllhost.exe or use it to load
Model) applications. | malicious code. Monitor for
suspicious behavior.
conhost.exe System32 Provides a console | Malware may attempt to mimic this
environment for | process. Verify parent processes
console applications. | and look for suspicious command
line arguments.
vssadmin.exe System32 Manages the Volume | Malware, especially ransomware,
Shadow Copy Service, | may use vssadmin.exe to delete
used for backups. shadow copies and hinder recovery
efforts.
mshta.exe System32 Executes HTML | Malware may use mshta.exe to run
applications, usually | malicious scripts or download
used for system | payloads. Examine command line
utilities. arguments and content.
certutil.exe System32 Manages certificates, | Malware may use certutil.exe to

download or decode payloads.
Check command line arguments for
suspicious activity.
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Malicious DLL Functions in Malware Analysis

A DLL is a library of functions and resources that can be loaded and executed by multiple programs
simultaneously. By using DLLs, developers can modularize their code and share common functionality,
reducing redundancy and saving memory. DLLs can be loaded at runtime or during the initialization
process of an application.

Common DLL Functions Exploited by Malware
Malware often exploits DLL functions to perform malicious activities, avoid detection, or escalate
privileges. Some common DLL functions targeted by malware include:

= LoadLibrary: This function is used to load a DLL into the memory of the calling process.
Malware can use this function to load a malicious DLL or hijack a legitimate DLL for nefarious
purposes.

=  GetProcAddress: This function retrieves the address of an exported function within a DLL.
Malware can use this function to dynamically resolve functions in a DLL, making it more
difficult for security software to detect malicious behavior.

= CreateRemoteThread: This function creates a new thread in the context of a remote process.
Malware can use this function to inject malicious code into other processes, effectively hiding
its activity and gaining access to resources in the remote process.

=  VirtualAllocEx: This function allocates memory within a remote process. Malware can use this
function to allocate memory for the malicious payload before injecting it into the target
process.

DLL Injection

DLL injection is a common technique used by malware to execute malicious code within the context of
a legitimate process. By doing so, the malware can avoid detection, as its activities appear to originate
from a trusted process. There are several methods of DLL injection, including:

= Reflective DLL Injection: The malware loads a DLL into memory without using the Windows
loader, making it more difficult for security software to detect the malicious DLL.

= DLL Search Order Hijacking: The malware replaces a legitimate DLL with a malicious one or
places the malicious DLL in a directory listed earlier in the system's DLL search order, causing
the malicious DLL to be loaded instead of the legitimate one.

=  Applnit_DLLs: The malware adds a reference to a malicious DLL in the Applnit_DLLs registry
key, causing the DLL to be loaded automatically when any application using User32.dll is
launched.

Detecting and Analyzing Malicious DLLs
To detect and analyze malware that exploits DLLs, security researchers can use various tools and
techniques:

= Static Analysis: Examine the malware's code using disassemblers and debuggers to identify any
calls to suspicious DLL functions or attempts to load malicious DLLs.

=  Dynamic Analysis: Execute the malware in a controlled environment, such as a sandbox, and
monitor its behavior. Tools like Process Monitor and Process Explorer can help identify
attempts to manipulate DLLs or interact with suspicious DLL functions.

= Network Analysis: Use network monitoring tools like Wireshark to analyze network traffic for
any communication related to the loading or manipulation of malicious DLLs.
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Malware Analysis Techniques and Tools

Malware analysis is the process of inspecting and analyzing malware to understand its behavior,
functionality, and potential impact. The ultimate goal of malware analysis is to find ways to detect and
remove malware from affected systems and prevent further infections. There are several techniques
and tools used in malware analysis, including:

e Static analysis: This is a method of analyzing malware without executing it. The aim is to gather
information about the malware's code structure, behavior, and functionality. The analysis can
be done by examining the malware's binary code, strings, and metadata. Static analysis tools
include disassemblers, decompilers, and hex editors.

e Dynamic analysis: This is a method of analyzing malware by running it in a controlled
environment, such as a virtual machine or sandbox, to observe its behavior. Dynamic analysis
tools can monitor the malware's network traffic, file system changes, system calls, and other
actions. This technique allows for a more comprehensive analysis of the malware's behavior.

e Code analysis: This is a method of analyzing malware's source code to understand how it works
and how it might be modified. Code analysis can be used to identify vulnerabilities or to
develop patches for existing software. Code analysis tools include debuggers, code profilers,
and reverse engineering tools.

e Memory analysis: This is a method of analyzing malware by examining the contents of system
memory to identify and extract malware code and data. Memory analysis can reveal important
details about the malware's behavior and enable forensic analysis. Memory analysis tools
include memory dump tools, forensics tools, and memory analysis frameworks.

e Sandboxing: This is a technique that involves running malware in a controlled environment,
such as a virtual machine or a sandbox. Sandboxing can help prevent the malware from
infecting the host system and allow the analyst to observe its behavior without risk.
Sandboxing tools include virtual machines, container technologies, and sandboxing
frameworks.

e Signature-based analysis: This is a method of detecting malware based on known signatures
or patterns. Signature-based analysis involves comparing the malware's binary code or
behavior against a database of known malware signatures. Signature-based tools include
antivirus software, intrusion detection systems, and other security tools.

e Behavioral analysis: This is a method of analyzing malware based on its behavior and actions.
Behavioral analysis can help identify unknown or zero-day malware that doesn't match known
signatures or patterns. Behavioral analysis tools can monitor the malware's actions and alert
analysts to suspicious behavior.
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Malware Analysis Tools for Basic Static Analysis

Static analysis involves analyzing the code of a program or file without executing it. This type of analysis
can help identify potential security threats, such as viruses, Trojans, or other types of malware. Basic
static analysis involves using tools to examine the code and structure of a file to identify potential
issues. Here are some of the most commonly used tools for basic static analysis:

File Analysis Tools

File analysis tools can help you examine the contents of a file and identify potential security threats.
These tools can examine the file header, the file format, and the file's contents to identify potential
issues. Some commonly used file analysis tools include:

= PEiD: PEID is a tool that can be used to detect packers, compilers, and other types of file
obfuscation. PEID can also identify the file format and the compiler used to create the file.

[ PEID vD.95 - X

File: | C:\Users\Malware\Downloads\Programs\rcsetup153.exe

Entrypoint: [00003A1C EP Section: [, text =]
File Offset: |00002E1C FirstBytes: [81,ECD4,02 [ =]
Linker Info: [9.0 Subsystem: [Win32 GUI =1

Mullsoft PiMP Stub [Mullsoft PiMP SFX] *

Multi Scan | Task Viewer | Options About | Exit |
W Stay on top ﬂ j

= ExifTool: ExifTool is a tool that can be used to read and write metadata in various file formats,
including images, audio files, and documents. ExifTool can help identify potential security
threats in files that contain metadata.

= Binwalk: Binwalk is a tool that can be used to analyze and extract the contents of firmware
images, file systems, and other types of embedded files. Binwalk can help identify potential
security threats in firmware images and other types of embedded files.

Hex Editors

Hex editors can be used to examine the binary code of a file and identify potential security threats.
Hex editors allow you to view and edit the raw binary code of a file, and can help you identify patterns
or anomalies in the code. Some commonly used hex editors include:

= HxD: HxD is a hex editor that can be used to view and edit binary files. HxD allows you to
examine the contents of a file at the byte level, and can help identify potential security threats
in the binary code.

= 010 Editor: 010 Editor is a hex editor that can be used to view and edit binary files, text files,

and other types of files. 010 Editor includes a variety of features that can help identify potential
security threats, including customizable templates and syntax highlighting.
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PE Analysis Tools

PE analysis tools can help you examine the structure and contents of a Portable Executable (PE) file,
which is a common format used in Windows executable files. These tools can help you identify
potential security threats in Windows executables. Some commonly used PE analysis tools include:

= Dependency Walker: Dependency Walker is a tool that can be used to examine the
dependencies of a PE file. Dependency Walker can help identify potential issues related to
missing or incorrect DLL files.

=2 Dependency Walker - [Fallen.exe] - D x
B File Edit View Options Profile Window Help REIES
s I = =wEDONR
- O FALLEN.EXE ~ [P | Ordinal & Hint Function Entry Point A
- 3§ KERNEL32DLL =R WA RilCaptureContext Not Bound
- B8 API-MS-WIN-CORE-RTLSUPPORT- | ED) | /A N/A RtICaptureStackBackTrace Not Bound
l .28 NTDLLDLL B |wva N/A RelUnwind Not Bound
{35 NTDLLDLL B3 [na N/A RtlPcToFileHeader Not Bound ¥
[ @S KERNELBASEDLL < z
. E3§ NTDLLDLL E | Ordinal * Hint Function Entry Point A
(@ API-MS-WIN-EVENTING-PRO 8(0x0008) | N/A N/A 00008491
@ API-MS-WIN-CORE-APIQUER | ED 9(0:0009)| 0 (0x0000) | A SHAFinal 0000559
2% BXT-MS-WIN-ADVAPIZ2-REG v | ED 10 (0x000A) 1(0x0001) | A_SHAInit 00005671
< > |em >
| Module File Time Stamp | Link Time Stamp | FileSize | Attr. | Link Checksum | Real C A
ZE3§| PROFAPIDLL 03/20/2017 441p | 08/17/2070 7:01a 93,640 [ A 0D0020CCA | 0xD0D
p
S| SAMLIB.DLL 09/20/2017 441p | 07/31/2076 S:06a 121,344 A 0D002C008 | OxD00
p
SE§| ssPICLLDLL 11/26/2017 4:32p | 01/22/2059 9:32 184,984 A 0D0039BDA | 0xD00
p P
ZE3§| UCRTBASE.DLL /26/2017 433p | 0172172030 Gildp | 1,003,104 A 0000FF719 | 000D
p p
SES| WINNSLDLL 017 4:d1p | 05/24/2094 12:05) 34696 | A 000011DB4 | 000D
p P
SE§| WINSTADLL /20/2017 4:d2p | 1172212045 6:54a 327552 | A 0D005BTEC | 0xD0D
p
SE§| WINTRUSTDLL 09/20/2017 4:41p | 10/08/2088 4:01a 356,440 | A 000050372 | xD00
P
O | FALLEN.EXE 04/30/2015 3:16a | 08/15/2014 4:4y 11,264 | A 000000000 | x000
P
v
< >
For Help, press 1

=  PEview: PEview is a tool that can be used to examine the structure and contents of a PE file.
PEview can help identify potential security threats, such as packed or encrypted code, and can
also provide information about the file's imports and exports.

£, PEview - C:\Users\Malware\Desktop\Malz2\T.exe - m] X
File View Go Help

N o0oo | #||l«==

- 1exe ~ pFile Data Description Value
IMAGE_DOS_HEADER 00000104 014C Machine IMAGE_FILE_MACHINE_1386
~MS-DOS Stub Program 00000106 0005 Number of Sections
= IMAGE_NT_HEADERS 00000108 51068185 Time Date Stamp 2013/01/28 Mon 13:47-48 UTC
Signature 0000010C 00000000 Pointer to Symbol Table
®IMAGE FILE HEADER] 00000110 00000000 Number of Symbols
IMAGE_OPTIONAL_HEADER 00000114 00ED Size of Optional Header
~IMAGE_SECTION_HEADER PAGE 00000116 010F Characteristics
IMAGE_SECTION_HEADER eeeeeset 0001 IMAGE_FILE_RELOCS_STRIPPED
IMAGE_SECTION_HEADER adsss 0002 IMAGE_FILE_EXECUTABLE_IMAGE
~IMAGE_SECTION_HEADER wwww 0004 IMAGE_FILE_LINE_NUMS_STRIPPED
IMAGE_SECTION_HEADER _rsrc 0008 IMAGE_FILE_LOCAL_SYMS_STRIPPED
SECTION PAGE 0100 IMAGE_FILE_32BIT_MACHINE

-~ IMPORT Address Table

DELAY IMPORT Descriptors
- IMPORT Directory Table M
< 3 < >

Viewing IMAGE_FILE_HEADER
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Malware Analysis Tools for Basic Dynamic Analysis
Basic dynamic analysis is a fundamental step in the malware analysis process, allowing researchers to
observe the behavior of a malicious program as it executes in a controlled environment.

Dynamic Analysis: An Overview

Dynamic analysis involves running the malware in an isolated environment (commonly called a
sandbox) to study its behavior, including network activity, file system interactions, and registry
modifications. This type of analysis provides valuable insights into the malware's functionality and its
potential impact on infected systems.

Setting Up a Controlled Environment

Before analyzing malware, it's crucial to set up a controlled and isolated environment to prevent
accidental infections and to study the malware without interference. Virtualization software such as
VMware or VirtualBox is commonly used to create a sandbox environment. It's essential to isolate the
virtual machine from the host system and the internet to prevent accidental infections and data
leakage.

Common Malware Analysis Tools for Basic Dynamic Analysis
Several popular tools can be used for basic dynamic analysis, including:

= Process Monitor: This tool captures real-time file system, registry, and process/thread activity,
allowing researchers to track the actions of the malware during execution.

=  Process Explorer: Similar to the Windows Task Manager, Process Explorer provides detailed
information about running processes and can help identify suspicious activities associated
with malware.

=  Wireshark: A network protocol analyzer that captures and analyzes network traffic, helping
researchers understand the malware's network activities, such as command and control (C&C)
communications or data exfiltration.

= RegShot: This utility compares registry snapshots taken before and after the execution of the
malware, identifying changes made by the malicious program.

=  Autoruns: Atool that shows which programs are configured to run during system boot or login,
useful for identifying persistence mechanisms employed by the malware.

Performing Basic Dynamic Analysis
To conduct basic dynamic analysis, follow these steps:

1. Set up a controlled environment using virtualization software and ensure the environment is
isolated from the host system and the internet.

2. Install and configure the malware analysis tools.

3. Take initial snapshots of the system using RegShot and note running processes using Process
Explorer or Autoruns.

4. Execute the malware sample in the isolated environment.
5. Monitor the malware's behavior using Process Monitor, Process Explorer, and Wireshark.

6. After allowing the malware to run for an appropriate amount of time, take a second snapshot
of the system using RegShot.
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7. Compare the initial and final snapshots to identify changes made by the malware, such as new
or modified files, registry entries, and running processes.

8. Analyze the collected data to understand the malware's functionality, impact, and
communication patterns.
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Malware Analysis Environments and Sandboxing Techniques

Malware analysis environments and sandboxing techniques are used to analyze and understand the
behavior and characteristics of malware without compromising the security of the system or network.
These environments allow researchers and analysts to run malware samples in a controlled and
isolated environment, where they can observe and analyze their behavior, monitor their network
traffic, and gather important information about their capabilities and intentions.

There are several techniques and tools that can be used for malware analysis, including:

Virtual machines: Virtual machines are a common tool used in malware analysis. By creating a virtual
environment, analysts can run malware samples without fear of infecting their host system. Virtual
machines can also be used to create a clean, isolated environment to test the malware's behavior and
capabilities.

Sandboxes: Sandboxes are another popular technique used for malware analysis. Sandboxes are
isolated environments that simulate a real system environment, allowing analysts to run malware
samples and monitor their behavior without risking the security of their own system or network.
Sandboxes are particularly useful for analyzing malware that is designed to evade traditional security
measures.

Network sniffers: Network sniffers are tools that capture and analyze network traffic. These tools can
help analysts identify the communications channels used by malware and monitor their behavior on
the network.

Dynamic analysis tools: Dynamic analysis tools are used to monitor the behavior of malware in real-
time. These tools can help analysts identify malicious behavior, such as attempts to modify system files
or steal sensitive information.

Static analysis tools: Static analysis tools are used to analyze the code of a malware sample without
executing it. These tools can help analysts identify the functionality of the malware, the programming
language used to create it, and any known vulnerabilities.

Dynamic Malware Analysis Techniques

Dynamic malware analysis techniques involve executing the malware in a controlled environment and
monitoring its behavior in real-time. These techniques allow for a deeper understanding of the
malware's functionality and its interaction with the target system.

Here are some of the dynamic malware analysis techniques:

Behavioral analysis: Behavioral analysis is a technique that observes the behavior of malware in a
controlled environment. During the analysis, the malware is executed, and its actions are recorded.
The behavior analysis can reveal what files the malware creates or modifies, what registry keys it adds,
what network connections it makes, and what system resources it accesses.

Debugging: Debugging involves analyzing the malware's code while it is executing. Debugging allows

for the dynamic analysis of the malware's behavior and can help to identify the specific actions taken
by the malware.
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Memory analysis: Memory analysis involves analyzing the memory of the infected system while the
malware is executing. Memory analysis can reveal the presence of rootkits, hidden processes, and
other malware components.

Sandboxing: Sandboxing involves running the malware in a virtual environment that is isolated from
the host system. This technique allows for the malware's behavior to be monitored and analyzed
without the risk of infecting the host system.

Emulation: Emulation involves running the malware in an emulated environment that replicates the
target system's hardware and software configuration. This technique allows for the malware's behavior
to be analyzed in a controlled environment that closely resembles the target system.

Dynamic instrumentation: Dynamic instrumentation involves modifying the malware's code at runtime
to monitor its behavior. This technique allows for the malware's behavior to be monitored without the
need for source code access.

APl monitoring: APl monitoring involves monitoring the system calls made by the malware. This
technique can help identify the specific actions taken by the malware, including file and network
activity.

Network traffic analysis: Network traffic analysis involves monitoring the network traffic generated by
the malware. This technique can help identify the malware's command and control servers and the
data it exfiltrates.

These techniques can be used individually or in combination to gain a better understanding of the
malware's behavior and to develop effective mitigation strategies.

Static Malware Analysis Techniques

Static malware analysis is a technique used by cybersecurity analysts to analyze the properties of
malware without executing the code. This is usually done by disassembling or decompiling the code
and examining its structure and behavior. Here are some common static malware analysis techniques:

Disassembly: Disassembling is the process of converting the machine code of a program into assembly
language. This process is useful in understanding the structure of the code, identifying subroutines,
and examining how the program is structured.

Decompilation: Decompilation is the process of converting the machine code of a program into high-
level programming languages like C or C++. This technique can be useful for understanding the
behavior of the program and identifying how the malware communicates with other programs or
systems.

String analysis: This technique involves looking for specific strings of characters within the code that
may be indicative of malicious activity. Strings like IP addresses, domain names, and file names can be
useful in identifying the behavior of the malware.

API calls analysis: API calls are functions within an operating system or program that allow it to perform

certain actions. Analyzing the API calls made by malware can help to identify what the malware is
trying to do, such as communicating with a remote server or modifying system settings.
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Signature-based detection: Signature-based detection involves comparing the code or behavior of a
program to a database of known malware signatures. If a match is found, it can be identified as
malware.

Sandbox analysis: Sandboxing involves executing the malware in a controlled environment, such as a
virtual machine, to observe its behavior. This allows analysts to see how the malware interacts with
the system and identify any malicious activity.

Behavior analysis: Behavior analysis involves observing the behavior of the malware and identifying
any unusual or suspicious activity. This can include looking at network activity, system changes, and
other indicators of malicious behavior.

Reverse engineering: Reverse engineering is the process of taking a software program apart to see how
it works. This can involve analyzing the code, examining the data structures used by the program, and
identifying the algorithms used by the malware.

Code review: Code review involves manually examining the code of the malware to identify any
suspicious or malicious behavior. This can be a time-consuming process, but it can be useful in
identifying more complex or sophisticated malware.

Identifying Malware Artifacts and Indicators of Compromise

Malware artifacts and indicators of compromise (I0Cs) are pieces of data or evidence that can help
identify the presence of malware on a system. They can be used to determine the type of malware,
the methods it used to infect the system, and its potential impact on the system.

Here are some common malware artifacts and 10Cs:

= File signatures: Malware often has a unique signature that can be used to identify it. These
signatures can be used to scan files on a system for the presence of malware.

=  Registry entries: Malware may modify registry entries to enable it to run automatically when
the system boots up.

=  Network traffic: Malware often communicates with command and control servers over the
network. Analyzing network traffic can reveal the presence of malware.

= Suspicious processes: Malware often runs as a process on a system. Analyzing running
processes can reveal suspicious or malicious activity.

=  Malicious URLs: Malware may use URLs to download additional components or connect to
command and control servers. ldentifying malicious URLs can help track down the source of

the malware.

= Suspicious file locations: Malware may store files in unusual locations or create hidden files to
evade detection.

= Unusual behavior: Malware often exhibits unusual behavior that can be used to identify it,
such as modifying system settings, changing file permissions, or encrypting files.
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Identifying Malware and Rootkits in Windows Memory

Windows memory can be a valuable source of information for identifying and analyzing malware and
rootkits. Malware and rootkits often attempt to hide their presence in memory to avoid detection by
antivirus software and other security tools, but they leave behind various artifacts that can be used to
identify their presence.

Here are some common techniques for identifying malware and rootkits in Windows memory:

e Process Analysis - Malware and rootkits often create or modify running processes in memory
to carry out their malicious activities. By analyzing process structures in memory, investigators
can identify any suspicious or malicious processes that may be running on the system. This can
be done using memory analysis tools such as Volatility, or Redline.

o Network Analysis - Malware and rootkits often communicate with command and control (C2)
servers over the network to receive commands or exfiltrate data. By analyzing network
structures in memory, investigators can identify any suspicious or malicious network
connections that may be present. This can be done using tools such as Wireshark or TCPView.

e Driver Analysis - Rootkits often install malicious device drivers to hide their presence in the
system. By analyzing driver structures in memory, investigators can identify any suspicious or
malicious drivers that may be present. This can be done using tools such as Volatility's
DriverScan.

o Hook Detection - Malware and rootkits often use hooks to intercept and modify system calls
and other system functions. By analyzing kernel structures in memory, investigators can
identify any suspicious or malicious hooks that may be present. This can be done using tools
such as Volatility's callbacks plugin.

e Code Injection Analysis - Malware and rootkits often use code injection techniques to evade
detection and carry out their malicious activities. By analyzing memory regions and code
segments in memory, investigators can identify any suspicious or malicious code that may be
present. This can be done using tools such as Volatility's malfind plugin.
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Analyzing Malware Network Communication and Traffic

Analyzing malware network communication and traffic is an important step in the malware analysis
process. This involves examining the network traffic generated by malware to identify its behavior and
communication patterns. Malware often communicates with a command and control (C&C) server or
other malicious servers to receive instructions or to exfiltrate stolen data.

There are several techniques and tools available for analyzing malware network traffic, including:

Packet capture: The first step in analyzing malware network traffic is to capture the network packets
generated by the malware. Packet capture tools like Wireshark or Tcpdump can be used to capture the
traffic and save it in a PCAP file format.

Protocol analysis: Once the network traffic is captured, the next step is to analyze the protocols used
by the malware to communicate. This involves examining the protocol headers and payloads to identify
the type of traffic and the servers and ports involved in the communication.

Traffic analysis: Traffic analysis involves analyzing the timing, frequency, and volume of the network
traffic generated by the malware. This helps in identifying the communication patterns and behavior
of the malware.

Domain and IP reputation: Another technique used in analyzing malware network traffic is to check
the reputation of the domains and IP addresses involved in the communication. Tools like VirusTotal
or RisklQ can be used to check the reputation of the domains and IP addresses.

Sandbox analysis: Malware can also be analyzed in a sandbox environment to monitor its network
communication behavior. Sandboxing tools like Cuckoo Sandbox or Hybrid Analysis can be used to
analyze the malware behavior and communication patterns.

Reverse engineering: Reverse engineering the malware can also provide valuable insights into its
network communication behavior. This involves disassembling the malware code and examining the
network communication functions.

By using a combination of these techniques and tools, analysts can gain a better understanding of the

malware network communication and behavior. This helps in identifying the C&C servers and other
malicious servers involved in the communication and in developing appropriate mitigation strategies.
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Analyzing Malware Persistence and Evasion Techniques

Malware persistence and evasion techniques are commonly used by attackers to ensure that their
malicious code stays hidden and active on the victim's system for as long as possible. Here are some
of the techniques used for malware persistence and evasion:

Rootkits: Rootkits are used to hide the presence of the malware by modifying the operating system's
kernel. Rootkits can hide files, processes, and network connections, making it difficult for traditional
antivirus software to detect them.

Code injection: Malware can inject malicious code into legitimate processes, allowing it to evade
detection by antivirus software. This technique is often used by banking trojans to steal login
credentials and other sensitive information.

DLL hijacking: Dynamic Link Library (DLL) hijacking is a technique used to trick an application into
loading a malicious DLL file. This can be used to execute code on the victim's system or to steal sensitive
information.

Registry modifications: Malware can modify the Windows Registry to ensure that it starts up
automatically when the victim's computer boots up. The malware can also modify system settings to
evade detection by antivirus software.

Fileless malware: Fileless malware is designed to run in the computer's memory, without leaving any
trace on the hard drive. This makes it difficult for antivirus software to detect and remove the malware.

Polymorphic malware: Polymorphic malware is designed to change its code every time it infects a new
system, making it difficult for antivirus software to detect and remove the malware.

To analyze and detect malware using these techniques, advanced malware analysis tools and
techniques are required. These tools use advanced algorithms and machine learning to identify
malware behavior and patterns. They can also be used to identify and extract malware artifacts and
indicators of compromise, which can be used to prevent future attacks.

Analyzing Malware Payloads and Functionality
Malware payloads and functionality can vary widely depending on the type and purpose of the
malware. Some common malware payloads include:

Information theft: Malware can be used to steal sensitive information such as login credentials, credit
card numbers, and personal data. This information can be sent back to the attacker via various
communication channels such as email, FTP, or HTTP.

Botnet creation: Malware can be used to create a network of infected computers that can be controlled
remotely by an attacker. These botnets can be used for various purposes such as DDoS attacks, spam

distribution, or cryptocurrency mining.

Ransomware: Malware can encrypt a victim's files and demand payment in exchange for the
decryption key.

Keylogging: Malware can record every keystroke made by a victim and send that information back to
the attacker.
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Remote access: Malware can be used to create a backdoor on a victim's computer, allowing an attacker
to remotely access the system and carry out malicious activities.

Adware: Malware can display unwanted advertisements and pop-ups on a victim's computer, often
generating revenue for the attacker.

Banking trojans: Malware can be specifically designed to steal banking information, such as login
credentials or credit card numbers, from a victim's computer.

To analyze malware functionality and payloads, various techniques can be used, such as dynamic
analysis, static analysis, and sandboxing. These techniques can help to identify and analyze the
behavior of the malware and provide insights into the potential impact on the victim's system.

Malware Analysis for Incident Response

Malware analysis is a critical process for incident response teams. When a security incident occurs,
one of the first steps in investigating and containing the issue is to identify the type and scope of the
malware involved. Malware analysis can help security professionals understand how the malware
operates, what damage it can cause, and how it can be removed.

The following are some steps involved in malware analysis for incident response:

Identify the malware: The first step in malware analysis is to identify the type of malware involved.
This can be done by examining system logs and alerts, conducting network traffic analysis, or using
anti-virus software to identify the malware.

Isolate the malware: Once the malware has been identified, it is important to isolate it to prevent it
from spreading further. This can involve disconnecting the infected system from the network or
disabling network access to the system.

Collect malware samples: Malware samples can be collected in a variety of ways, such as by taking a
disk image of the infected system, capturing network traffic, or using a malware analysis sandbox to
analyze the malware in a controlled environment.

Perform static analysis: Static analysis involves examining the malware without executing it. This can
involve examining the code to identify key functions, analyzing file headers and metadata, and
searching for known signatures and patterns.

Perform dynamic analysis: Dynamic analysis involves executing the malware in a controlled
environment to observe its behavior. This can involve running the malware in a virtual machine or
sandbox and observing its network activity, file modifications, and system calls.

Identify malware functionality: By analyzing the malware's code and behavior, it is possible to identify
the malware's functionality, such as its ability to steal data, create backdoors, or launch DDoS attacks.

Identify malware persistence: Malware can often hide on a system and continue to operate even after
it has been detected and removed. By analyzing the malware's behavior, it is possible to identify how

the malware persists on the system and how it can be removed.

Develop malware signatures: Once the malware has been analyzed, it is important to develop
signatures and patterns that can be used to identify the malware in the future. This can involve creating
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YARA rules, Snort rules, or other indicators of compromise that can be used to detect the malware in
network traffic or on other systems.

Remediate the malware: Finally, the malware must be removed from the infected system. This can
involve using anti-virus software to detect and remove the malware, or manually removing the
malware by deleting its files and registry entries.

Malware Analysis for Threat Intelligence

Malware analysis is an important aspect of threat intelligence, as it helps in identifying the type and
behavior of a malware, its source and potential impact on an organization. Malware analysis
techniques are used to extract information about the malware, such as its origin, purpose, and
capabilities, as well as identifying the attacker’s motives, methods, and infrastructure. This information
can help organizations to better protect themselves against similar attacks in the future.

There are various techniques used in malware analysis for threat intelligence purposes, including static
and dynamic analysis, behavioral analysis, and memory analysis. Static analysis involves analyzing the
malware code without executing it, while dynamic analysis involves running the malware in a
controlled environment to observe its behavior. Behavioral analysis involves observing the malware’s
activities, such as its network traffic, file system changes, and registry modifications, while memory
analysis involves analyzing the malware’s activities in system memory.

Another important aspect of malware analysis for threat intelligence is identifying the indicators of
compromise (IOCs) associated with the malware. These can include file hashes, domain names, IP
addresses, and other artifacts that can help identify the presence of the malware on a system or
network. I0Cs can be used to search for other instances of the same malware, and to prevent future
attacks by blocking access to known malicious domains or IP addresses.

Malware analysis is also important for identifying the tactics, techniques, and procedures (TTPs) used
by attackers, which can help organizations better understand their attackers and improve their
defenses. By analyzing the malware and associated 10Cs, organizations can identify the TTPs used by
attackers, such as their methods of delivery, exploitation, command and control, and exfiltration. This
information can help organizations to identify the attacker’s infrastructure and better protect
themselves against similar attacks in the future.

Malware analysis for threat intelligence is a complex process that requires a combination of technical
skills and knowledge, as well as access to specialized tools and resources. Many organizations lack the
expertise and resources to perform effective malware analysis in-house, and may need to rely on
external services or partnerships with threat intelligence providers to obtain this information.

Best Practices for Malware Analysis and Reporting

Malware analysis is a complex and evolving field, with constantly changing threats and attack
techniques. However, there are several best practices that can help ensure that your analysis is
effective and accurate:

Use a safe and isolated environment: When analyzing malware, it is important to use an isolated

environment that is completely separate from your production network. This will prevent any
accidental infections and ensure that the malware cannot spread to other systems.
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Use multiple analysis techniques: Both static and dynamic analysis techniques should be used to fully
understand the behavior and capabilities of the malware. This includes disassembly, decompilation,
debugging, and sandboxing.

Document your findings: It is important to document your findings throughout the analysis process.
This includes noting any indicators of compromise (IOCs), file hashes, and network traffic patterns.

Verify your results: Before reporting any findings, it is important to verify that your analysis is accurate
and complete. This includes using multiple analysis techniques, as well as verifying your findings with
other analysts or tools.

Use reputable tools and sources: Only use reputable tools and sources for your analysis. This includes
using trusted antivirus software, analysis tools, and threat intelligence sources.

Keep up-to-date with the latest threats: Malware threats are constantly evolving, so it is important to
keep up-to-date with the latest threats and attack techniques. This includes staying informed about
the latest malware families, vulnerabilities, and exploits.

Continuously improve your skills: Malware analysis is a complex and technical field, so it is important
to continuously improve your skills and knowledge. This includes staying up-to-date with the latest
tools and techniques, as well as networking with other analysts and attending training courses and
conferences.
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